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Article 8 (Protection of end-users' terminal equipment information)

1. The use of processing and storage capabilities of terminal equipment and the collection of information from end -users’
terminal equipment, including about its software and hardware, other than by the end-user concerned shall be prohibited,
except on the following grounds:

(IRER. UTEL) imRBEBDOUIBRUBEEDF AL CZDY I M I T 7R/ \— RO T 7(CAT 3EHRZSOFRAERKRZEN
SDEROEEE. SZFIBECKLDIGEZRSE. BT D, LIEUUTOHBEICIEZZDRD TE>RL,

(a) it is necessary for the sole purpose of providing an electronic communication service; or
EO(E5BFBEY - EXRZIREIIENTRERGS

(b) the end-user has given consent; or
FHABENMRRLIHES

(c) it is strictly necessary for providing a service specifically requested by the end- user; or
FIRAECKDFICERENEY - EXRRM T DD ICBIRICHBIRMIGES

(d) if it is necessary for the sole purpose of audience measuring, provided that such measurement is carried out by the
provider of the service requested by the end-user, or by a third party, or by third parties jointly on behalf of or jointly with
provider of the service requested provided that, where applicable, the conditions laid down in Articles 26 or 28 of
Regulation (EU) 2016/679 are met; or

E2([E5A—F 1 T RAEDENDZH (CHEBRIGE. 122U, TDXRIRAEN. FRENEKRLUED—-EXDRHBEICK D> TITD
N3BE. XlF. BE—DFE=ZFBICID. HEUIFEHROE=ZENHRALT. BRINEH-EXDREE RO T, BHLLEINnEH
BLUTITONDBEICERD, 22U, CDBE (BZHICKD> TITOHNDIHEES) [CBVWTIE. HEICKU T, GDPREE265 (H[EEHE
#) XI(FEE28% (WUEEODER) [CRESNIERENEESNDIHBEICRD.

(da) it is necessary to maintain or restore the security of information society services or terminal equipment of the end -
user, prevent fraud or prevent or detect technical faults for the duration necessary for that purpose; or

BIRUAST - EAXGHFABDRFREEOTF 1 U ZHIFE UK (FEIBL. REFMAZBIEL. X, HEiiESE FHE U< (FMR
HIDIZDICEBIRMZGE. TZI2U. ENENOENDIZH (CHEIREARIICIRD.
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(e) it is necessary for a software update provided that:

VIRNIT DTV ITFT— hDIEDHICREBRIGE. 212U, ROBEICRB.
(i) such update is necessary for security reasons and does not in any way change the privacy settings chosen by the end-
user,
ZDEIRTYIT—HItEF21UST A DEBAICKDUETHD T, MABEICLDITSA/N\S—DREZF>EKEELRWNC &
(ii) the end-user is informed in advance each time an update is being installed, and
FAEN 7Y TF7— A A R=ILENBZUT EICHRICBERREHZZ TR L. KU
(i) the end-user is given the possibility to postpone or turn off the automatic installation of these updates; or
NSDT7VvIT— OB A M—)LEIEHU. XIFHFILTIHMEESZISNDCE

(f) it is necessary to locate terminal equipment when an end-user makes an emergency communication either to the single
European emergency number ‘112" or a national emergency number, in accordance with Article 13(3).
FAEBMNMFUNE—R2UBHRES [112] X(ENMEEORRBHRES (CW U TCERBRZITOHSCHWNT, BI3KEIIE (Homnmoss
OATEEHRAAICET 2FHEREDA =)\ =4 F) OMECEDE., MRREDMUBZIFET DICHICHERIZE

(g) where the processing for purpose other than that for which the information has been collected under this paragraph is
not based on the end-user's consent or on a Union or Member State law which constitutes a necessary and proportionate
measure in a democratic society to safeguard the objectives referred to in Article 11 the person using processing and
storage capabilities or collecting information processed by or emitted by or stored in the end-users’ terminal equipment
shall, in order to ascertain whether processing for another purpose is compatible with the purpose for which the electronic
communications data(*) are initially collected, take into account, inter alia:

FKIEOME (CED IBEROBSDOENUNDENDIzHDAIEN, FIAEDORIEXFEIINESHE U S (FMBEDZETHD T, B11% (&7
2RE. BfE. AEF—TEOAW™ZEHNELU T, RENRE I DIEFNRUERFBOFIRZRET DILEZRHDIFIE) [CHET SEHNZRFR
I DLEHICRENHRCENWTRHENDLEHIN/MIEEZIEMR T DEDZIEIE UIBRWEEICHNTIE, inREREDIIE R U EIEIEE
FIAL. X(&E. FABOMARFECSVWTUEE=N, mREENSHEESN. BEULFHEREECERSNIBHRZRELLDETDIE
(F. TDOXRSRMBENDIZHDUIRN, BFBET —FINAEESESNZBN EABBNINE DO ZHERT DI2HIC. FIORICEBITDC
ECDWTERURITNERSALN,

(*) “the electronic communications data”(&. A3, ” the information”" THINZTEE S, BHRAOBMEESR(L. F8EFIERS
BIEE (9) AT DR NTRICIIEFR SN TR MREE TS D,
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been collected and the purposes of the intended further processing;
PIBROBREHENFIASN. X(& BERHMNBESSNZEN . BRSNS MBrABnE & DRE:EME

(ii) the context in which the processing and storage capabilities have been used or the information have been collected, in
particular regarding the relationship between end-users concerned and the provider;
WIFR OBREREENFIA SN, X, BEERMAESSNIRR. F5(C. BEEITIFRE U —EXIRME EOREF

(iii) the nature the processing and storage capabilities or of the collecting of information as well as the modalities of the

intended further processing, in particular where such intended further processing could reveal categories of data, pursuant

to Article 9 or 10 of Regulation (EU) 2016/679;

SLIBT: O BIEREBEDFI A X (FIBIROEUSOMHB L ONCER SN CMBINRLEDTTE, $5(C, 2B RIIELNGDPREEIZEX (355105
Rl 07 U R OILIFERIEDE AT —5) WEETIEEDT —FZRSHNCUTUERDAREEN DI ESH

(iv) the possible consequences of the intended further processing for end-users;
BERENMBNYENF BB CRF I ageEN b 27 E

(v) the existence of appropriate safeguards, such as encryption and pseudonymisation.
B b RMREILIREDEYREZEEEZ D TLDINEDH

(h) Such further processing in accordance with paragraph 1 (g), if considered compatible, may only take place, provided
that:
F£1H(Q)B (T MMBERMNIEE. (FROENE) HENDEEZSNDHBRIC. UTOREDTTITDOZENTED,

(i) the information is erased or made anonymous as soon as it is no longer needed to fulfil the purpose,
LENZER T DEHICEIFPRENRSIRDIRE., SRBEHRZTHEXFERLTDZE

(ii) the processing is limited to information that is pseudonymised, and
HAENMRBIESNTZIBIROAZIRET D&

(iii) the information is not used to determine the nature or characteristics of an end-user or to build a profile of an end-user.
HXIEHmN. FAEOBRMEREL. X(&E FIFEOTOT 7L ZERT DIeHICFATNRN &

(i) For the purposes of paragraph 1 (g) and (h), data shall not be shared with any third parties unless the conditions laid
down in Article 28 of Regulation (EU) 2016/697 are met, or data is made anonymous.

F£1IH(g)BARN(h)SDBEICH U TIE. GDPRE2BEICHRESINIERGZ/IIBEN(ET—INERZILETNDIIBEDEN. 7—F(F0)
MNEBDE=ZBICEHBINTERSA,

_____________________________________________________________________________________________________________________________________
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I—5F1 2DILES
MERESD, -7« >0LE. I>FT VDIV FSAXIREZBNET DTV F—DRE(C
DUVWTIFHAEDOREEENNHE

DI T PO ER
FRAE | BHFBOODMRIA—F « T2 RIE
FAEMNE : VOTAERUNOBHN TERELET —YZ2HAT 255 (Bl : [LE5EE)

D v F RO HER
TERESD, TINAR - Ta>H—=TU2S5 4 201 E. FEUEGTCERENER (FX2018)

i Recital (20)

i Information related to the end-user’s device may also be collected remotely for the purpose of identification and

E tracking, using techniques such as the so-called ‘device fingerprinting’,

L (RER) FIAEOEBCETIBERE. [F/AX - Ta>H—TUST 1 2] SORMOFBCLD. %BU&OLEJTODEEI’J

i@tthMWﬁ?égtﬁtgﬁ

i S 2% 1B DAL ER H HEDFI DS FR IS IR AR Bl SR
FRBIROZEAL
iRePrivacyiEs : IMARERE ([CH T DIBIMOEBBEX FBENTTBHBNDT TR
#rePrivacy#RAIE :  ImREEOIE - SIEHEEOFI AN UIRREEN S DIBEIROEG
L—Eé“ E’&EB

Google Privacy Sandbox(d. 7SO REMMBRTCRETHZONL. FREEREIIL—T(C
D, COLOREHRERZ. KEI2T2YVaUITA NI BEROXMEL TEEN(ICILE
H—5F 4 2D BFER, COXDUIEL MiHREBOVIREEDFIA] &SN DoJEek

ImARERE COBRZTHDIENY T7ILE A LYBELARHIXIR IR Dol RelE
PIZ(E, OROFTy REM, [oTHERZXNRE T D=MREY 7))L A LILE
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5-7%MH  EFEEY—EX (ECS) RHFEBICLDIBETFEET —H DUIRZ AR

BSRARH | IREREDT — Y - BIFHEEOFI A, ImREEN S DBIRISGZ R
ITRENECSSEEEN E SMEEDRL

[ X N

Web X —)SBEE

40> 00O
v

WebA—=JL/ Ayt >y —
BEABEEY—EXEUT

ARIDFTY R - BH—/loTH—EX HIZ(CECS &R DT
BEERE (JInREE QD T8EARFBI DR SEMRHEZTDCEEHD

ECSTI(Z7LY (EECC2(5))
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FRIEDORHEHF
ePrivacyfRAI[CHITDEBDERE(E. GDPRICKIBDERDER(CHED (4a%) -

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

Article 4a (Consent)
1. The provisions for consent provided for under Regulation (EU) 2016/679/EU shall apply to natural persons and,
mutatis mutandis, to legal persons.

({&ER) #AI2016/679/EUICHREENDERICE T DEIAL. BAACHEHASN. EACERAEND,

AIADEHE
vy F—FNE (CHRDAZRCDVNWTCCDPROBIEEMNEHZSIR I D LIIIERER U,

gRNE, AR, BRICSX5N, HFEDENC EICE5X 5N, MIEDOBENFIC DL TIEREM
ZRITIZEETEZX SN, D, BERTIRUVEENGITRICKSRATNULIRS IR,
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FEEZHE I I3FXEEHEEAEIERT
IOvF—FHNTECEET BT —HYHAENREZEE I 358X 28 5N, REREZE=EICHT
cEBdICEETESD. (FiIX20aaals)

Recital (20aaa)

The responsibility for obtaining consent for the storage of a cookie or similar identifier lies on the entity that makes
use of processing and storage capabilities of terminal equipment or collects information from end-users’ terminal
equipment, such as an information society service provider or ad network provider. Such entities may request
another party to obtain consent on their behalf.

(RER) DwF—X(FTNITFEBT DB FOBRECOVWCEBZIST 25F(E. BREEY—EXDRME, LERY b
D—ORMES. InRFZEOVIERUEEEEZFIAL. X(AmREENSBERZISIDEICHD. INSDEIE. BSIC
KOO TABZES I D LZR=E(CEF I DENTED,

__________________________________________________________________________________________________________________________

FEDES
BIZ(E, BET—SI2S—([C&BY—R—F1 - JyF—FESDKEFIAT B8, F—F
FRECHILETI—>1 > — N ARREOSEEEESH, 1—H - A2 H I TARER/DUT
B+ hRETTUDEBENRBESE /T CE 3. BEDEHEEZERT BN,

SDK: Software Development Kit
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TSUYDREICLDIAR
IS0/ FPTUDRECKDTY F—HEF ORISR ZENRRELRDHD. (4a(2))

Article 4a (Consent) i
2. Without prejudice to paragraph 1, where technically possible and feasible, for the purposes of point (b) of Article 8 (1), i
consent may be expressed by using the appropriate technical settings of a software application enabling access to the i
internet placed on the market permitting electronic communications, including the retrieval and presentation of i
information on the internet. i

(RER) FBIEDRE (AEENEMFZCDPROMEICEZCEETDHIE) (CHERSXZTERL, BNICTHEETHBIBE. 58 |
ZEIEE(D)S (Vv —FNEDEE) OBEICHBNT. BERE. TiRCREBT DM >F—RY MODVIOCRZaiETD 7T
UT—23>2THDOT. A2F—RY MIHDBERORRNVFR R EEVBFBEZOGE L I DEDICH T DB 2RI ERE = FI
UCTRATDICENTED,

FEDER
GDPROBEEAEMEMCINE. BREENC ECEEURITNERSRVWEC S, RITOT ST
Y& LS. POCAEREOENC EORSEECEMILU TRV, COREEHRELVT, 7
S ACNILIET SOUREICLBRBDOENEZETE L TULZ (*),
GDPROBEIBEMNEFZiE T DHEDRBZEIG T BZHICE. TSTTRITORKAENVE
AN

*: https://www.cnil.fr/fr/cookies-et-autres-traceurs-la-cnil-publie-des-lignes-directrices-modificatives-et-sa-recommandation
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EiERAUERRDES%
FMAREBEBNEERPULARE. VI NI T VOFEECERT D. (4a(2aa))

i Article 4a (Consent) :
i 2aa. Consent directly expressed by an end-user in accordance with Paragraph (2) shall prevail over software settings. - i
i(ﬁﬁ)%ﬂ@:&b\ﬂﬁ%E$DEE§%éﬂtE%H\VDFUITQEEE@%¢5O~-

AEDEE

IOVF—)\F—ZF(CRRSNBINY>DOUYOCKDFBEN DT TYA NEIBE(ICH UL TEE
(CERBUERIEBEOBERXR R G, TTOYEREICEKLT B,

WDIHE., IRDE, JvF—/\F—THERITDIN., TJoIOTEECIERORRR~Z L TLR
VMSEDZIRICDUVT, KIBEEEAUTULVRL., BFEMNC(ETYvFE—/\F—(CHITBRIETORE

BAOMBIE T D EBONZIN. EELRA > MNRDOT. BN RkDSNS.

Google DF&E

°
O H—R/IX—F1®Cookie£7AY VT3 v
B abAh
o O INRTDCookie 27Oy V9% (HEIhFELA) v
SR
e FSANY—EFa YT o Chrome D THIC Cookie & U+ hF—7 ZHIBRT %
® TV MERS 71y e—Ic TRSYFUTER USTANERETS
QAR N—YETYO—KLT, BEERRETEPTIEE5CTS
o meEoTmon WIIR—Y (FPUEALLZEDBRWR—IERD) HSHEEFNRELET. ZOWEO—I
&UT Cookie (FAILTWSBA) HNEBENBTHMNHD £,
O R
FARTD Cookie &1 hF—H ERR »
HHRE =
#IC Cookie ZEATEZYA b Pl
KR %

@ economist.com
Chrome I£DWT

Google ChromeO)Oy:F EQEEE @ nikkei.com
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A >S5 A 2 #AF (C K B RIZHYSEA
FEIRZHEDmARENSHIGUIZC E&. A2 SA 28T (Bl IP77RLX. JvF—ID. i
Kitkpl F1RE) (CXDODTRICENTEDHEG. AREUSIALE L THDTHD. (4a(2a))

_______________________________________________________________________________________________________________________________

 Article 4a (Consent)

i 2a. As far as the provider is not able to identify a data subject, the technical protocol showing that consent was given

i from the terminal equipment shall be sufficient to demonstrate the consent of the end-user according Article 8(1)(b).

: (RER) H—ERBHEN T —IERERA T BT ENTERNES, BENYKIHRNSE5Z SN EERIEMTO NIV, |
| BE8REE1IAEDS [CKBDFAEDRBZRITDIEHICTITHDIEDET D, i

_______________________________________________________________________________________________________________________________

AIADEHE

AAERLRLDD I I VA b/ 7T ITODIOYF—FREICHNTIE, ImRZH#HBITECTE. F
REZBEARAANEUTRARBRECKDEBITDZENTER. DX SMFEDRIEHUSLASE
(FIERN SEREIZ DT,

KIE(G, IVF—FLCLDERET DA SAZ#MBIFICED, HEDISTY X (FIHREEN SE
BEHELIECEZREE BREHEL TR THDEL. RIEDEHZIERT Do

A2 SA 2 HRIF(CRDRABEUSDIRE. [L<IoT7T VT —2 3> ([SHATE D6
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1245 R LORBHEHEEMER (4a(3))
FARUCHRECHUTE,. 125AZBXRVERT. BN (C. SXARZHEITET S L&k
SHTHSBRTNUIIR SR,
122U, FRENC DX SINBEHDRBEZRITESIANC LZBKRT DIHE(E. CDRDTIERL.

_______________________________________________________________________________________________________________________________

iAﬂmm4a(CmBaﬁ)

i 3. End-users who have consented to the processing of electronic communications data in accordance with this

i Regulation shall be reminded of the possibility to withdraw their consent at periodic intervals of [no longer than 12
i months], as long as the processing continues, unless the end-user requests not to receive such reminders.

(RER) COMANCEDE, BFBET —YDUERCRARUIZHBEE. HBAUEN M T D8RR, 124 BZEBR RV ERRRRE
fRCEIC. TOABZERMEITDCENTED L& BRISHRITNEIRSIAN, 22U, HEABAENCOLSBEMZZHE LR
W EZBRTDIHE(F. TDIRD TR,

AIADEE

NEFTOYF—FREDEMHARIC DU\ CePrivacy3gs R U'GDPRIC(FEAXDMEN TR . &FE
MEZROHA RSA2EFETERSHCESNTULREDDTZ,

AL, BECTYF—FHECHRDIRABTOENHRRERET 2EDT(FR0N, ERAR/LERE
[EIEDBIHES (FFITICERSNDIERF CTHD ., BRE(CHSITDIEXRICERGFEZRIFT,
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\UY—ERETYVF—RAR
IVF—mEFZT—EXRMPORMHETDZ L UTORSBmIcEE. FREN SHERINE
Rig (=ARDEEM) Z285EDTIF R (F1X20aaaalk)
DOy F—EFOBENICE T DR, 1EHE. BT UVIERIEH
TYyF—RABZFRMFLETDIT—EXDMIC. BUY-EREHECLDIAFOY—EXTHEHE
ZEEEURWEDZFIBEMERD &

Recital (20aaaa)

-+ where access is provided without direct monetary payment and is made dependent on the consent of the end-user to
the storage and reading of cookies for additional purposes, requiring such consent would normally not be considered as
depriving the end-user of a genuine choice if the end-user is able to choose between services, on the basis of clear,
precise and user-friendly information about the purposes of cookies and similar techniques, between an offer that
includes consenting to the use of cookies for additional purposes on the one hand, and an equivalent offer by the same
provider that does not involve consenting to data use for additional purposes, on the other hand.

(RER) 7O RIRHMNEEZOEREKZIA TR, BINBENDZSDT Y F—DEBRUFHH UICH T DFAEDRRICHTFT D
BA. TOLOIBEARZRDDZE(E. TyF—RUANOKITEFIEITSENICEL T, BEIEC, EET. FIRAECE>TOMD
VI VVEHRIRHICEDE, BMNENDIZHDT Y F—EDFACHITDIABEZEO T — EXBHRUZDOL SIRERZHDR,
B UY—EREHECLDAFOY - EXRHOVWINAZFABENERT D LN TEDIHAICIE @BF. FREN SHRIHER
ZEDSEDTIFRNEEZEZSND,

AEDEE
BXMEZEZ=T(E. “Pay by your data”(C K BERY — EXDZHME, HEEERDILKZZF I D2
HNEBANT—FZEE I ETDE LRI T DN OB THRRD FEIND.
EL%‘\ UIRWRD O FIVZRESERVWIYF—TA4 —)LIE. LEDRFZWBITSIRNEERS
50
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GDPR & RIFDENIFZ R #H.

FESFCDLVT. GDPR 77-805%%Z#H :

FMABEFE, EEIBCHUT, U—EXEHEFICLDIARRAERICDNT, HIFZHELIITD
XS D,

FMAEEFL, BEEIROENHRNSDREX (FHBHRILICH T DIMERZHII TEIEFNHD.
FREEE. Y—ERRMHESZ(CIDIFRRAER (CDNT, HHCKDEZZITDIEFN DD

EUNZEEE(CE D SR NICIFEFNRERTARRINMRENRE T IDHF TEEBL TN ED
(&, FHESFOFRIECKD, BRPUXIIFERZITOENTED,

EUNNEEE(E. COKDRRIFEFEAEN, ERIDOFBEOFIERL, BBPIULNX(FFAEZITOCEN
TERCEEFFETHREITDCENTES,
B ERE{EISRIE
AREER (C XD (IIESERNIEE N TSR
THHEIERE
AIFANER X (FEEBYBEOMTERICH I IEEYBICKDITEUS
FBR(F. 20008 1—0O. EBEBORISETEEDOHRFTT DA%, WLWINHZL\EE
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ePrivacy#R8l - EUBFIEERE  https://data.consilium.europa.eu/doc/document/ST-6087-2021-
INIT/en/pdf

ePrivacy1E455(Directive 2002/58/EC) (IRErsadconsolidated text) : https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A02002L.0058-20091219#E0008

I8 - #4815 (Directive 2002/21/EC) : https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32002L0021

MR EEF8{E 11— R(EECC) (Directive 2018/1972) : https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A32018L1972

Skype Communications Sarl v Institut belge des services postaux et des télécommunications (C142/18) :
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A62018CA0142&qid=1613980523278
(SkypeOut(FEBFBET —EXTH D EHIBT UIZBRIN BN ESFIPRDFRmHIR)

Google LLC v Bundesrepublik Deutschland (2018/03/19 C193/18) : https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX%3A62018CN0193
(Gmail[FEFBEY —EXICHIE SRV EHT U ZFBRIN ELEFFIFR DO FfmHiR)

BRUBERAREOMBICHITIHRRICEHITIIES (hkEEZTEE) (Directive 2008/73/EC) : https://eur-
lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32008L0063

TS5 > ZACNILICKDIOYVF—ZFICEAITDHA RS> : https://www.cnil.fr/fr/cookies-et-autres-traceurs-la-
cnil-publie-des-lignes-directrices-modificatives-et-sa-recommandation
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