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1. 129—2Y FOEXRNRY—ERXRZELIDER(CT BHHEH
o ILb—F+ > (KZI&HIMD)

* |RR (Internet Routing Registry)

°| RPKI (Resource Public-Key Infrastructure) |

* DNS
» | DNSSEC (Domain Name System Security Extensions) |
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W—F+ 2D (CEAHBZARNIRES

O YouTube(2008£F) EI MyEtherWallet.com(20185F) )

Fik
«  AWS Route 530D#EEE (/2378 &) % /24 THRIBIL S
«  MyEtherWallet.comDEW\VEHOE X U TIBDAL
11— RZILE
- Y—)GIREZE(IBCEBLIHAEC o 2iEER (AREKEV
SSLEEBAZE"MyEtherWallet Inc")

- #EEISH L (89163085 H) AEHNAREXESIND
« Y—)GIEREDIS—ZEE LU UERLEI—TI(Z
D IA L v MMIXESESNE

YouTube Hijacking: A RIPE NCC RIS case study, 17 Mar 2008, RIPE NCC,

httpt:/éwwh\_/y.rilge.net/i_nternet—c_oordinatitoré/news/ind ustry-developments/ *E@ﬁﬂﬁmﬁ (: ck'.) _C%U)DNSFE\%"EE lJ\ %
youtube-hijacking-a-ripe-ncc-ris-case-study Y- . —_—
DY—=/)\ICTPICASTEAREEE UL EVWSEHE
Y - & MyEtherWallet, DNSH—/3—[Z/\yF 24 | 15F KL DETHE#
YOUTU bea)'%%ﬂg 'Tﬁ*ﬁb‘ﬂ“d)AS (‘- J: 2 —Cﬁ-\- = Eh\ Y http;: //ip.cointelegraph.com/ néwsj myetherwalIeJtJ-warns-that-a-coupIe-
o N N = of-its-dns-servers-have-been-hacked
m Zﬂﬁrﬂﬁﬂﬁ@r‘aﬂ‘ TOtX-t 373" < t"l‘j 7‘-" ° AWS DINS netwc;:k rhijac\kl turns MyEtherWallet into ThievesEtherWallet -

The Register, 2018/4/24
https://www.theregister.co.uk/2018/04/24/myetherwallet_dns_hijack/
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“8 Airtable - Grid view

c ‘@' O & https://airtable.com/shrhMRIBgKEfMmdcwy/tblafRIohrERTZHoF?backgroundColor=purple&viewControls=on w & IN @

% Airtable Grid view

D Hide fields = 1fiter [ Group ¥t sort

Event Type Autonomous System Number (ASN) ASN location name Start time (UTC) End time (UTC)
Qutage RAINBOWIDC-AS-AP rainbow network limited, JP (AS 138963) Japan 5/27/20 0115 5/27/20 1:06
Qutage RAINBOWIDC-AS-AP rainbow network limited, JP (AS 138968) Japan 5/26/20 5:30
Qutage RAINBOWIDC-AS-AP rainbow network limited, JP (AS 138963) Japan 5/25/20 7:21 5/25/20 7:32
Possible Hijack Expected Origin AS: QTINC-AS-AP QT Inc, JP (AS 24567) Japan 4/29/20 2113
Outage AS-PFLINK-JP PF LINK SYSTEMS, JP (A5 137445) Japan 4/28/20 3:37
Possible Hijack Expected Origin AS: QTINC-AS-AP QT Inc., JP (AS 24567) Japan 4/20/20 7:54
Possible Hijack Expected Qrigin AS: GIGAINFRA Softbank BB Corp., JP (AS 17676) Japan 4/13/20 21:03
Possible Hijack Expected Origin AS: GIGAINFRA Softbank BB Corp., JP (AS 17676) Japan 4/13/20 21:03
Possible Hijack Expected Origin AS: GIGAINFRA Softbank BB Corp., JP (AS 17676) Japan 4/13/20 21:03
Possible Hijack Expected Origin AS: BIT-ISLE Equinix Jpapan Enterprise K.K., JP (AS 17941) Japan 4/12/20 0:56
Possible Hijack | Expected Crigin AS: BIT-ISLE Equinix Jpapan Enterprise K.K, JP (AS 17941) Japan 4/12/20 0:56
Possible Hijack Expected Qrigin AS: LINE LINE Corporation, JP (AS 38631) Japan 4/1/20 19:33
Possible Hijack Expected Origin AS: INTERQ GMO Internet,Inc, JP (AS 7506) Japan 401720 1233
Possible Hijack Expected Qrigin AS: OPTAGE OPTAGE Inc., JP (AS 17511) Japan 4/1/20 19:29
Possible Hijack Expected Origin AS: SAKURA-B SAKURA Internet Inc., JP (AS 9370) Japan 441720 19:29
Possible Hijack Expected Origin AS: SAKURA-B SAKURA Internet Inc,, JP (AS 9370) Japan 4/1/20 19:29
Possible Hijack Expected Origin AS: BGPNAP Border Gateway Protocol Network Analysis Project, JP... Japan 3/26/20 6:02
Possible Hijack Expected Origin AS: FBDC FreeBit Co. Ltd., JP (A5 10013) Japan 3/24/20 14:25
Possible Hijack Expected Qrigin AS: JPIX Japan Internet Exchange Co,, Ltd,, JP (AS 7527) Japan 3/16/20 10:44
Detected Origin AS: BRIAN-BLEVINS-AS-AP Brian Blevins, JP (A5 140244) Japan

Possible Hijack Expected Qrigin AS: ODN SoftBank Mobile Corp., JP (AS 4725) Japan 3/13/20 2:.08

Detected Origin AS: RAINBOWIDC-AS-AP rainbow network limited, JP (A5 138968) Japan
Detected Origin AS: RAINBOWIDC-AS-AP rainbow network limited, JP (AS 138968) Japan
Detected Origin AS: QTINC-AS-AP QT Inc,, JP (AS 24567) Japan
Detected Origin AS: XTOM-AS-JP xTom, JP (AS 4785) Japan
Detected Origin AS: XTOM-AS-JP xTom, JP (AS 4785) Japan
Possible Hijack Expected Origin AS: MFEED INTERMNET MULTIFEED CO., JP (AS 7521) Japan 2/10/20 7:37

Qutage AS-PNAPOSK Internap Japan Co, Ltd,, JP (AS 24293) Japan 2/7720 1436

Facciblo 1 lincl . ACL AL T VAL P i S S Finm N FAC 474ATAY P ERLE FERECL 3

43 records

Airtable
A https://airtable.com/shrhMRI8gK EfMm4cw/tblafR9ohrERTZHoF?backgroundColor=purple&viewControls=on
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2 0—)VVIRERDIRR - NIST(77 AV D EZIRERT

PR )DERAIT S H ) —=X

20184F

2021€F

Global: Validation Snapshot of Unique P/O pairs

790,707 Unigue 1Pv4 Prefl'Origin Pairs

M invalid
(6,352)

& valid
(81,940)

O not-tound

(702,415)

. - not-found 88.83%

MIST RPKI Monitar 2018-11-24

invalid 0.80%
valid 10.36%

Global: Validation Snapshot of Unique P/O pairs

811,624 Unigue 1Pv4 Prefix’Crigin Pairs

B invalid
(4.577)

@ valid
(247,011)

O not-found

HITHVERSh
0.50%

invalid 0,50%

valid 27.10%
ROAMY&
<H)\—
STCuLy
TR NS
72.40%

not-found 72.40%

RPKI Deployment Monitor, NIST

MIST RPEI Monitor 2021=02=16

https://rpki-monitor.antd.nist.gov

* Invalid:AS Covering ROA Prefix, maxLength Satisfied, and AS Mismatch.
« Invalid:ML Covering ROA Prefix, maxLength Exceeded, and AS Match.
+ Invalid:ML-AS Covering ROA Prefix, maxLength Exceeded, and AS Mismatch.

(i.e., because it contains an AS-SET), and a ROA covering the prefix exists.

+ Invalid:AS-SET The origin AS could not be determined from the BGP update used to announce the prefix

e KFBEXREHDROVEALGED,

—FRIICLEARTHSHMCHIN\—FHE
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DNSSECICDWT—DNSSECL (E—

Jiic

HERIDNSH—/)\D > 7>V (RB) 2 B4R (IRE
M) TEBRAIBCEICEDDNSF v S 15—/l
TEDA>TIOVYHIEMTHIDDHENTED

DNSDY U —igiaDH ([CEA TR
(L) ZETRT D EICKDDNS
DRICH U TERD AT HE

BUIL— hDEZAFEBHRICDONT
2 (EBLEE S E DR W E

DNSKEY
alg=%,id=19036

DNSKEY
alg=8, id=16663

DNSICHITD
27 2Y(RR)

DNSKEY
alg=8, id=31267

DNSKEY
alg=8, id=38031

internetweek.jp/AAAA internetweek.jp/A internetweek.jp/SOA

HERNDNSH —)(

internetweek.jp

(DNSVIZ&L D)
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Zoom: (1) (1) (&) (iw] (iem] [2m) [Bm) (1] [mz)

Use of DNSSEC Validation for World (XA)
« 25.32%

N 2014M M J 5 N2NMEM M J S N2206M M J & N220TM M J S NZ0EM M J 5 NNMM M J 5 N2020M M J S5 N 2021
1L L L L , 0
2016 MW J_ S 2015 M_M_J S i8] MW "y sl zor| m w_J s 2018) M\_M_J S 2018 m_Mm_J s wz0] M M 4 s w:| wm T

- e Em | Use of DNSSEC Validation for Japan (JA)
o+ 14.83%

A BARICHTIERRTEL SEW
" lend
MW i h\:j W i o il ﬁTﬁ (Validation®D& 52).

@Wzﬁﬂ T T ) N AT IR T RTII 's“fmo"ﬁﬁu—f'; ﬁﬁ
A (APNIC Labs(CKBETRKERKLD)
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IETF104A3RE KB 5, IETF104¥RES KD

https://www.isoc.jp/wiki.cgi?page

ATTACH&file=IETF104%2Dyoneya%2Epdf

IETF104Update&action=

<4
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New IPDIREARS LIETF,IABDRIE

o 2030FRD1>AF—23v NMIETTHIERES Z LT 7 RLUAWEIINYS —, XY NDO—DO0OFTeRMTEHZITU-T
TSAG(Telecommunication Standardization Advisory Group)lc T L > 7 —>3>(201949A8)

. IETFZITU-T TSAGH'SD TUTY>RT— kA I ([CEIE. —D—DDEN A HIEN (CEE(20204£38).

. IRTF(IETFEENS UB—F0)L— ) TId2030ERD T —FF I F v ([CEFE > T\ BT IL—Fdds 3.

miFR5 - HRE

20185F7H 20195F9H _ 20205F2H 2020535
ITU IMT-2020/5G e ITU-T TSAGIC CTHZ(Sheng JiangK, ITU-T SG13 Regional workshop IETF U TY > X5 — T\
Workshop(C THZE Huawei) for Africa A > ~CEZE
(Richard LiES, Huawei USA) *  Proposal (CCTHEK(Macro CarugiK,
ETFADIUITYV > X5F— X2~ Huawei Research Contractor)

B New IPICEWVWTIRESNTULBHEHA

semantic address
service oriented routing
geographic address
deterministic latency service
« user-defined request for network
« Inter-AS audit

BIETFICHITDEET IEET SR

mIETFIABORIG(UTIY Y RF— kXA RADEE)

Ny IS BISTH A > THhD ' New IPPOERZRITET >R (&
2\ —D—DOWE M= RIEMN (CETE,

REOTHA N [EFEO>E1—45—] OEHEVDDIZELEN
BE2(ICDVWTEENS(RFC2488,1999) Xt

v D=2y — X FHIiERSVPMPLSE 9 Tlcdh B,
ITU-TICIEA > —%Y BOLRRISIETFCIREIT B LD ICESE,

« B4 R=—F+>7 network2030, 2019/11/20, IETF106, 88%Z =1
” JI\II?C IRTFCHEIIR, =I5 TIIEBIOMGL(CRIME D/t
'l
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DoT &DoH - Encrypted DNS(Encrypted transport)

Z£hd2&1
DNS S 7« wOMHTTPS LICT83,

Client

ER=K|ASY gR-R

EhadcE?2
Recursive resolveri* 77U
T—2 3>k TEREND,

1|
HTTPS(443)

Recursive
resolver

Recursive
resolver

Y,

Authoritative

DNS(E\ / SETVET

1IE5EODIZI LRy NDJO—2TdD
Recursive resolverzgilg & Uz
EERT(IIRRKSIRBEEDRDB ?
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(A) GAEAR ERER(BIE)
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0 3GPP | o chEYo A > ROEENICSH L TETL\3— A CAENS OSSN [CiR
B | ORIEE(FIUADIEL R
O W3C |« IETFREASIITS 3 & I3 tDE 1k & A TS
0 CABF £ | - SHCHEHRETHBUENHSBEK : ETSI - 3GPP - W3C - CABF(/{TU v
DIA—SLEHD)
- FWROBIBWEBE T —FFTIFvI(CDVWTIXITU-T, ETSIICOIL—THhHBD.
IETFCEHIEARE U L [FFAFEDO—BE LTER NS,
« BAN\—EF 21U« [CHTREBEGTATOEERGTEEL TS, &4
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(A) &L EDENF

- EEVPEE

El{& SMEBBREDEHH BEHEE

IETF « IETFE—5+1 >0 D24#1(C(31,000~1,2004H11% HEEDOEENSOSHE (IIV—F1 P ITUTICEBLN,
THERR

ITU-T |+ Study Group(SG)IC&>TENHS. 2L\ =L\ —D SG13(Z24AT200%. BAIF10%(FE, SG17TIXAXRLOZDE
DSGIC(E300%H154004. CA. BE15%4, HhE304.

IEEE |- IEEE SAOSNIEIRERBIEEEF1600EM . 405 |- BRBEMSHEICAS. LNLTLEREEETETVTA>

SA ANZBRDIEENDD. SAGREHE)DIEUIAEA, RycchEMNE TLVD,

3GPP - Z/1#& (36,0004 % B X PRAK (CIENLER (C3H D . CC10FEFEERFTZZPHERM. R, PIVUHESHOEBIZHICITE

I DREEICEZL,

W3C « 202182RARETA435REH., AT+ R(F. A—X K TS50 RA -2 EQOREDITEENTLEN,. BEKPREDOE
U7, RN)LF—, IZ>R. T52)L,. hEH. BE. ELrBENICSMULTVNS.
BARICH D,

ETSI - SBE#F2020F 128K 7554, K1Y, 1+U ETSI in ChinalC{uE DT 5NBEUASESECHFEICH D, /e
A TS ANESL, HUVTKEN, ETSI in India&W\SMIEDITSNBEUASESEIN 1 > RICH B,

CABF o FREEBAZ)\—(F, KE(11). FEH(5). ARAL>(3). WebJ SOYDHENRKREVNZH., BB A/ \—(FEEBICHLY
AS A (3)DIETZUN, TARFRIKR(CH D,

HE - 1> RESVT7ZT7HSOSHINMEILD TETCTVDEEMNSZ L, 22U, REEEAED
ZDRDTIL—T(C K> TIRILIFHRZ TH D ERIDBE(EZD—IRmCBE R\,
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(A) BROFV—FFIF v (CEHT DxHm

& BRO7 —FFT I F v DiRed RED7—FFTIOFvLDER
IETF 20195 9AtHICnetwork2030X°New IPD:E:#A Semantic AddressingPHEIEH E DS/ E (New IPOERF il
FIPE(Future Internet Protocol Evolution)EWSH A R=— (CAIEDIT5ND)
T4 2D GEAR)GRMEENT, =51 20 DHUWARIRERRE
ITU-T SG(Study Group)13 TR &N /=FG(Focus Group)T [2030&IY Multi-Semantic Addressing : 8D 77 KL X{4KZ%(IPv4, IPVv6
[F(CmlFIEfkoxy FDO—D(CRAT D /tj 1 213712 <. Service IDY2Content ID/R EMDERIFHESO) %=
ROPS T« vPi@E{E. Tactile Internet. FHFILWYA X, HR— b
IIIoT (Industrial Internet of Things) 73«‘:0)1—7(7—10 Deterministic Networking : fE3kMD/ Ty hAR—XADBEICD
New IPIZCNSDEREWSHIEDFICHD . ETHEODEEIES ZZHHEITE 2241 (IETF. IEEERETHEREI®
DixFHEH D)
Intrinsic Security for Privacy : 1—HIBi#R&EIPT7 RL ADIEHR
ZAEO DT, ASEICOE MR Z#IL T D715« VIR E
IEEE IEEE SATI(Z2030F & WL\ EREFERH ISR FELTER
SA < RO )W —T & UTIEEEICB U TFuture Directions —
CommitteelCd5(F S Future networksh'3r 3.
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