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DATA & SOCIETY DEEPFAKES AND CHEAP FAKES

THE This spectrum charts specific examples of audiovisual (AV) manipulation that The deepfake process is both the most computationally reliant and also the least
DEEPFAKES/ illustrate how deepfakes and cheap fakes differ in technical sophistication, publicly accessible means of manipulating media. Other forms of AV

barriers toentry, and techniques. From left toright, the technical sophistication manipulation rely on different software, some of whichis cheap to run, free to
CHEAP FAKES  of the production of fakes decreases, and the wider public’s ability to produce d, and easy to use. Still other techniques rely on far simpler methods, like
SPECTRUM fakes increases. Deepfakes—which rely on experimental machine learning— mislabeling footage or using lookalike stand-ins.

areat one end of this spectrum.
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Deepfake videos online: x2 every 6 months
100,000
Most Most
Targeted Countries Targeted Sectors
75,000 ) O
50,000
United States 42.0% Entertainment 55.9%
United Kingdom 10.3% Fashion 23.9%
India 6.0% Politics 4.6%
25'000 South Korea 5.7% Sports 4.5%
Japan 5.6% C-suite executives 3.1%
Oth 30.5 Other 8.0
0
Dec 18 Jul 19 Dec 19 Jun 20 Dec 20
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Do you think you can spot a deepfake? E] s
Do you think you can spot a deepfake? E Als real

Which one is real and which is a deepfake? Watch the inconsistency around

eyes in the images. Which one is real and which is a deepfake? Watch the inconsistency around ®) Bisreal

eyes in the images.

Visual anomalies can help you identify less sophisticated deepfakes.
In this example, pay attention to the hair and glasses. Oftentimes
eyebrows, glasses, and the eyes themselves are generated with visual
flaws, There are often visual inconsistencies in the images that you
can look for

Photo A
Photo B

Your deepfake journey Start
Your deepfake journey Start . . . . . . End

(H81) Microsoftfthl Spot the Deepfakel
https://www.spotdeepfakes.org/en-US/quiz
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