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Intended or unintandaed negative consaquences of tachnologlcal advances on
individuals, businesses, ecosystems and/or economies: Al, braln-computer Interfacas,
blotechnology, geo-enginearing, quantum computing atc.

Deterloration, saturation or shutdown of critical physlcal and dighal Infrastrecture or
savices as aresult of a systemic dependancy on cyber networks andior technology:
Al-Intanshe systems, Internat, hand-hadd devicas, public utities, satellites, atc.

Fractured and/or unequal access to critical dighal networks and technology, betwesn
and within countries, as a result of unequal Investmant capabillithes, lack of necessary
skl In the worldorce, Insufficlent purchass power, government restrictions and’or

Concentration of critical dighal assets, capabllities and/or knowledge by a reduced
number of Individuals, businesses or statas, resulting In discretionary pricing
mechanisms, lack of Impartlal oversight, unaqual private andf/or public accass atc.

Buslness, government and housshold cybersacurity infrastructurs andfor measures
Failura of cybersacurity are outstrippad or rendered cbsolata by Increasingly sophisticated and frequant
Measures cybarcrimes, resulting In economic disruption, financlal loss, geopoliical tenslons and’

Lack of globally acceptad framaworks, Instiutlons or regulations for the use of critical
digital networks and technology, as a result of differant states or groups of states
adopting Incompatible digital infrastructure, protocols andfor standands

Moo [4E#8] The Global Risks Report 2021 (202141 B HFEEIA—5L (WEF)
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