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impact on the availability; =" vi5TaesmEs,
when the incident affects the continuity of
supply of services, degrades the
performance of the service, the network or
service is “completely” or “partially” down.
This is often called ‘outage’ or ‘disruption’.

e.g.

50% of phone calls dropped in the last 15 minutes” or
50% of internet bandwidth lost, customers
experiencing service degradation to the point where
the customer feels the service is not fit for purpose.

impact on the integrity;

when there is a compromise of the integrity
of the communications data or metadata.

e.g.

IP address and caller id spoof, log files have been
tampered; configuration files or routing files have
been found altered (integrity of files); malware or
unauthorised software has been found installed into a
server capable to identify and alter data from various
files (violation of integrity of the systems software
that then causes violation of the integrity of retained
information).

impact on the confidentiality;

when the confidentiality of communications,
communications data or metadata has been
compromised.

e.g.

encryption does mnot work and content of
communication is hacked, private messages and
exchanged content have been accessible by attackers,
IMSI  catchers,  provider’s  database  with
communications logs has been compromised, emails
are forwarded to unknown recipients, configuration
files or routing files have been accessible by attackers
and have been disclosed.

impact on the authenticity;

when there is a compromise of user’s
identity (identity fraud).

e.g.

man-in-the-middle attacks or eavesdropping on
applications lead to theft and misuse of
authentication credentials, user accounts become
accessible and taken over by attackers.
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Authenticity

4: Significant due to the geographical spread of the incident. i.e. cross-
border, or if large remote/rural areas, or a capital/critical region affected

etC.

5: Significant due to the impact on economy and society, or on users i.e.
ack of access to 112, national emergency numbers, impact on public
warning systems, high costs, high material damage, high risks to public
safety, public security or of loss of life , media coverage [evening news),
impact on the continuity of essential services or critical
sectors/operators, impact on especially critical days, such as election or

referendum days.
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COovID19 | TOPICS

NEWS | PUBLICATIONS | EVENTS 2 Q - English (en)

About ENISA Careers @ Procurement € Contact

* Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

In the EU telecom operators and trust service providers have to notify their national regulators about security
incidents with significant impact. At the end of every year the competent authaorities send summary reports about
these incidents to ENISA and the Commission. ENISA aggregates, anonymizes and analyses this data, to provide
information to experts working in the sectors above. On this webpage you can take some statistical samples yourself,
Below you can select subsets of the incidents and visualize key statistics, depending on your need. First select one or
more years. If needed you can drill down into root causes, services affected, etc. by selecting one or more of these

categories. Clicking a second time clears the selection. Each image can be enlarged by clicking the top right corner.
Feel free to use them in slide decks or documents.

Overall Trend 2021 2020 2019 2018 2017 2016 2015 2014 2013 2012

EECC 8§40 e- _ 170 153 157 169 158 138 146 a5 77
communications Ongaing Reported Reported Reported Reported Reported Reported Reported Reported Reported
incidents incidents incidents incidents incidents incidents incidents incidents incidents
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Article 13a Security and integrity

3. Member States shall ensure that undertakings providing public communications networks or publicly
available electronic communications services notify the competent national regulatory authority of a breach of
security or loss of integrity that has had a significant impact on the operation of networks or services.

Where appropriate, the national regulatory authority concerned shall inform the national regulatory
authorities in other Member States and the European Network and Information Security Agency (ENISA). The
national regulatory authority concerned may inform the public or require the undertakings to do so, where it
determines that disclosure of the breach is in the public interest.

Once a year, the national regulatory authority concerned shall submit a summary report to the
Commission and ENISA on the notifications received and the action taken in accordance with this paragraph.

[ E#] EUR-Lex https://eur-lex.europa.eu/legal-content/en/ALL/?uri=CELEX%3A32002L0021
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Article 2 Definitions

(21) ‘security of networks and services’ means the ability of electronic communications networks and services
to resist, at a given level of confidence, any action that compromises the availability, authenticity, integrity or
confidentiality of those networks and services, of stored or transmitted or processed data, or of the related
services offered by, or accessible via, those electronic communications networks or services;

(42) ‘security incident’ means an event having an actual adverse effect on the security of electronic
communications networks or services.

Article 40 Security of networks and services

2. Member States shall ensure that providers of public electronic communications networks or of publicly
available electronic communications services notify without undue delay the competent authority of a security
incident that has had a significant impact on the operation of networks or services.

In order to determine the significance of the impact of a security incident, where available the following
parameters shall, in particular, be taken into account:

(a) the number of users affected by the security incident;

(b) the duration of the security incident;

(c) the geographical spread of the area affected by the security incident;

(d) the extent to which the functioning of the network or service is affected;

(e) the extent of impact on economic and societal activities.

Where appropriate, the competent authority concerned shall inform the competent authorities in other
Member States and ENISA. The competent authority concerned may inform the public or require the providers
to do so, where it determines that disclosure of the security incident is in the public interest.

Once a year, the competent authority concerned shall submit a summary report to the Commission and to
ENISA on the notifications received and the action taken in accordance with this paragraph.

[HE#1] EUR-Lex https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32018L1972
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Article 4 Definitions

(1) ‘network and information system’ means:
(a) an electronic communications network within the meaning of point (a) of Article 2 of Directive 2002/21/EC;
(b) any device or group of interconnected or related devices, one or more of which, pursuant to a program, perform
automatic processing of digital data; or
(c) digital data stored, processed, retrieved or transmitted by elements covered under points (a) and (b) for the
purposes of their operation, use, protection and maintenance;

(2) ‘security of network and information systems’ means the ability of network and information systems to resist, at a given level
of confidence, any action that compromises the availability, authenticity, integrity or confidentiality of stored or transmitted or
processed data or the related services offered by, or accessible via, those network and information systems;

(7) ‘incident’ means any event having an actual adverse effect on the security of network and information systems;

(13) ‘internet exchange point (IXP)' means a network facility which enables the interconnection of more than two independent
autonomous systems, primarily for the purpose of facilitating the exchange of internet traffic; an IXP provides interconnection
only for autonomous systems; an IXP does not require the internet traffic passing between any pair of participating autonomous
systems to pass through any third autonomous system, nor does it alter or otherwise interfere with such traffic;

(14) ‘domain name system (DNS)’ means a hierarchical distributed naming system in a network which refers queries for domain
names;

(15) ‘DNS service provider’ means an entity which provides DNS services on the internet;

(16) ‘top-level domain name registry’ means an entity which administers and operates the registration of internet domain names
under a specific top-level domain (TLD);

(17) ‘online marketplace’ means a digital service that allows consumers and/or traders as respectively defined in point (a) and in
point (b) of Article 4(1) of Directive 2013/11/EU of the European Parliament and of the Council (18) to conclude online sales or
service contracts with traders either on the online marketplace's website or on a trader's website that uses computing services
provided by the online marketplace;

(18) ‘online search engine’ means a digital service that allows users to perform searches of, in principle, all websites or websites in
a particular language on the basis of a query on any subject in the form of a keyword, phrase or other input, and returns links in
which information related to the requested content can be found;

(19) ‘cloud computing service’ means a digital service that enables access to a scalable and elastic pool of shareable computing
resources. [LHE#2]) EUR-Lex https://eur-lex.europa.eu/eli/dir/2016/1148/0j
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Article 14 Security requirements and incident notification

3. Member States shall ensure that operators of essential services notify, without undue delay, the competent authority
or the CSIRT of incidents having a significant impact on the continuity of the essential services they provide.
Notifications shall include information enabling the competent authority or the CSIRT to determine any cross-border
impact of the incident. Notification shall not make the notifying party subject to increased liability.

4. In order to determine the significance of the impact of an incident, the following parameters in particular shall be
taken into account:

(a) the number of users affected by the disruption of the essential service;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident.

Article 16 Security requirements and incident notification

3. Member States shall ensure that digital service providers notify the competent authority or the CSIRT without undue
delay of any incident having a substantial impact on the provision of a service as referred to in Annex III that they offer
within the Union. Notifications shall include information to enable the competent authority or the CSIRT to determine
the significance of any cross-border impact. Notification shall not make the notifying party subject to increased liability.

4. In order to determine whether the impact of an incident is substantial, the following parameters in particular shall

be taken into account:

(@) the number of users affected by the incident, in particular users relying on the service for the provision of their own
services;

(b) the duration of the incident;

(c) the geographical spread with regard to the area affected by the incident;

(d) the extent of the disruption of the functioning of the service;

(e) the extent of the impact on economic and societal activities.

The obligation to notify an incident shall only apply where the digital service provider has access to the information
needed to assess the impact of an incident against the parameters referred to in the first subparagraph.

5. Where an operator of essential services relies on a third-party digital service provider for the provision of a service
which is essential for the maintenance of critical societal and economic activities, any significant impact on the
continuity of the essential services due to an incident affecting the digital service provider shall be notified by that
operator.

(B8] EUR-Lex https://eur-lex.europa.eu/eli/dir/2016/1148/0j
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. . el (HE]RMNFZEERI1I - Proposal for directive on measures for high common level of cybersecurity across the Union] (2020&F12816H)
AI’UCIG 4 DEfll’llthIlS https://ec.europa.eu/digital-single-market/en/news/proposal-directive-measures-high-common-level-cybersecurity-across-union

(1) ‘network and information system’ means:
(@) an electronic communications network within the meaning of Article 2(1) of Directive (EU) 2018/1972;
(b) any device or group of inter-connected or related devices, one or more of which, pursuant to a program,
perform automatic processing of digital data;
(c) digital data stored, processed, retrieved or transmitted by elements covered under points (a) and (b) for
the purposes of their operation, use, protection and maintenance;

(2) ‘security of network and information systems’ means the ability of network and information systems to
resist, at a given level of confidence, any action that compromises the availability, authenticity, integrity or
confidentiality of stored or transmitted or processed data or the related services offered by, or accessible via,
those network and information systems;

(3) ‘cybersecurity’ means cybersecurity within the meaning of Article 2(1) of Regulation (EU) 2019/881 of the
European Parliament and of the Council;

(5) ‘incident’ means any event compromising the availability, authenticity, integrity or confidentiality of stored,
transmitted or processed data or of the related services offered by, or accessible via, network and information
systems;

(7) ‘cyber threat’ means a cyber threat within the meaning Article 2(8) of Regulation (EU) 2019/881;

Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on
: ENISA (the European Union Agency for Cybersecurity) and on information and communications :
: technology cybersecurity certification and repealing Regulation (EU) No 526/2013:
i (Cybersecurity Act)) '

: Article 2 Definitions

(1) ‘cybersecurity’ means the activities necessary to protect network and information systems, the users of
: such systems, and other persons affected by cyber threats; :

(8) ‘cyber threat’ means any potential circumstance, event or action that could damage, disrupt or otherwise
: adversely impact network and information systems, the users of such systems and other persons;
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. . e (HE ] ZEESI1IR— [ Proposal for directive on measures for high common level of cybersecurity across the Union] (2020&12H16H)
Article 4 Definitions https://ec.europa.eu/digital-single-market/en/news/proposal-directive-measures-high-common-level-cybersecurity-across-union
(12) ‘internet exchange point (IXP)’ means a network facility which enables the interconnection of more than two independent
networks (autonomous systems), primarily for the purpose of facilitating the exchange of internet traffic; an IXP provides
interconnection only for autonomous systems; an IXP does not require the internet traffic passing between any pair of
participating autonomous systems to pass through any third autonomous system, nor does it alter or otherwise interfere with
such traffic;

(13) ‘domain name system (DNS)’ means a hierarchical distributed naming system which allows end-users to reach services and
resources on the internet;

(14) ‘DNS service provider’ means an entity that provides recursive or authoritative domain name resolution services to internet
end-users and other DNS service providers;

(15) ‘top-level domain name registry’ means an entity which has been delegated a specific TLD and is responsible for
administering the TLD including the registration of domain names under the TLD and the technical operation of the TLD,
including the operation of its name servers, the maintenance of its databases and the distribution of TLD zone files across name
servers;

(16) ‘digital service’ means a service within the meaning of Article 1(1)(b) of Directive (EU) 2015/1535 of the European Parliament
and of the Council 35;

(17) ‘online marketplace’ means a digital service within the meaning of Article 2 point (n) of Directive 2005/29/EC of the European
Parliament and of the Council36;

(18) ‘online search engine’ means a digital service within the meaning of Article 2(5) of Regulation (EU) 2019/1150 of the European
Parliament and of the Council37;

(19) ‘cloud computing service’ means a digital service that enables on-demand administration and broad remote access to a
scalable and elastic pool of shareable and distributed computing resources;

(20) ‘data centre service’ means a service that encompasses structures, or groups of structures, dedicated to the centralised
accommodation, interconnection and operation of information technology and network equipment providing data storage,
processing and transport services together with all the facilities and infrastructures for power distribution and environmental
control;

(21) ‘content delivery network’ means a network of geographically distributed servers for the purpose of ensuring high availability,
accessibility or fast delivery of digital content and services to internet users on behalf of content and service providers;

(22) ‘social networking services platform’ means a platform that enables end-users to connect, share, discover and communicate
with each other across multiple devices, and in particular, via chats, posts, videos and recommendations);
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Article 20 Reporting obligations

1. Member States shall ensure that essential and important entities notify, without undue delay, the competent
authorities or the CSIRT in accordance with paragraphs 3 and 4 of any incident having a significant impact on
the provision of their services. Where appropriate, those entities shall notify, without undue delay, the
recipients of their services of incidents that are likely to adversely affect the provision of that service. Member
States shall ensure that those entities report, among others, any information enabling the competent authorities
or the CSIRT to determine any cross-border impact of the incident.

2. Member States shall ensure that essential and important entities notify, without undue delay, the competent
authorities or the CSIRT of any significant cyber threat that those entities identify that could have potentially
resulted in a significant incident.

Where applicable, those entities shall notify, without undue delay, the recipients of their services that are
potentially affected by a significant cyber threat of any measures or remedies that those recipients can take in
response to that threat. Where appropriate, the entities shall also notify those recipients of the threat itself. The
notification shall not make the notifying entity subject to increased liability.

3. An incident shall be considered significant if:

(a) the incident has caused or has the potential to cause substantial operational disruption or financial losses
for the entity concerned;

(b) the incident has affected or has the potential to affect other natural or legal persons by causing considerable
material or non-material losses.

(HE] RN EERI1T - Proposal for directive on measures for high common level of cybersecurity across the Union] (2020&F12816H)
https://ec.europa.eu/digital-single-market/en/news/proposal-directive-measures-high-common-level-cybersecurity-across-union
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Article 20 Reporting obligations

4. Member States shall ensure that, for the purpose of the notification under paragraph 1, the entities concerned
shall submit to the competent authorities or the CSIRT:

(a) without undue delay and in any event within 24 hours after having become aware of the incident, an initial
notification, which, where applicable, shall indicate whether the incident is presumably caused by unlawful or
malicious action;

(b) upon the request of a competent authority or a CSIRT, an intermediate report on relevant status updates;

(c) a final report not later than one month after the submission of the report under point (a), including at least
the following:

(i) a detailed description of the incident, its severity and impact;
(ii) the type of threat or root cause that likely triggered the incident;
(iii) applied and ongoing mitigation measures.

Member States shall provide that in duly justified cases and in agreement with the competent authorities or the
CSIRT, the entity concerned can deviate from the deadlines laid down in points (a) and (c).

5. The competent national authorities or the CSIRT shall provide, within 24 hours after receiving the initial
notification referred to in point (a) of paragraph 4, a response to the notifying entity, including initial feedback
on the incident and, upon request of the entity, guidance on the implementation of possible mitigation
measures. Where the CSIRT did not receive the notification referred to in paragraph 1 , the guidance shall be
provided by the competent authority in collaboration with the CSIRT. The CSIRT shall provide additional
technical support if the concerned entity so requests. Where the incident is suspected to be of criminal nature,
the competent national authorities or the CSIRT shall also provide guidance on reporting the incident to law
enforcement authorities.

(] EE ST R—Proposal for directive on measures for high common level of cybersecurity across the Union] (2020&F12816H)
https://ec.europa.eu/digital-single-market/en/news/proposal-directive-measures-high-common-level-cybersecurity-across-union
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Article 20 Reporting obligations

6. Where appropriate, and in particular where the incident referred to in paragraph 1 concerns two or more
Member States, the competent authority or the CSIRT shall inform the other affected Member States and ENISA
of the incident. In so doing, the competent authorities, CSIRTs and single points of contact shall, in accordance
with Union law or national legislation that complies with Union law, preserve the entity’s security and
commercial interests as well as the confidentiality of the information provided.

7. Where public awareness is necessary to prevent an incident or to deal with an ongoing incident, or where
disclosure of the incident is otherwise in the public interest, the competent authority or the CSIRT, and where
appropriate the authorities or the CSIRTs of other Member States concerned may, after consulting the entity
concerned, inform the public about the incident or require the entity to do so.

8. At the request of the competent authority or the CSIRT, the single point of contact shall forward notifications
received pursuant to paragraphs 1 and 2 to the single points of contact of other affected Member States.

9. The single point of contact shall submit to ENISA on a monthly basis a summary report including anonymised
and aggregated data on incidents, significant cyber threats and near misses notified in accordance with
paragraphs 1 and 2 and in accordance with Article 27. In order to contribute to the provision of comparable
information, ENISA may issue technical guidance on the parameters of the information included in the summary
report.

10. Competent authorities shall provide to the competent authorities designated pursuant to Directive (EU)
XXXX/XXXX [Resilience of Critical Entities Directive]| information on incidents and cyber threats notified in
accordance with paragraphs 1 and 2 by essential entities identified as critical entities, or as entities equivalent
to critical entities, pursuant to Directive (EU) XXXX/XXXX [Resilience of Critical Entities Directive].

11. The Commission, may adopt implementing acts further specifying the type of information, the format and
the procedure of a notification submitted pursuant to paragraphs 1 and 2. The Commission may also adopt
implementing acts to further specify the cases in which an incident shall be considered significant as referred to
in paragraph 3. Those implementing acts shall be adopted in accordance with the examination procedure

referred to in Article 3 7(2) (HE]RRMNEESITIIR—Proposal for directive on measures for high

Article 40 Amendment of Directive (EU) 2018/1972 common level of cybersecurity across the Union] (2020F12H16H)
https://ec.europa.eu/digital-single-market/en/news/proposal-directive-

Articles 40 and 41 of Directive (EU) 2018/1972 are deleted. measures-high-common-level-cybersecurity-across-union
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