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Company EXAMPLE COMPANY Q
# Typeof —None - v
Reporting Entity

Incident Information

% Incident Date i % Time Zone —None - v
and Time
3 Reason ~MNone - v
Date and Time
i B Reportable
Determinad
Reportable Failure in Other Mo v
Company?
E911 Outage -- None -- v
Number of Potentially Affected >
Primary Contact Information | > |
Submit Notification
= NORS Outage Reports m Goto Outage Number v V\ <4< < 1| to140f14 p pp
S All>Class = NORS Outage Report
@ O\ = Outage Number ¥ = Created by = Report Type = Company = State Affected = Reason Reportable = Type of Reporting Entity = Incident Date an
@ moemam ishalsugath it Notificati ACETELEPHONE | copchusgrrs  Cobietelephony-500.000 i provid 2017-01-27 11:52:32
Vishalsuga an@gma\ L.com otification ASSOCIATION user-minutes. atellite provider 2
® 10242740 vishalsugathan@gmail.com Notification ACETELEPHONE oy 5D ISLAND MSC Paging provider 2017-01-27 11:51:56
ASSOCIATION
Gerald -
VolP -900,000
® 1enms calvin.gerald@itgfirm.com  Initial Kornmann MARYLAND : Wireless Carrier 01-27-2017 10:41:53
Wireless user-minutes

¢ | == NORS Outage Report - ON-00009665

& -«L LT

Maotification

Company EXAMPLE COMPANY Qutage Number

Type of Wireline Carrier v

Reporting Entity

Report Type

Incident Information

Services Affected

Number of Potentially Affected

Primary Contact Information

Secondary Contact Information

Submit Initial Report Withdraw Report Assignment Tracking

Submit Initial Report

Withdraw Report

ON-00005665

Maotification

Assignment Tracking J

(X 2.2.18) KEICHIFTDEEBHOHRSEEIXTLINORS(Network

Outage Reporting System) |
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2) Ry cD—2-1F58tF+1)71(ENISA)®D Cybersecurity Incident
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- CIRAS [Z.JRD 3 DDV —ILTEHRINTUL S,

a) |ETOELRDER: HETOCRDBIR(ZFEDR—LR—I(CHEIL. BE
DAVITINERERRE) . 1 VT U RDREEHE, EXREEDIREE
T35 2 ENTTRE,

b) #0542 EI 17 IV =)V —BEL2ATNTHY . SFEDDBEENRE. A5t
1,100 :DEF1VT1 120V T IV ERBICENTREERDTUND, DY
— IV CIE BB EICOEDERY /NI —0ZFh R LT D EE T8,

c) A—I\—EI3Uvy T MBEYTEII—CEDFEREIET D EMETRET,
TOY—ICHITEDEHBETDERICEAT D5HE. WRERDIT—ERRUHESRE
ITEOIDHWEME. 1T VMREDUEVE. BEATNTVWSEF1UT1EH
DIEEEV\SIBIRICT IR T D ENARE,

*
* *y
* x .
g enisa - R CYREReEC R ' COVIDi9 | TOPICS | NEWS | PUBLICATIONS | EVENTS 2 Q - English (en)
*
* *
*x *

About ENISA Careers € Procurement € Contact

5is > Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

In the EU telecom operators and trust service providers have to notify their national regulators about security
incidents with significant impact. At the end of every year the competent authorities send summary reports about
these incidents to ENISA and the Commission. ENISA aggregates, anonymizes and analyses this data, to provide
information to experts working in the sectors above. On this webpage you can take some statistical samples yourself.
Below you can select subsets of the incidents and visualize key statistics, depending on your need. First select one or
more years. If needed you can drill down into root causes, services affected, etc. by selecting one or more of these
categories. Clicking a second time clears the selection. Each image can be enlarged by clicking the top right corner.
Feel free to use them in slide decks or documents

Overall Trend 2021 2020 2019 2018 2017 2016 2015 2014 2013 2012
EECC §40 e- 170 153 157 169 158 138 146 95 77
communications Ropartad g Reported Srpoiiid ”,Lf Reported Reported :r| Reported
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I E 153 157 169 158 138 146 95 77

SVG.PNGRUCSV7T—%
DFIO—RHElEE

Telecom security incidents Telecom securi ty incidents

Year:

Ne Incidents: 170 (100% of tota Ne Incidents:

Total user hours lost:  1070M (100% of tota Total user hours lost:  1070M (100% of total
Technical eauses = Technical assets affected

24 24%

(X 2.2.19] FRMICH 1T DBEEBHRDIHREEF AT ALICIRAS(Cybersecurity
Incident report and Analysis System) |
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()XIED MM
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HEITDENELTH D,

BHHRIVATLTHRESNLBEEEEZRFDT —YDERENUETHD.E
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TRICKY BESBEEFNMFESNRVKDIICTEIEEMNETH D,
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