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I. 1. EUBIC

739 RG—EADE R R UBEEALN FCIoTOR AL CAEVL., 75T RS —EXOF] AL
AU HERFEHEZXAPEERICTREELAOTVD, IOUEH., ZLOBBHRPEEDN
FERIATLAOAYTLVIRARBNS ISV RRIBADRITZED TWS, B(C, HEIOFIA
IWARRZRAE DREZRAL AR R UENCHS AN DB EDOHI R EZDAT(RT—H—Z—&ICLTY
E-NI-D-(CEILREF TR BBERGCHIRELRZIEITENSUE-MEEI
ZRABEOMFEROITVD INSOEFEFICHIFDFAELIOFT A I AR ZIE DRRZHLANAD
MG E I3TRY—EANE RUTOWRINERESCEBO>TLWREDELEDNS.

— 7. WEME. EEEOBR VBRI >I-Ry N EICABEINTUEIT - AN G ZIB IR
L. KEDIdentity Theft Resource CenterDRAEICLDE. 2020F (CEKE A TH
11004 O EFIUTA1>ST Y MIEOTHIBBE DT —INR B Uizt IPA (MIZ/TBUE A
IEERANIBHEEMLRS) 2°CSA (Cloud Security Alliance) 3Tld. 2020 0IEHRE+1
UTA10KRBEDE 1 AL YAN-IRZE (LR IBTROITE | 22T TLWS, SOPHOS
White Paper® (20204 78) (C&3&. XTUvII59REFIBLTVWSTEED70% M B %
—F(RIIITOIOYAVIT7DREZZ FIERELTWVD,

FL.VIURY-EZBROESZSELHBEEINTVDS, 2018FIAICHELELER
Facebook TM5000 5 HF(CEAT7HI NMEHROR L (X, BHENFABE CIRELTVDS
API(Video%3#% e 93 Uploader) DN\ J(CERLTWS. IBHR A B (CEESRMOEM.
2019 8AICREULAWSOKRMIREE (. AWSZIRHEITIRRY-Z3>D4EFIidH
27— A-D—DTHHAMIATLLCREEGNREUED., B—)/IFA—-N-t—hU. IR
BYSOBLUAMN —DICEENMREUVENREREHREEINTVS,

BE(. CSANBHREFIUT(1I0KRBRED2EB ELTEIFTVRON., [EREIZAPA+5
REFEER |TH2. BNTHE. RiL. V5V RY—EZAON =23 Py T (IR EEZE(CLD
T, BEEPEADBEHRMREUZT-ADH D,

RBAZIFETEEH T I3IRY—EXABEENEMRTISVRG-EXZ2IFVRY -
AFRAECIRHBIBLENLS I N IRETRADIFPETRIBEREOE B ZIRMH TS
PaaS/laaS&. 7o —23>H—ERzHLICH-ERZIR M T ZSaaSICDFTE X, Saas
EXEENPaaS/laaSEF AL TSaaSz 7RG —EXFI A E (RMITZRED. I5DRY—
EXBXEFRLIMEBUTISVRG-ERZRHEIZELN (H T4 FI-ICLBI5IRY-E

! 4i#a: [2020 in review Data Breach Report]
https://www.ipa.go.jp/

https://cloudsecurityalliance.org/
* SOPHOS #t (A>E1—-5tF1UT4DYINITTHIV\— ROT7ERIFE - 1R T ZRE DRSS
—) " 1TUIEXE (https://www.sophos.com/en-us/labs/technical-papers.aspx)

13


https://japan.zdnet.com/article/35161199/
https://japan.zdnet.com/article/35161199/
https://www.ipa.go.jp/
https://cloudsecurityalliance.org/
https://www.sophos.com/en-us/labs/technical-papers.aspx

ADRM)BREL TV,

UDUBDS, V59 RS —ERIBMZRROEME . I5VRY —EXBEEHICLBI5VRY
—EX2HROER -T2 UCIZBERERD, V5T RY —ERXFEELIFIVRY -EXF B
BOEREEDEZISICEEAENELTVD, COMRER. I5VRY—EXFEEHLITVRY -
EXFABEBEZNTNOEEEE (CXH FDRWMMICOVWTOBENEC, TF1VT11>2FT 2D
FHEZELBLTVS,

CO&SBIFI RS —ERZEDECRBEOZEACLICLOTETIRECH I TBHCF. J5
IR —EXZEERVISVRS-EAFAEBOENTNOEREEE (CBWVT, 75TRY-EX
ZRE -ROCRM-FIRAITZHOBEREFIVTA I RIRBT RTH D RHA RT3,
[730 RS —EXRBICHBIZBEHREFIVTA A RAMRSIA> (5B2h) 1(2018F 78 )2E
(. ISMAPEIEBE ¥ 1SO/IEC27017(2016) RUNIST SP800-53 Rev.5°%8 LD
DWEZITOR. BB, IoT Y—LEAURIANOMIGFHEH [COVWTFREERT. V539K -E
ARBECBIZBEMREFIVTAMRAMNRIA> (BB2R) IERBARABTRRACTHD.

> KEEERTFZCAT (NIST: National Institute of Standards and Technology) HY
RUTWBEIBATFIBIRS AT AS LNEFBREO D TF 1T BIBRET (S —BIBRE
qUXE
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I. 2. HARSAODABEF

AKAARIAVE ITVRG—EXBEENISURY —ERZIR M I ZIRICEMITIENE
FUWBREFT VT T RICOVWTERE LTS, V5V RT—EXBEEN, IRHIZI7VRY
—EXOARBCANLEBEY RIEREF1IVT( X K2R I BHDIEE EL T, AIEERIRDD
ORI NMOEKRN B KRIEE., MRBHZIRRIDZLICEDHTVD, V3RS —-EXE
EE L BOESY-EXADEELT —IREZBFALIR). BSORERE. FIETEIIY
—ZAZ(SUTERHARSA>FATZIET. BAIRMIZIIVRY—EX(CEBURZIEHREF1
VT K2R I IENTTEETHD. Flo. VIV RY—EXFAE (. V53U RY-EXBEH
EDEHI® SLA OFFFE(CBVT AHARSAOZFERITBIENTTRETH D,

3R —EADBREFIVTA(CBITHMOEDH A RSIA2FRELT,

-BFIBIRSATLAOEF 1) 15 M H E (ISMAP) E IR B 4 (BR#1 . ISMAP B A
)

-REYAN-tF1)571>5— (NISC) [BAFTHREDIFIREZF 1T R DOIZDHDHR
—HE | (BNRBER—EE)
RBRBEFEAIIIVRI-EAFRAOEDDERCFIVFAIRIA A RIA> ]

%3,

ISMAP EIREE N UVBIFH — B (X, BUFBIRIATAICKSSNZIBEHREFIUT(
FERICDVWTEEFHINTWD, Fle. ISMAP BB EE(CHVLT(E, WEROEE AR %E
SaaS/PaaS/laaS DU RY—EXRFEEHLUTEH LTWS,

KAARSAVE WMWANHEFEARKRUVEBEEEZSOHSWI3EERNF HIZI5TRY
—EBRCKRDSNBIEHREFIVT TR EZLEHLUTHED. TORMERELTEFR/NBEEEED
SaaS/PaaS/laaS OJ3I RS -—EXBEEFZETELTVS,
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I. 3. HARSA2ERDIR

AHARSIADE IR —EADRFECEDVEREZF 1IUT M R Z2EBLTHD. 73
RS —EXFEENIDIKRSIIZVRY—EREUT, RAIARSBEREZFIUT (IR ICED
HHBLICHEHTVD,

KOARSA2ZFERITZET L TFOEDOMRNRIAENS,

1. KAARSAON, REELERUTEREFIVTA RN - RN BERZE
CCENRHBFNERDIZIRS —EXFRE(CHUT MBOVRIDHO&EEZ
BERL. B CIDEORENROIEE £S5,

2. fOISURY-EREEBHELTH -ERZ R IR BT F1->%2EKITBI5Y
R —EXFRE (W IIEREFIVTFROEBRFBIREL T RKAARFAOH—

E DI ERB.
3. ROARSAI I59RY—ERFIRENISVRY —EXZEIRT BFRDO—TE D5 &t
ERRd.

4. KAARSAOH I59RS —EXRBENI SRS -ERZFBIBCHIOTERT
REBHREF VT ROIEE £3B.
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I. 4. HARSA2D2FHER
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