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1992 FLY BRIEVFYUPRAIFICERDBESREIIL)—ICHRETD
FIENBEAINTNS,

2004 F KEDOELTLZERE AREEXZIILHELZE RURFRULICRE
ERITTEARIEDSH ST —EXAEEICEHT DduE, TX. ERRFRADER
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EA—TADHFEDEEZBZDEANXBEFHERG T D ENRHMITS
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1 ZAICHESTLWNIK, EDBEEBDFHETET DaREENR B o ENEFEEH
Brg SD=HICAHLTLD o

NORS TUEINLIBHRIE. XY I —DEFEMEZNET 572D FCC ICLD
ABERUEISICEFEAINTN D, iz HHIC. RV T — O DiESEE = D
THEHICEFENDN, FCC EHMFBMEZEES A (Federal Advisory
Committee Act)[CETDETEHSDTFICKEU L ANRERBEE THINHEEY
FaUTq-EEE-HAEERMEFZRS (Communications Security,
Reliability, and Interoperability Council:CSRIC) JIZHEW T, ¥ERDA

51
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Act:FOIA) ICEDKBERLFFEKRONERHNSFEALTND ,
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FELUSNIERZEIFTRODAZFAL TN, SEIE. —EDERZMEHI-ITE
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Company EXAMPLE COMPANY Q
# Typeof —None - v
Reporting Entity

Incident Information

% Incident Date i % Time Zone —None - v
and Time
3 Reason ~MNone - v
Date and Time
i B Reportable
Determinad
Reportable Failure in Other Mo v
Company?
E911 Outage -- None -- v
Number of Potentially Affected >
Primary Contact Information | > |
Submit Notification
= NORS Outage Reports m Goto Outage Number v V\ <4< < 1| to140f14 p pp
S All>Class = NORS Outage Report
@ O\ = Outage Number ¥ = Created by = Report Type = Company = State Affected = Reason Reportable = Type of Reporting Entity = Incident Date an
@ moemam ishalsugath it Notificati ACETELEPHONE | copchusgrrs  Cobietelephony-500.000 i provid 2017-01-27 11:52:32
Vishalsuga an@gma\ L.com otification ASSOCIATION user-minutes. atellite provider 2
® 10242740 vishalsugathan@gmail.com Notification ACETELEPHONE oy 5D ISLAND MSC Paging provider 2017-01-27 11:51:56
ASSOCIATION
Gerald -
VolP -900,000
® 1enms calvin.gerald@itgfirm.com  Initial Kornmann MARYLAND : Wireless Carrier 01-27-2017 10:41:53
Wireless user-minutes

¢ | == NORS Outage Report - ON-00009665

& -«L LT

Maotification

Company EXAMPLE COMPANY Qutage Number

Type of Wireline Carrier v

Reporting Entity

Report Type

Incident Information

Services Affected

Number of Potentially Affected

Primary Contact Information

Secondary Contact Information

Submit Initial Report Withdraw Report Assignment Tracking

Submit Initial Report

Withdraw Report

ON-00005665

Maotification

Assignment Tracking J

[ 2.2.16) KEICHIFTDEEBHOHRSE X TLINORS(Network

Outage Reporting System) |
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2) BRRybT—2 - FEtF1) 74 (ENISA)D Cybersecurity Incident
Reporting and Analysis System(CIRAS) J

- EECC#H 40 £ NISES 14 £-16 XRETHREINDBESHFEORSE
[CDVWTINEEEZEXIET 270 SIBEOMENMERATE S HEY—ILELT
RBEHINTWS,

- CIRAS [Z0RD 3 DDV —IL TR EIN TS,

a) /ETOERDER: HETOLRADBIR(ZFEDR—LR—I(CHBEIL. B
DAVITINERERRE) . 1 VYT U RDREEHE EXRREZEDIREE
T2 EHATRE,

b) #0354 ED 17 IV =V —EL2AINTHY . 8FDDBEEHNFE. A5t
1,100 FDEF2VTA - A1VITINERDZENAREERD TS, DY
— VTl BEEICDIBEEY /NI —2FEHRY LRI D EE AR

c) A—I—EVauvy T MBENYtTII—CEDFREIRET D EMETEET.
TOI—ICHITBDEHBETDIERICEAT S5F. WRERDT—ERXRURESE
ITOIDHEE. 17T VMREDUEVE. BEAINTVWSEF 1T BN
DIEFE VS IBRICTIER T D EN AR

*
* *y
* x .
g enisa - R CYREReEC R ' COVIDi9 | TOPICS | NEWS | PUBLICATIONS | EVENTS 2 Q - English (en)
*
* *
*x *

About ENISA Careers € Procurement € Contact

5is > Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

Cybersecurity Incident Report and Analysis System — Visual Analysis Tool

In the EU telecom operators and trust service providers have to notify their national regulators about security
incidents with significant impact. At the end of every year the competent authorities send summary reports about
these incidents to ENISA and the Commission. ENISA aggregates, anonymizes and analyses this data, to provide
information to experts working in the sectors above. On this webpage you can take some statistical samples yourself.
Below you can select subsets of the incidents and visualize key statistics, depending on your need. First select one or
more years. If needed you can drill down into root causes, services affected, etc. by selecting one or more of these
categories. Clicking a second time clears the selection. Each image can be enlarged by clicking the top right corner.
Feel free to use them in slide decks or documents

Overall Trend 2021 2020 2019 2018 2017 2016 2015 2014 2013 2012
EECC §40 e- 170 153 157 169 158 138 146 95 77
communications Ropartad g Reported Srpoiiid ”,Lf Reported Reported :r| Reported
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. - E 153 157 169 158 138 146 25 77

SVG.PNGRUCSV7T—%
DFIO—RHElEE

Telecom security incidents Telecom securi ty incidents

Year:

Ne Incidents: 170 (100% of tota Ne Incidents:

Total user hours lost: 1070M (1003 of tota Total user hours lost:  1070M (100% of total
Technical eauses = Technical assets affected

24 24%

[ 2.2.17] BNICHITDBEBHDIHREEF AT LICIRAS(Cybersecurity
Incident report and Analysis System) |

(2)EZZ7A

ZROBESEFRAICHS T IBEEFHRDREDIE(LCIERE DR, HBBHRICHIT
SRAREEEEOEBEORFRL PR X ESH - DITFICHRIEFREREER TN
MBEEEZSND,

Xz BEBSROREABDFEELEEEIC. TITICLBAREFZEC T VIV
FRAT=URIVY —ICH T B NINFDBALEFETRET IERNS A —TT7—%
£V IAR—REEED D ENNREEEZ SN D,

() DFHEME

PO ERRRESFHIC DV T B (BIZ 1L REREIN) ICH T S EEFESHIBUL DD,
MIFEICHVWT —RARICK DT IRIN RS v 1R — FHREFERA VT
TR=ZADHREV AT LIZDOWVWT, TOBHERDIRE -FFRESE. EFIED DX tZ
HETDENEETH S,

BEHZVRATLATHRESNLREFREREFDT —YDERENUETHD.E
ERICIE. EEDBET—EXPRYNT—7 - RiEDBIINHDGRICIFENSDIF
BREHIRT 20 EMNGAEZRAVT SRR DRHBHNLRAE ST 550
TRICKY BEFREFMETNRVLIICT I EEBETH D,
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2.3 BESMOREIFIEDRELDOEYA
(DRFLHIC

BIESEHMORFIEICDOVTIE, 2009 F£ 7 ADIP Xy I— IR RRER IRE
(LIFM2009 FHEEZI1EVD)ICEVT, B3N EELICHSIRIBED T SV IRy
D24t DER - TRAEZF ICHS BEESR R T O&E, flEY JhoT 77 Ur—2
IVDKIBE(L, IR S X Sler(VRTLAVT TL—F) Vo l=nEiEE. EX
BET—EXADZFREEDE X DEXEEICHITD2HENEST ST EHDE
REEH - 2L BHBEIC KL DERDIEE - B E CRMEEETEBICHRZRSD
FECEI ODTHALZH > TVWKZENORBICHES ZIEL TETHY., Tz, TORAE
[CDWTH. BEICEMIE- FEPFHUEL TS TVBE VWS EREIS#EICEY 1075
PE GESRDFE) 0B CRER) CORMEFZSEICORDLIICIRETIN TS,

1) THHEOM. FFFE. BREIR. EFIRSFHNSE - EEL. FHRELERNRCEH
WREERFICHEANSBESNIZATFICOVWTEHRIC oM - FHEFZ1T 372
0. FIZLEHREEFEZEDERDEERE UV (TERRELRE - FRMEEESR
(RN JEERE T D7D AFIDERIBE]

2) TEEAHICHWTIE ERE[D 0 FTHEEREEE R RE - FRIENRD
REZEMBFAPEARAREANTV. MBEAEFNRE 2RI TRV RE X
U\ RERICEBU SN RDOZRE ST H VW TFHEL  BICHTZRERF
PIFD DT - FHIE XKL ROIBEFICEITTL<EWND PDCA AUV K
YETBEAFHICHITERE FRIENREREZDIEDICU TV ENRE]

BBE
]
7 T2 ERFITE :

DIE-Xie

e | we R R
EL ST ze - EEENE DEEE

S A
Fiﬁ%f:&éf% ‘t=--

R

| Bxu | mEgs | SHCETLILR

SHAS J' SHRHE g T

s =

N I G_
D =nEEsEE |

[ 2.3.1] BREBICKDIEHHEERRED TAO—FDAX—I
(HE:TIP 2y N —V R BEE S RE (& 2009FE 7 A 28 H))
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F72. 2013 £ 10 BDOIZH1L - EML T D2ETEEEHRDOMHIEDEY AICDWT]
BEZQLLTI2013 FHEEZIEVD)ICEVWTERDLDICIREINTLD,

1) TEHNEUZHEIE TOPRE, T FREESBFED . ERORB PR
HEeB 5ot R LBV SBRELLRZEZRE T DCENERTHIN HFE
DEHETIVIETTRHTRERFIEABRVGEEH I ENS E=ADIEN.
BEXEEEFRDEEEDRRN S FHREATDENEZ DRI T DL
H SROBFE L ZERBHICEE]

2) IEHEREABICOVTIE ENBETHRIIZ{T O CL I BN KEZRLE- &
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MDA EFTZICEBEAT D EHEY

(2)3RIR-57&E

L EDIRETCHEFZDD. 2015 FE LY HBIEEICH VT EREEEHRIRE
(UTMHREERZEIE VD) D FEIN TS, ZD=E, 2009 FREERV 2013 &
RESICHEVTC BEBEROBRENBDFRGON FTHEEEZTOILODEERZF
RBEEERICRBEITDCENMRETN TR EEDBMRICDWVWTIE EICRD=
Mo HEDEDRISEUT ., BERRE CIIR<BARARETINEE LORE Th DR
REFEEINTLS,

1) EBZERIBEREEMEME THYE=ERIEE S U CRESHOHRENETD S
MreSEmIEEBRICIERUERVNC &

2) BEBHIZZFDEL TRETIEFHROEEVINANEOY BRLTRHDNEC
RY, BEREDEZZTRD EFHESICHENDNY FERT SN TERNC &
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EEHRDIBEDEETEEKRT S ENBEN TR EARHFORE. EXFHRF
ERFATHEAIFER U RESHOME DT FICRE T SRR ESEBFELE
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