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- BB, BF, Bk, BREELED ABIHBEDFEHREZAINFEL
KMERMOITIADATAT DERDAIREIZ(2018F ~)
« Deepfake(ZTA A 20184F), GROVER(T7T A/ =2—X 20194F)
. 7147ﬁ?-?'6ﬁ%0)$’+‘ﬁm—7w¢$b IREZ R (20194F)
« BZEDAMIZIEYTELT, #iligiEE B wD (20194)
« JIAVBETA—AL-TRAYIZHEYTEL, ZoomS N (20204F)

o [EA DeepfakelZ&LB 7S ILRE TA B - 3247 (20204F) e et oot oMK NG00
04-30-19 FAST@MP ﬁ‘
THE WALL STREET JOURNAL. How to spot the realistic fake
PROCYBER NEWS people creeplng lnto your
Fraudsters Used Al to Mimic CEQ’s Voice in Unusual {imelines
Cybercrime Case FastCompany 2019/4/30
Scams using artificial intelligence are a new challenge for companies A| f_&l_}ﬁ é ;hj’: 7° a7 7 /f }[,@T%?é’fﬁﬁ L) T,
A —ILRZARY =k e —FI 2019/8/30 Maisy Kinsley (Bloombergd< ¥ —+ U X

EET RILE—(ZDCEOR, 714 v BEECES ) Wi BOTwitter7h W > FEAEY,
HOCEOICA Y T LA-EEAS1F, 26005M@%  TeslaDBREICHEA L TEANSRZ IS L 72
ExELTLE T ET, Teslan#RffiiR{Ex BimA 7.

https://www.wsj.com/articles/fraudsters-use-ai-to-mimic-ceos- https://www.fastcompany.com/90332538/how-to-spot-the-creepy-fake-faces-
voice-in-unusual-cybercrime-case-11567157402 who-may-be-lurking-in-your-timelines-deepfaces
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1.

EEE{AD & Bk (Entire face synthesis)
o JARGBEZH) MG (EHRICEELLGN) EEEBEE T 5 (StyleGAN, VQ-VAEZLE)

BB D j= 512 /E (Attribute manipulation: hair, skin color, expression)

« A= YLDEBERDEDE, OBORIBFLEXTZEBL-EEEERZEE /T 5 (StarGAN, ELEGANT
HE)

B2 ) R 151E41E (Facial reenactment)

« WEBEEZEDRIFE, 3—VrDEER MEBEEZEHLT, HEBEEDOXRFEERTALI-2—45 v D EEME
1B%& S5 9 B (Face2Face, ICFaceZi &)

EERR{Z D EE L A1 1E (Speaking manipulation)

BRFLIEITIRAMERE, 2—7VEOBERPRBEEGRT LT, HRER/TYRANMERT
B3 —4 kD EEM R % 4 B I 5 (Synthesizing ObamaZi &)

EED ANE Z (Face swap)
o Y—REGDMEBDEEHRZEFI—TIMDEEANE Z S (Faceswapli &)
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1. EBE AN E R (Entire face synthesis)
« JAXGEBEZEH) MG (EHRERIZEELLGW) BEEERZE T 5 (StyleGAN, VQ-VAEZLE)

2. EED B E (Attribute manipulation: hair, skin color, expression)
« I—SYRDEEBDEDE, lOBORBELELEBLI-EEERZEMT 5 (StarGAN, ELEGANT

7‘; g ) }nglit. | Blon“dnh.air ~Gender :Aged P?}le sk.in

StyleGAN / StyleGAN 21 .
Using progressive training strategy and a style- StarGAN :
based image generation approach. Image-to-image translation for multiple domains.

9
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3. EERR{Z D R (15EYE (Facial reenactment)

« WEBEEZEDRIFE, 3—7yrDEER MEBEZEHLT, HBEEDOXRFEERTALI-2—47 v D EEME
%5 9 5 (Face2Face, ICFaceZi &)

Video (attacker) + video (victim)-> forged video Video (attacker) + image (victim)-> forged video

Source Actor

Real-time Reenactment

=

Reenactment Result

viv

1

Target Actor

Neural Talking Head Models

FaceZFace :
Transferring facial movements of one person to the other one.
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4. EEIR{ZDEEL H1EAYE (Speaking manipulation)
« BEEFRIITIFAMERE, F—YEDEBORIGEERTHET, URBF/ TIXAMNREET
B3 —TIDEEMIEZE LT % ( Synthesizing Obama’i&)

Synthesized speech (attacker) + image/video (victim)
- forged video

Output Obama Video

Synthesizing Obama

b &

The quick brown ...

Modified text (attacker) + video (victim)

- forged video

11

The quick brown

spider jumped
_spider jump

fox

Edit Operation

9 v v
== {9
——
e .= §
! —> " |
- . Head -
DHIYOKW IH1 Ksp BRAW1 N Parameters Model
Phoneme Alignment Tracking & Reconstruction

The quick brown spider ...

Text-based Editing of Talking-head Video
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5.

EED ANE Z (Face swap)
o Y—REGDHMEBDEERZTFI—TIMDEEANEZ S (Faceswapldi &)

Training Phase

Person A

Deep learning based face swap

Reconstructed
Face A From B

a
a

Original Face A Encoder Decoder A

Q
a

Latent Face A

Latent Face B

Reconstructed

Original Face B Encoder Decoder B
Face B From A

Original Deepfake (Faceswap)?

Segmentataon
mas

Masked
j face A
Encoder Decoder ® l : '

Warped fa
Reconstructed ﬂ
face A

Test Phase

Result face B
(face A look-alike)

Person B

Faceswap — GAN?

12
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Mesonet: 7 = 4 7EEMGRZEHET 53 /87 |

Input video

v

S
=]

S RIE

1 - Face detection, alignment and extraction

TT L

2 - Frame prediction using a deep learning network

rout 256x25603
Y,

) ——=

l

Convoluional 8x(3x3) « RelU

Baon nomradisstion
Max pocling 2x2

128x126x8 l

Corvolwtional 8x{%x%) « RolU

I Comvolutional 18x(5xS) « RelU .
Batch normalisaion
Max pooling dxd
SaBx16 l 1024 features
Oropout 0.5

| Fullyconnactod 16

Bawn nomadisation l 18 teatures
Max pocling 2«2 Oropout 0.5
GO 1 l Fuly-connactad 1

I Corwoltonal 16x(8x8) + RelU

Bavn nomadisation

| e

Max pocling 22

D. Afchar, V. Nozick, J. Yamagishi, and I. Echizen, " MesoNet: a Compact Facial Video Forgery Detection Network, " Proc. of the IEEE
International Workshop on Information Forensics and Security (WIFS 2018), pp.1-7, December 2018 (number of citations: 456)



Capsule NetworkZFL\f= 7 = 4 V EEM B DHRE F;

- Media forensics has become a timely and important topic due to significantly increased risks of
realistic fake videos (deepfakes).

- Combine VGG19 with Capsule Network as a countermeasure

Real
: . . Capsule . :
Pre-processing > VGG-19 —> Network »1 Post-processing —»O
Fake
* Extract frames * Pre-trained Classify latent Aggregate
from video * Extract latent features results
*Crop face area features
*Scale result to 128
x 128

Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, “Capsule-Forensics: Using Capsule Networks to Detect Forged Images
and Videos” ICASSP 2019 (number of citations: 190)

15



Why capsule networks”

* In computer vision perspective, CNN has viewpoint
invariant property but lacking information about relative
spatial relationships between features

* Capsule networks have several capsules, each capsule is
a CNN learning some specific representations (spoofing
artifact or irregular noise in digital image forensics).

 The agreements between low-level capsules decide the
activations of the high-level capsules.




Detection Results (Faceswap)

. .

Swap faces using
deepfake!

Our Deepfake dataset

Real (frame)| Forged (frames)

Train 4 600 6,525
Dev 511 725
Eval 2,889 4 259

EER: 1.42%




Detection Results (Face2Face)

f ON GMA

OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

’ #VaylorOnG

A

»

ON GMA

.OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

\ .

FaceForensics dataset

Real (frame)

Forged (frames)

Train 7,040 7,040
Dev 1,500 1,500
Eval 1,500 1,500

EER
No compression: 0.67%
Light compression: 2.67%
Strong compression: 17.0%
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- Multi-task learning: Combine classification task and segmentation task

Spoof
Probabilities

» Aggregating —| FAKE

Pre- J| Classifying &
processing Segmenting

Face?Face
(smooth mask)

FaceSwap
(polygon-like mask)

Deepfakes
(rectangular mask)

Huy H. Nguyen, Fuming Fang, Junichi Yamagishi, Isao Echizen, “Multi-task Learning For Detecting and Segmenting
Manipulated Facial Images and Videos"Proc. of the BTAS 2019,8 pages, September 2019 (number of citations: 163)
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_ i FakeMedia
- B8, BFE, B, BRSHECGED ARBROBREAINZEL, AMERHB I

AP AT 4T (FM) DA VAT HEI (20185 ~) Bale
+ Deepfake(FTA“#E 20184F), GROVER(FTA Y =1—X 20194F) ° ¢G0P 3%
. TTAOBETEEOREIAYTEL, BEEIR(2019%) = ko 1A
+ COVID-19&A Y TATEVY s < AN S
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© EEAASRIIEY BRI EEKAEE A I

+ BRI OREE  SHUFMERFELT, AV T4 TIv e BRMIRESE SRR
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C BB T L (AE) BIFM: AIE SR EIE - BRI R S £ B (RRAHE RIKEHR)

« NEFDORBELYAN—HE: SHELEFMADON L EBREXIE
o S ETFMERH FLiT: Real /Fake =+ Tld74E<, FMMDi& 7%k &£ S BA R 6E7% 2 X Tla iz 4
o FMESLHEI: BEFEORBE-RIATENELLGVELOIFMEESE
BEDATATELTOREERS, AlIZKSFEEZAEEET S
s BEERAREXEHINFROEEMZESOIHEVATLDRB LR iTEMHEIL



Capsule Forensics

al., "Capsule-Forensics: Using Capsule Networks to Detect Forged Images and Videos;

Rossler, D. Cozzolino, L. Verdoliva, C. Riess, J. Thies, = and M. Nie aceforensics++: Learning to detect manipulated facial images.

s

In International Conference on Computer Vision, pages 1-11, Oct 2019.
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FakeMedia “°°'

CREST FakeMediaTld, ANCEDERINT oA IX T PHB IS TERNGBRICEYISHLYT %
CAICS, ZBEIT 27— a e BRREEEET IV — Vv LEREERMEEILET.

2021/08/19

FEYIR—EA O

Paper] Journal of Computational Social Sciencell /XA HFIREINE L1z (BE

HEHRR)
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ELAB

Content Security

KBRAF
BisOMRE

CREST FakeMedia 9z 7 H Ak
FLFUTk, FATSL, T—atyrE
EBAIIZ B

ESiH D REmX

1. Liangzhi Li, Bowen Wang, Manisha Verma, Yuta Nakashima, Ryo Kawasaki, Hajime Nagahara,
“SCOUTER: Slot Attention-based Classifier for Explainable Image Recognition” ICCV 2021, accepted,
October 2021, Preprint, Codes

2. Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "OpenForensics: Large-Scale
Challenging Dataset For Multi-Face Forgery Detection And Segmentation In-The-Wild" ICCV 2021,
accepted, October 2021, Preprint

3. April Pyone MAUNG MAUNG, Hitoshi KIYA, "TRANSFER LEARNING-BASED MODEL PROTECTION
WITH SECRET KEY,", IEEE International Conference on Image Processing, accepted, September
2021

4. Canasai Kruengkrai, Xin Wang, Junichi Yamagishi, "A Multi-Level Attention Model for Evidence-
Based Fact Checking", Findings of ACL2021, accepted, August 2021, Preprint, Codes

5. M. Kuribayashi, T. Tanaka, S. Suzuki, T. Yasui, Nobuo Funabiki, "White-box watermarking scheme for
fully-connected layers in fine-tuning model," 9th ACM Workshop on Information Hiding and
Multimedia Security (IH&MMSec'21), accepted, June 2021.

6. April Pyone MAUNG MAUNG, Hitoshi KIYA, "Piracy-Resistant DNN Watermarking by Block-Wise
Image Transformation with Secret Key," ACM Workshop on Information Hiding and Multimedia
Security 22th, accepted, June 2021.

7. Marc Treu, Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "Fashion-Guided
Adversarial Attack on Person Segmentation”, Computer Vision and Pattern Recognition
WORKSHOP ON MEDIA FORENSICS 2021, accepted, June 2021, Preprint, Presentation Video
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