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oA N—BEBDLS

] Welcome to D
l |
‘ ™ I For a short introduction for new users type: INTRO
, For supported shell commands type: HELP

To ad just the emulated CPU speed, use and
To activate the keymapper v
For more information read the READHE file in the DDSBox directory.

HAVE FUN?
The DOSBox Team http://wwu.dosbox.com

2:\>SET BLASTER=A220 1?7 D1 HS T6

Z2:\>nmount c semulator/c

: mounted as local directory semulator/c

74 JLX Ambulance (1990)
BP9 5 -HHELEEHNDENES

https://archive.org/details/malware_ AMBULANC.COM

02110 : {FFIL |

NICY

National Institute of
Information and
Communications
Technology

— "3

=
e

NI N2

[

- B 56"’

[

Cryptoloces rarecmenre’ by Crvistisn Golen s loansed undr OC BY-8A 20

LEFERF VYLD c PERR. KEOFHMBERIS7SEEILLLEH,

00ERBELLTEIVYLD 7D "HEDE, ERok, IYHLV7RAVE2—F— YAFLH Ny A—-KR->WSh. Bfte
EXUSETHATILC LD, BOTRBUEOBVNY(/(-RRL,

UYLz FROVEGURZETREEL SV, ERALHALHBELLSTLLOE, MRCIHSDN\ v N~ REBCRBELTHH
Mmnk, RERSEARTRNLTED, HOTRREIVENAEHPAARNERNE T I7-AHMATVWS,

SHTRANL S TLY 2 7HBCA VT FOERERBT I LRMLVWA, Y1/ (¥ VT BRILZY 7~ (Emsson)
DRELEHLERBEL LD E, 00FORETORNBISMIALECRT DUMELBIEWS,

o9 L7 (2019)

- BREBEKREVAILA
KEDOFERFEEREISGERNILULE?

https://www.technologyreview.jp/nl/ransomware-may-have-cost-the-us-more-than-7-5-billion-in-2019/
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https://www.technologyreview.jp/nl/ransomware-may-have-cost-the-us-more-than-7-5-billion-in-2019
https://archive.org/details/malware_AMBULANC.COM

BEI4FRDEREF 1LV TER

2008
2009
2010
2011

2012

2013

2014

Downadup (a.k.a. Conficker)
Gumblar (a.k.a. GENO)
Stuxnet

(I NpCNETE
NFVIRIVD T
iR tEF 1 ILR

UL —KE

POV XNKE
Heartbleed, Shellsock

Nx vt EANERRR

Sony Pictures Entertainment N DHK

HAFEHE FEBHRFR

2016

2017

2018

2019

2020

2021

JTB BERBE®REE

HBARIEDDOSK 2

Apache Struts2

WannaCry

XA T — RN KEFH

REBEXAZ VIV —ILRE
NASANDH 1 /N\—KE @

Emotet

EEEEZHSCENRZ VY LAY O
SolarWinds\OH 754 F 1 —VKE @
KEBNATSAVEEDT Y LD o 7 RS
Kaseya VSANDOY 754 F 1 — VIKE
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=HHD (20174) E— KRR S S NI T

WannaCry (1/2)

® 2017%E3AH14H Microsoft ¥ 2V 5«15 MS17-0102F
SMBv1ic)E— bk O— KETHEELEIE

— BT Windows Vista/7/8.1/10
Windows Server 2008/2008 R2/2012/2012 R2/2016
Windows XP/XP Embedded/8, Windows Server 2003 (HR— & T)

® 2017%5H12H WannaCryR+ v v R— VA

% Wana Decryptor 2.0

Ooops. your files have been encrypted!

What Happened to My Computer?

Your moportant files are encrypted

[Many of your documents, photos, videos, databases and other files are no lon,
becanse they has en encryprzi. Maye you are busy lookeng for a way to |5
files, but do not was: ar time. Nobody can recover your files without our d|
service

Qoops, your files have been encrypted!

Payment will be raised on Can T Recover My Files?
51872017 11:04:00 Sure. We guarantee that you czn recover all your files safely and casily. But {0
enough time lai
Time Left You can decrypt some of your files for free. Try now by clicling <Decrypt>. [Jepanes
But if you wart to d=crypt all your files, you need to pay. his

Vou only have 3 days to submit the pagment After that the price will be doub)
1 don't pay m 7 dags, you wen't be able to t your Eles forevef
free events for users who are so poor that they couldn't pay in 6|

! 171‘»*@“’((‘ ETh?
| LI IREFRHoMMEARTE R LERELRT, LAL, +5
Your files will be lost on S <
How Do I Pay? by 1y ANERRT LY
Payment is accepted in Eitcoin only. For more information, click <About bitco]
Please check the current price of Bitcom and buy some bitcoins. For rmore i
<How tc buy bitcains> L
| And send the correct amount to the a specified m this wmndosw
| &.fter your payment, click <Check Payment> Best time to check :00am - 11:00am GMT 5l

5/2272017 11.04.00

Time Left

Send $300 worth of bitcoin to this address:

o
e nla | 115p7UMMngoj1pMvkpl 6LrLn

Contact Us

WannaCryZZEm (REERRHH @ Symantec) WannaCry2ZZEm (HAREMRLE | IPA)

https://www.symantec.com/security_response/writeup.jsp?docid=2017-051310-3522-99 https://www.ipa.go.jp/security/ciadr/vul/20170514-ransomware.html

National Institute of
Information and
Communications
Technology
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https://www.ipa.go.jp/security/ciadr/vul/20170514-ransomware.html
https://www.symantec.com/security_response/writeup.jsp?docid=2017-051310-3522-99

HHID (2017%) JE—NRBLEBRS VY LAY LT ;

WannaCry (2/2)

® FUEMEE (w#r: nttpsy//piyolog.hatenadiary.jo/entry/20170513/1494700355 )
— 166FEEDILKRFDT 71 )L Z=EE1t
— BEaEE, RY1—LAY+v R—OE—0DHIBR
- TRUVNYZICTEREDEREEKRZRR (300 USS)
— SHURICZIAWHA R T NIETERESEEIIREIC
— THURICETINWA R T T— Y HIERE B8
— LAN¢&InterneticCVE-2017-0145% FA\\ o R &f

NI ‘cr’gs;’f;;;;:g; ;;;;; 88 : BLEEPINGCOMPUTER “People Are Photoshopping WannaCry Ransom Notes on Everything with a Scr : Ll" N —_— H

°°°°°°°°°°°°° https://www.bleepingcomputer.com/news/security/people-are-photoshopping-wannacry-ransom-notes-on-everything-with-a-screen CYBERSECURITY NEXUS


https://www.bleepingcomputer.com/news/security/people-are-photoshopping-wannacry-ransom-notes-on-everything-with-a-screen
https://p

£p12 (2019%F)

NASAAD G A IN—I{E

e NASAD Y v MEEMRTFR (JPL) I SEZET—5iRHR
o B F[iEHm I N icRaspberry Pib\EE (Z7E1oT)

Office of Inspector General
Office of Audits

CYBERSECURITY
MANAGEMENT AND
OVERSIGHT AT THE JET
PROPULSION LABORATORY

June 18,2019

Report No. 1G-19-022

National Institute of
Information and
Communications
Technology

v|flolsls

- —— ece [ @ gigezine.net
. . < [E ® - a— - = > NASADME ¥~ 7 #Raspberry PIESADE L TEENL E W - GIGAZINE
NASA, #1/(—RBTREF~7 % BAQRRIFTRIS Raspberry Pl - (Tmedia NEWS - m
TS Giigazine
NASA. ¥/\—BBTRET — 5t @ACKRIATRE ST
okt At Y BABKXBROBGM - MREEEY LR (F—F1 AR wD) >
201980651 23E 078455 R [ITmedia) Audiostock

20194064258 198005
S v - | i Je= | o NASAORIE— 7 HRaspberry PIESA
T (}
KMEFERE (NASA) Oz v MBEEARA (JPL) OBIRT—FHEEE, HY1/0—
BRLLDBERATWEI LN, KABBFOERBEE (0IG) HeR18BHTAML
RER (V> 7%RBPOF) THSHMCRE ST,

A LTEENEHH

Y <

2018F4BICJPLOR Y hT—J @A L
HRENNONBOMRY hT—IRDEHD
RBEEFALTTRREAZL, XEHPH
REABVOT— 5 2 ETHIS00MBORE 7 — 5
EBAK. RFEBEMEMBOSN (Fr -T2
R=2FxY Rh7=7) OF—PEPI/EAL
IEESLH DI, JPLORXY RT—T S
DSNOFERTIE X FLEYEH LI EW

e

mmmmmm,

HREFEOBAORBIPLO R Y kT —7 (LT
o] T#E#E LT\ -Raspberry PisiRE > o, & i i
25 ERWMEMEEE (OCI0) Hiry h  OSN/IHRITZ7T (KB NASA by Les Pounder
V=V KERTIIRTOMKETALTVWARTLED, ERCBELTWED >, B
BHOIAROIGER L, FBRERRTIMELF 1Y T T—IN-RACFHT
BRI B ECBH>TVAEY, BIBENSXBWHBNTENHD, TOEFERES
BT ENBBEBoILEWVS,

f/zRaspberry PiZ@ANELT, F—9EBHLELLEEOZETY,
1 14234773312/ €A 5 7 TR

https://oig.nasa.gov/docs/IG-19-022.pdf
https://www.itmedia.co.jp/news/articles/1906/23/news012.html
https://gigazine.net/news/20190625-nasa-hacked-raspberry-pi/

t¥al7s

FPAYNREFEMNASA)E. 2018FC Y x v MIBBARF(PLIOR Y hT—I8 Ny ¥ TEhfcl e
EMBUELL, BELEIDE, N\vFVTELNEIFYN—IE JPLOXY b 7—J ICREFD TREES
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https://gigazine.net/news/20190625-nasa-hacked-raspberry-pi
https://www.itmedia.co.jp/news/articles/1906/23/news012.html
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EREEZH - RNE S VY LT

@ TUYLDTT I BREIMKDT—Y 2B LESDREED I ICEHEZZRTEHVIILD T

o EEMEEY— Yy MIUKENEZ VYLD 7 OHIR
v 20164 : ﬁlélHoIIywood Presbyterian Medical Center = 157000 )LD BREZXIhWTF—FEIH
v 2018%F : REEFPPEMILKL = EFHILT VAT LADFAINRATEEIC

e MMNEKDEMFEFEEEH lFreseniusy NI VB LD 7ICEE (2020F58)
v Freseniusl3@EICHENILT T 7REFEUIB0OA R ZXIh> e ENH D5 L LI
v INTERPOL#2&DHS*H S [EE#E ZIH > FIZNE T VY AY o 7 I FEEE#

@ TavEIRITKERE T VT LD 2 7Ic L5056 ? (2020%F9A8)
vV BERODITYATALAANDYI T 1 7REETEEORRMEXET T ANSNT BIRLETIHT

TxPRBRETINOTCH

y‘ HFRED-FATDREPHRRT

#1 Krebs on Security #2 INTERPOL #3 DHS #4 ZDNet

https:/krebsonsecurity.com/2020/05/europes-largest-private-hospital-operator-fresenius-hit-by-ransomware/ https://www.interpol.int/en/News-and-Events/News/2020/Cybercriminals-targeting-critical-healthcare-institutions-with-ransomware https://www.us-cert.gov/ncas/alerts/AA20126A https://japan.zdnet.com/article/35159781/


https://japan.zdnet.com/article/35159781
https://www.us-cert.gov/ncas/alerts/AA20126A
https://www.interpol.int/en/News-and-Events/News/2020/Cybercriminals-targeting-critical-healthcare-institutions-with-ransomware
https://krebsonsecurity.com/2020/05/europes-largest-private-hospital-operator-fresenius-hit-by-ransomware
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SolarWinds\OY 754 F . — VW E

® X[ESolarWindst®d MMAENn 3

v 2020F3B8~68 At 7Z Yy 7T —hEREY—/I\DBSNNy I RZADEFHF 7 7L ILHEHEEINS
v 2020%F12H8H : FireEyetth'Yz%/\v 7 K 7EHDRedTeamBY =)L DT Z NFk

o KEDZHODEBICEE
v Cisco, Nvidia, Intel, Deloitte, VMware, XEIEE, BEE, HFRE, BLZ2REE, BFE, 758, etc.

il

A . . ™ SolarWindstt 7 v 75— FB2{EH —/¥— (downloads.solarwinds.com)
Oy 7 E7AYD

BE77r4ALEZERE 2020/03~06i- &K
ot B @ Ny FPAYERBEFAEHRZ7 714 18,0008 (< B=

BHEE320D Ay 2 FFPAY T v 75— b 77 A LERE
FHEOEF 774D 58y s FPAY avF—iy FE5RA

[+ o]
H Orion #|F#8#;

! Ny g F7ZBLX/M0— FZRE
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3 ‘ ERERGR. IEABREER. MFANA /S T{E k—4 > AEH
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v Network/E/Transport/E/Application/& T ZHIE
v o BAREIAYIAY

IDS (BAREI> 27 L @ Intrusion Detection System)
v VURF v THEE
4 BAFLE R—KZXZ—Y>% or TAP

IPS ({BABALE> R 7 A © Intrusion Prevention System)
v VIRF v THER
v o BAAERIAVIAY

SandboXx uezzs)

4 REEET7 71 ILEETL
v BAAE R—KZ5—U>% or TAP

AV l EDR (7> F 24 )LR / Endpoint Detection and Response)
v VRFENR—XT . IRARAD
v EBAAEPCHEOHERAICAI VA=)

SIEM (Security Information and Event Management)
v BEEX VT AHEELHSD
v BAFE  HBAXRY NV =V ICEERE
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NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose

CCCCCCCCCCCCCCCC

NIST

Notional Institute of
Stondards and Technology
U.S. Deparimert of Commerce

NIST, “SP 800-207, Zero Trust Architecture,” August, 2020.
https://csrc.nist.gov/publications/detail/sp/800-207/final
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NICTERY -7 %y NERIGE (BX104E)

&+ FRBEA/NT Y L =0 Xy NP7 KL ZX¥ 1 IP7 R L RED OFERER/INT v M

2011 194548 127 40,654
2012 #77.8(8 197 53,085
2013 9128808 #2175 63,655 e o
2014 #1256.6(K #2475 15323/ (5L z2#ib
2015 #9545.1 & #2875 213523
2016 11,2814 #3075 469,104 17FIC][o
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Password MiKron
RouterOS v5.22

Network:
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