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ACCJ Viewpoint

RECOMMENDATIONS

The Ministry of Internal Affairs and Communication
(MIC) recently announced its intent to expand the
scope of “telecommunications businesses” which
require the notification to the MIC, newly define the
term “telecom service user information,” and impose
additional obligations on service providers. Such a
proposal to tighten the Telecommunication Busi-
ness Act (TBA) and impose prescriptive obligations
to service providers must be accompanied by a
transparent and fair process to avoid the risk of
hampering further innovation and undermining ef-
forts to promote the free flow of data as Japan
pursues an ambitious digital transformation agen-
da. However, the process to date has regrettably
left much to be desired and is not in keeping with
global best practices. To avoid adding onerous and
prescriptive obligations to service providers by
amending the TBA without clearly articulated ra-
tionales and transparent deliberation, the Ameri-
can Chamber of Commerce in Japan (ACCJ) urges
that the Government of Japan (GOJ) take the fol-
lowing actions:

e Avoid overlapping authorities of the Personal
Information Protection Commission (PPC) and
the MIC with respect to personal information
protection

e Emphasize and utilize international frame-
works to promote innovation benefiting from
the free flow of data among like-minded coun-
tries while fostering economic security

e Improve the current rulemaking process in
order to ensure fairness, transparency, robust
stakeholder input consistent with broader efforts
to realize Japan’s digital transformation and the
continued upgrading of its economy

Consist with these recommendations, the ACC]
urges that the GOJ address the issues described
below and obtain input from a wide range of stake-
holders, including relevant ministries and private
sectors before taking any regulatory action.

Avoid Overlapped Oversight

Japan has a well-established legal framework for
the protection of personal information pursuant
to the Act on Protection of Personal Information
(APPI). We understand that MIC’s concept of “Tele-
com Service User Information” includes personal
information as well as information already protect-
ed by the secrecy of communications under the
TBA. As the target information is already covered
by the APPI, the rationale for expanding the regu-
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lation under the TBA by introducing the new term
of Telecom Service User Information and seeking
to enact it is unclear and would essentially amount
to the introduction of duplicative provisions on the
protection of personal information.

For protecting users’ personal information, the
GOJ should continue relying on the APPI and the
powers of the PPC, as consumers and industry are
heavily relying on the APPI and the PPC’s compre-
hensive guidance for their rights and obligations
on the protection of personal information in Japan.
In the case of industry, companies have already
incorporated the necessary processes and pro-
cedures into their business operations and com-
mercial dealings. Furthermore, given the PPC's
longstanding involvement with the international
community on personal information protection
issues globally, the PPC is best positioned to ensure
international interoperability with other personal
information protection legal regimes. The GOJ
should avoid overlapping authorities of the PPC and
MIC with respect to personal information protection
as this will impair legal certainty and foreseeability
for service providers. It will also undermine invest-
ment, innovation, and economic growth in Japan.

Emphasis on International Frameworks

The APPI and its implementing rules recognize in-
ternational frameworks, including the Asia-Pacific
Economic Cooperation Cross-Border Privacy Rules
System (APEC CBPR), as vehicles for the promo-
tion of free flow of data and exemption from oner-
ous rules. Following this concept, the ACCJ urges
MIC to emphasize and utilize international frame-
works to promote innovation benefiting from the
free flow of data among like-minded countries
while fostering economic security. The US govern-
ment and Japanese government have been col-
laboratively advocating the merit of ensuring the
free flow of data as an indispensable principle for
economic growth and innovation. Merely requir-
ing the disclosure of the location of facilities which
store Telecom Service User Information does not
necessarily increase the protection of users’ priva-
Cy or increase economic security, rather it creates
a potential risk of stagnation on the economy due
to its excessive chilling effect on corporation and
user behavior.

Transparent Deliberation

MIC committee meetings have not been open to
the public, and the meeting processes have not
been transparent. US-based global companies
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have not had the proper opportunity to listen to
the opinions of committee members, fully ana-
lyze actual issues and corresponding proposals
by MIC, and propose our solutions in the meet-
ings, notwithstanding the fact that these same
global companies are being targeted for additional
obligations as service providers. We are deeply
concerned and disappointed that there has been
no mechanism for the committee to ensure due
process and to receive effective, meaningful, and
useful feedback from external stakeholders includ-
ing US-based global companies to develop proper
and fit-for-the-purpose policies. In a policymak-
ing process, it is indispensable to ensure fairness
and transparency by making discussions open to
the public and hear the opinions of key stakehold-
ers. We urge MIC to improve the current process
accordingly to enable more fruitful discussions by
the committee, which will help formulate better
policies in Japan.

ISSUES

1. Additional onerous and prescriptive
requirements

MIC has examined adding several requirements
to the TBA, including disclosure of the location
of facilities which store Telecom Service User In-
formation or the submission of internal rules for
handling Telecom Service User Information, to
increase users’ privacy and economic security.
However, the proposed measures are not aligned
with the objectives in question. Service providers
have been implementing high-standard security
measures and internal policies for securing users’
privacy. Ad-hoc prescriptive requirements would
add an unnecessary burden to service providers
that they have already taken a holistic approach
to meet these goals, as well as distract users’ at-
tention from more important matters.

2. Ambiguous Concept of Telecom Service
User Information

MIC proposes creating a new concept of Telecom
Service User Information. There is no clear indi-
cation of the necessity of adding this new term.
Personal information is covered by the APPI, and
the secrecy of communications is protected by the
current TBA. There is no necessity for the TBA to
be expanded to cover matters that are already
covered by the APPI, and doing so will only re-
sult in confusion to the industry and to individuals.
When such a concept is ambiguous, service pro-
viders cannot implement corresponding practices
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to ensure proper protection and individuals will
not be able to understand what their rights are.

In addition, communications that are shared pub-
licly and/or are in the open public as such, includ-
ing posting comments in users’ feedback bulletin
boards, consumers’ rating, and social media have
nothing to do with the concept of the secrecy of
communications (which basically protects infor-
mation that has not been publicly shared). In fact,
such a concept would be contrary to and incon-
sistent with the concept of public bulletin boards
and public posts in social media. Therefore, the
TBA inherently lacks the underlying ground to ex-
pand the scope of information subject to the TBA.
Furthermore, the Committee argues that leakage
of Telecom Service User Information could cause
significant damage not only to users’ interests, but
also social interest, and even pose a threat to na-
tional security. The argument, however, seems to
be based on an abstract risk and hypothetical dan-
ger, and instead these issues should be dealt with
by the PPC under the APPI. The purpose of the
TBA is, as provided in Article 1, to protect users’
interests. To protect personal information, wheth-
er for social interest and national security or other
purposes, exceeds the purpose of the TBA.

3. Excessively Broad Definition of
“"Telecommunications Services” and the
Expansion of the “"Telecommunications
Business” that Requires Notification

The TBA defines “telecommunications services”
very broadly to cover a wide range of over-the-
top services, which is unusual compared to other
countries’ legal interpretations of what telecom
should entail. In actual practice, MIC has long lim-
ited the application of the TBA by requiring the
“telecommunications business” that intermediates
others’ communication to file a registration or no-
tification, to some extent. However, this time the
MIC deliberation is trying to broaden the scope
of the “telecommunications business” for which
a notification needs to be made, without a solid,
reasonably legitimate reason. MIC needs to ac-
knowledge the benefits, especially economic op-
portunities, which technology has generated and
will continue to generate to users and society as
a whole, and to examine the negative impact that
the policy proposal would adversely cause to in-
novation at the same time.
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4. Rushed Timeline

We understand that MIC has also been working
on amending the Guidelines on the Protection of
Personal Information in Telecommunications Busi-
ness. We seek clarification from MIC on how the
work to amend the Guidelines relates to what
MIC is proposing to do with respect to the TBA
amendments. Further, MIC appears to be trying
to amend the TBA in the 2022 ordinary Diet ses-
sion, although it has not explicitly stated so. This
appears hasty in comparison to the normal legis-
lative process and, if enacted, companies may be
forced to bear a heavy burden to introduce the
necessary new compliance measures in an unrea-
sonably short period of time.

CONCLUSION

The ACCJ believes that protecting users’ privacy
and ensuring economic security can coexist with
promoting innovation benefitting from the free
flow of data. The ACCJ stands ready to work with
MIC and other stakeholders to achieve these goals.
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