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BOHT ERIE LV TE RTINS AT, M, 2021 4 3 AT I EEFE LR
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B L TIE, BRI R T v TEHEDOEIE 2L T, ZHICBIL Tk, Herb
Lin, “How Biden’s Cyber Strategy Echoes Trump’s”, Lawfare, March 10, 2021,
https://www.lawfareblog.com/how-bidens-cyber-strategy-echoes-trumps.

SHIT, 2021 4E 5 H, KEDOa =T )b « NATTA DUV AT DN T DNy
J—E[ D KB A N—BE P S 2B, NA T VBHEITKY A X — -« <2 R
Lo BEEMA L Bbid, Ziuk, RIEHEN N7 o TRIBGEIC L D TEZE YA N —i
I (2018 4F) ] Z#HKBE L T\ A Z LA MBLLTWD, ZHUCEIL Tix, David E. Sanger
and Nicole Perlroth, “Pipeline Attack Yields Urgent Lessons About U.S. Cybersecurity”,
New York Times, June 8 ,2021,
https://www.nytimes.com/2021/05/14/us/politics/pipeline-hack.html.

SHIZE AT, 2021 4E 5 A, A 7 VBOEII KK (Executive Order) 14208 [EH
FEDOPAN—LF 2T 4O b ZRE LS, Zhud TERY A S—Hklg) (2018
) KOZEOM N T o TBHERFRIZO TALEEE - BURZ BARMET 2 HiK 5 TH L 6,
MR TC DT+ BERZAT O ARWFZE TR 4 2 BEIT 220,
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-
order-on-improving-the-nations-cybersecurity/.
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T AV T FEERNED ZLICKVEOREFEEZHET H 2 LI ERERTIEH D,

21 Lx vz, A R EERIICIER L T A DI, Hx OFER - 6, K —7
LNTHY, ZhbH EZXZOFAEICL. FITEEOEZEEESCEEEITI LS, 74~ MR
VIR ST A NR—FUFRIZIRE L., FFEDORKIER A TH D, O, EHFIHR T
OF BN SN2V, FREEIIIM OOV A N—RBEER LT 5 5BETH LE
DOEND D EEiL5, Olga Razumovskaya, “Russia and China Pledge Not to Hack

Each Other, Wall Street Journal, May 11, https!//www.wsj.com/articles/BL-DGB-41673.
22 Thomas Rid, “Cyber War Will Not Take Place” Journal of Strategic Studies, Vol. 35,
No. 1, 2012.

28—z, A N — EOBEIE, OBBICKT 5 T, @KBOHM, OKEOMIE, @
WEAT AOHEIA, OKE, [THEERIZRL 2, @ITE LTI, Dl i, &
ANBEI > A7 & (Intrusion Detection System: IDS) 07 7 A4 7 U 4 — VAL TH 5

D, EERY A R IE, Ny Ty TR AT A MEOWE T e ha—
TR BERESOHEMORM, BAuEE s, FHHRE, piEE, 92 H~93 H,
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(HH88) Ronald Banks, Confronting the Cyber Storm; A Coercive Cyber Strategy to Defend the
Nation, independently published through Amazon.co.jp. 2020, p.39. #—IE1E

BN EIND, SHICHUTERS L R, A N—BIIR KL (KL LT2B, AD
BESMEIEZ S b O L 72D, OIEETEZRREOBEN LA "=t X2 VT ¢ -
A 78X =2YT 47 (CISA) 5L B3, @IZIEDTFIX, MK, A3 — . av
R & DS « FHHED Dl - AT T 5 Z L1 b, OIFBREDRWE DGR 2T
LART —HERICHKT D ANNMIEETH Y, S DITH CIIUERRIER VAT LA OBEEY &

24 Ronald Banks, Confronting the Cyber Storm: A Coercive Cyber Strategy to Defend
the Nation, on-demand publication by Amazon.co.jp, 2020, p.39.
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T ORBL, BONIREREH CRAATEE L A L, —IMET 2R &, BRZIRGHKIE 5 5
HRICY TIRELLENR D H—F, EZEMTORITHEZE OME T L [FRRED AN/ -
MBI EZ DT, B RFRICY TRELRWEERH D, 2oL, TK1: EEdH
DY AN—JEBOER] IZEVHALNTH DL, BIIEX, Z OBBNTARMAF CIIIEFICE
FCTHDHMN, [HBTRED ] MEPICTOVTOREC L DHER, & 0BRSS Tt
TIZHOWTHAKM O Y G OHITITABRRENL . BRSOV A =K L CTHE)
HNZ B T E O R TORIED R Bk 2 1T 2 D1 TikZau,
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FERFRRHCHO O TH#ED WD, FARNR SN YT ER R b AN TH 5,
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(H#) Gary Schaub, Jr., ed., Understanding Cyber Security: Emerging Governance &
Strategy, Rowman & Littlefield International, 2018, p. 194.

T DM, FERBIED 72D HPITE DHETH Y | SASRIC L DB « SMHE S 5K
VBN B TR A b S5, D3] (1 0BIHS) Tt 4 EEFo RAe
SYBFOD YA AN —FMRIEE ORE DB 1, B 1R RIEEICISA) ASHEFERI 0700
SR B TR AT 5, ikl DA (B 1 o@ICHY) Tl ERN -
PSR 72 I A S — IS Tl < AT & BT AAT 5,

26 A N—fERE LU D ERIZOW TR, ZOBRBEICE - T, fk H. H, B, R
DIBFEZT T BND, DFED . (B UZFEEMBEO AR THL— (F) HlRta2
ENEMORAT LY Y — AT~ (H) EFICHIY M50 U Y — 2 % Fn T
FROBRE ZEMT 53— (1) HAPEENGH L 21T 5 23, FiiiZgdin 3~ 12
BURF O A N —fa & B SR T2 — OR) UREPEZE B H T L Dk A3 A vl sE
720 BUNOEHEE BRI N EZ L 2RE EOFE L LT 5, Banks, op.cit, p.258.
27 Gary Schaub, Jr., ed., Understanding Cyber Security: Emerging Governance &
Strategy, Rowman & Littlefield International, 2018, p. 194.
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OF D HSFE R ERR D ST RN EF R D,

28 fiilz X, THFE L / R (Lenovo)il PC » A 31 g%t NEC « &+, ThinkPad ®/% >
7 R7RIEE 1% 2 |, [Gadgeblo]. 202144 H 21 B,
https//www.gadgeblo.com/lenovo/, Z 9 L7=FHEMN, 4 41E (2019 4 11 AIE) Mo
X, NEICED IT SR A — I — D M&A Z4 T 2BER 2D £ ) 1IC/2 > e RE 7B
ThhH,

ElXWVWz, FANCV AT AOMMAZIEATELL Z L, TOXKBEDOT- OO EHHA
ATELS ZEEPEICETXETIEHA 5, BHERE R, VA7 A0 Z T~ D A8
AT 2T HDBREMAICTFEISNTVWDIN, FHEFDOV AT AEMET 5 7 A L A OH
2L TELZEF BRASNEGE, ERRARERLERDV AT EXH/TND, 1t
T, MATED LY A7 B 0EDNTEOR EORETh 5,

bolb, HFEMOLVATAURAT LV AT ER ST L, IFEFOV AT LD

B AT 2D, FEICE L COALTABR SN TWD VAT AEFEZELTEL &
O, FEROT AT LA EFUE L, 2O LT, HEFOVAT AIZEY (Ping) %
o TRIEOHESZDONEE DT THENOEREGEDH LN TE 5,
20 LSRR O FNFE DU ST ITEF L AREER N ENE KL DO E B EF 2 LD,
30 HKEBHOBEMNS BARADY A R—Fx 2 U T ¢ (K O - BILICBW TSR &
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31 Charles L. Glaser, ”"Deterrence of Cyber Attacks and U.S. National Security”,
Report GW-CSPRI-2011-5, June 1, 2011,
https://cspri.seas.gwu.edu/sites/g/files/zaxdzs1446/f/downloads/2011-
5_cyber_deterrence_ and secunty_glaser 0.pdf.

2 [HNFRTHLN, 9 LEFEZEHOA A —IIZO0TIEL, MRE4A [PC HFRIESE
fRl. Jescat, 2017 4,

33 Rid, op.cit.

34 PR >~ b (Deep Web) & 1. World Wide Web EIC®H A EH O T, @ DMK
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35 Banks, op.cit, p.248.
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