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Right to Explanation”

120
100 European Union regulations on algorithmic decision-making
v - -
] and a "right to explanation"
= 80
= Bryce Goodman, Seth Flaxman
=1
E 60 (Submitted on 28 Jun 2016 (v1), last revised 31 Aug 2016 (this version, v3))
- We summarize the potential impact that the European Union's new General Data Protection
g 40 Regulation will have on the routine use of machine learning algorithms. Slated to take effect as law
g across the EU in 2018, it will restrict automated individual decision-making (that is, algorithms that
20 make decisions based on user-level predictors) which "significantly affect” users. The law will also
effectively create a "right to explanation,” whereby a user can ask for an explanation of an algorithmi
0 decision that was made about them. We argue that while this law will pose large challenges for
L T B e T N B T T T T, T T, industry, it highlights opportunities for computer scientists to take the lead in designing algorithms an
ﬁﬁm “‘L-QQ "‘Pﬁ f@(} ﬁ.ﬁﬁ “‘L-QQ "‘F'\ “‘L-Q\’ ﬁE}'\r ﬁbﬁ\r ﬂ,ﬁ\ “‘L-Q\r "‘E}\ ﬁbﬁ'\r "‘E}N

IGF 2018 WS #421 Algorithmic transparency and the right to explanation
YEAR OF PUBLICATION

Theme: Cybersecurity, Trust and Privacy
Peeking Inside the Black-Box: A Survey on Explainable Artificial S _
. ubtheme(s):
Intelligence (XAI) ALGORITHMS
The ICANN 2018 scientific programme includes the following workshops. Organizer 1: Civil Society, African Group

Organizer 2: Civil Society, Western European and Others Group (WEOG)

Format: . ) )
Break-out Group Discussions - 60 Min

Interpretable Methods for Machine and Deep Learning

Interventions:

- Alex Comninos and Deborah brown (APC) will be moderators - Jelena Jovanovic (cyber security professional) will provide an overview of the
concepts of algorithmic transparency, algorithmic justice, algorithmic bias and real life examples of the effects of algorithms from an informatic

have proven extremelyv successful in a wide Variety of tasks but remain for the most part security perspective. - Vidushi Marda (Article 19) will provide an overview of the human rights aspects of automated decision making. She will
i focus on the GDPR Article 22 and the EU guidelines on Automated decision-making. She will provide a policy and human rights perspective.

Description: Machine learning-based methods and, in particular, deep neural networ]

extremely opaque in terms of what they learn and how they use their acquired knowleds
to make predictions. More specifically, without any insight into the network, the task of
determining whether the system has properly integrated a specific concept is very difficult
and the subseauent validation of the method for eritical activities (e ¢ drivine. medicine.
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* We are entering a new * Why did you do that?
age of Al applications * Why not something else?

« Machine learning is the Sensemaking Operations « When do you succeed?
core technology ' * When do you fail?

* When can | trust you?

* Machine learning
models are opaque,
non-intuitive, and
difficult for people to
understand

* How do | correct an error?

DARPA — The Needs for Explainable Al




DARPA

B.1 Explainable Models

New Learning Techniques (today) Explainability
Approach (notional)
Neural Nets IS e
Create a suite of '--._,__I/"""'Grapcl;i<|:a|h"'“"\ - >0 >0 @
machine learnin Models 2" @ ®
techniques thatg Le[;f::ang'___;'__?__“ _ /" Ensemble \ § /7”8——;% @
produce more Bi?:;il\f;ts Mff'_“f’_f‘; ' ;::%'_,____——»G-m (o)
explainable models, N o< S i
while maintaining a 2 i
high level of learning L
performance

Explainability

P i s NS | Vo
bkl bohh Ty —=

Experiment

FTT TR T

Model Induction

Techniques to infer an
explainable model from any
model as a black box

Deep Explanation

Modified deep learning
techniques to learn
explainable features

Interpretable Models

Techniques to learn more
structured, interpretable, causal
models

Distribution Statement "A" (Approved for Public Release, Distribution Unlimited)

https://www.darpa.

mil/program/explainable-artificial-intelligence




AINZEZ 5T —HDREEE

. NU—HEUTAHRDSNBVEZEERE
e HEBRNEHUWEED LT EBE LBV )T—33>

SR 2IRIFRED R o L IRAE




AINZEZ DT —ATROENDEE

AZRAWES AT AERE
Y =4
On(
I tH A
—
REA? —— R ffa ZH - BBART




AIDFHIR X {R5E X T—

AlZ{ERRTACE(C LB ENE AlZ{ERRIBACE(C LB ENE AIZ{ERIBECLDEAR, #T

TErJgeE. BD{EHBEICEEIN TEBJEETHD, EBLLIXEHE HE(CEZ M(FIOIEEEN D

FESRIEETH Do BJEETH Do 5. B3 HEE. BENKEET
HDo

AERICEYRGEZT—FITKROLBRIA LRI




AMAERIOEELE

[AIS AT AICHIFDT —FEDIN
WOERRZZ T 1. FEIC
I3 T—AEAIS AT LD
FREBIEEVOEHRANSZZRUT
LD,

BUFF CIO HtEBET 4 AH v ¥ a b _—s3—
20206 H

Al AT LICEITA5T—2FADFHEE
kWL EDEBER

202046 A

FFLEE=RR . WERE L BIRESE 2 mARE—
R BERE . MER' @M%

I (BE L, AETIE, ERFELETERRFEEL Al LRETDH) OWEIEDLL
EBHiZ, Al DEHES~DOBERIZOWTHIES BB EINBDTWET, —F TRERDONL—
N, BY 7 BEIILETATY) XLAEEL IR Al OHERIBRE % IRERAIC A )ERAR
TEHO2NAETHATLI Z LRBECENTIRELEX LN TVWET, MAT, ¥EICH
W F—2O&EN Al OMREROSTICKELREBLY 52, T—2ORY . Ry
T)T—aviRlRBol-HRERLER--THRAET., Z0L5 2 RERX, BF
W AT AlZBWTIL, A, T2, SRR LUtEXa ) 74 ~O—FOEEN
HETT,

AT Al XBAFHER S AT A EIIBHRRHET 52— AECHEAT LRI, Y
xﬁ%ﬂﬁtf%@f%dgMm%g?wﬁrﬁféﬁﬁﬁmﬁﬁ Ry (AT R)
OHEBR, T— 2 MITOREERE OB, EFIBRICOVWTAI ZHW Y AT AlZKRD
aﬁ#$ﬁkiuﬁxﬁ&ﬁquw$¢Q



AINZEZ 5T — I DAMEETAI

o« ByfEIEH(CE LT B Mm1E
PRICEDER DS

7T—9DAERE@MBEY -y hU1—

Ehe New York & (lecs

Facial Rec gt n Is Accurate, if You’re a White Guy

%ﬂ%ﬂﬁ&

1 Sy = 0

2 Eps JAJE
3 meEvE AES
4 NV L) EOF
5 D2Fv> YA\
6 NNJE & VAN
7 Ak Jaov4
8 =] bBITED
9 BEINAE <
10 tFEt =

J\A Rl Simeji]



wEE X

AIDCI'SY RIA—=AICHITET— IR 2N ICRTHIRES

HWRFBZPROETIVDWSAL (ATHEE) MHEETSROICE., St
DEVREBRT—IDRARTH B, TEOLORFMZMICT ZIET -
E(ISUTRIMEIC P IERATEDT T3y NIA— LD TZINAHREHIT D0
ARASIFEVTHIFEINTWS, — 75 TT —HZAl- M F B OFBICHWVS
BRI fmE, FNEFE . RIEMBEEREZDIEEZRBULATIIRS I HIER
T =S| 2 REREDEL TS,

— gt EPEAN AT —4ERAIYY -2 7L (BUFTAIDCIEWS, ) (& AID
AREFERICEVWTARIRBEIET —5ZUEL. TNSZAIBH DXIZRI(C
TR S BIcdDT 7Y NIA—AEDZIZT1ZAEER T HIET. BHARICEITS
AIDMAFTERERZ LD —BIERSE Lz BIRELiEEN Z2170oTU\%. AIDC
DFIMEATE - SZENRAD—F>0 00— (8 : EEMEHEUE., LITIAR
WG1EWD, ) (& AIDCOFT —FEEZNTULT —HDFBCHENT, T 51
HAELT —HFAEORICERAINSZMDOEERbE . SEREEHIDVER(CHD
BIANDRIRAEZBEL. HEZEERIOANFICONT, BIfR1OXA>/(-T,
20194F9AN52021F11AFTORIME, £24EIDEPRZFHEEL. Rtz
ERTEk.

AIDC 77 v b 7+ —AHIZBITD
7 — 2RI TS

HEE

#hE
20225 2H 170
SR EEEA Al F— F Ao Y — T L
HRRE - BB —F 5 —7

19



— it

=

EANALT RV 7 L FIBVEAE -

(RWGSINERDBE -FhlEzac sk, Bns)

E S

EED Rt

pajEp =P
TITREPN
TR U8 ¥
SREY R
T FI5

FH #2=EB

THE B&E
= RS
yas (RN

N NIERES
1L A
HE B

F B

RRAF RREZIUATE - iR

TMIXERESBFr AEL-CallAE&EL
TMI¥ERESIBPh A& L
TMI¥ERESIBPh AE L
TMI¥ERESIBPh A& L

1= (¥k) EWEE=
BAY170YIN (%K)

EBPITIRE 237000 -AJ19—
TMI¥ERESIBPh A& L
TMI¥ERESIBPh A& L
BAY/I0VIN (#k) EBWITRE
BEREIN EBAE BIARIR AEL
(¥k) 7995 -X #HEL
TMI¥ERESIBPh A& L
EBERIRFRF

BER - AT4T7HRTR B ERIR

(#8) JO-RNURYD— EUEEBITIRE
REEER - DCE2IEY

TH\*f'U‘—

BA
Ba &

55 B

it

ik R

B EBE

5t
77
X
KEF
Gl
i

HiE&E
1‘

I
LA
=H
Eis

BIRME
BfE
&
SRKEB
BETE

S
=l
R¥E
B5F
IIES
EF
BB

ZHIRET WG E

ERT BEBSRBHREBERERI > TYIE
ETIAFTRFE AR Z RS
EZAFE T E AR FE R iR S
YHEFT RSB AR

ELEE

HMABERBTEEYT U —EAHEESR

RRERE RRERIERE
BB BURE

EAFRRFEE AT EMZEA R AR
KT FofsobEERER

AT HRESBCRBESEERR J12TvIE
KT FofsobEEFRER
IRIATEUE N BHRILIEHEEREAE
RREFRE BRERIRE MEVBERER

= HAESHP AEL

E S AFTRFEE AR R EIEAS
AT RESECRBESECERER J12TvIE
EAFRRFEE AT EMZEA R AR
AR BERFHEEN LEBSRRAER
EAFRRFEE AT EMZEA IR AR

RRERE RREEIRE
HMPBERCRE ERME HEL

20



P enosicy [

FIDEA

7T — B BATE




) EERESINIVDO_DDT—H%= %

'
DA g.{'q, XN
AW TR

NGSNAN

- o

OO 2 5
.o
a2 =
s EI:EDHH
BT —4

Image(I71IL4) Xmin ymin Xmax ymax label
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