&1l41 - 3

~ & Microsoft -



015679
スタンプ


5"\/711175’1' L=y |‘| IwvaryRAF—FrA b
S0y —

24L2Ivw T

HA/N—RFLDE\N %=
FBL, $ZHROLZL% REHFN
FY, 247897 bIC
12 BN D IEER IR

Ny HHRDEHRZES

= Microsoft Digital Crimes Unit



BRRQF— O, RIFHOBERHES

=. Microsoft

Microsoft
Threat
Intel ligence
Center

Microsoft 365

Microsoft Azure

Windows &
Devices

Microsoft
Security
Response

Center

Digital
Crimes Unit

Cyber
Defense Cybersecurity
Operations SOé;l;lllgn
Center

Windows
Defender

Security
Intelligence

Cyber Security
Services

Information
Security & Risk
Management



Digital Crimes Unit | ¥kB& X i¥H 2 BF

ITE ik EE%.I:@F‘% *i L CTIRgEA
7S5 %1%, BREEANDIERIZM <2/ x7
IC&-> T, MIBHLEE * Xig

MALWARE INFRASTRUCTURE AND NATION-STATE DISRUPTIONS

S2>%4L)x7

RANSOMWARE ATTACKS

‘ Azure Fraud

HEERDIRE BHREBICLYHEE
EEHEL, HHEPHY—ERIZEIC
- T &EHL T\ L

FRAUDULENT ACCESS TO AZURE USED IN FURTHERANCE OF
CYBERCRIME

EY R ZAERA -

CREDENTIAL THEFT AND CYBER-ENABLED FRAUD

ﬁ4n—m¥®%wkawéﬁ%%

#ﬁﬁ:\'——\-'/’\—/kctq"f’f/“—zﬂgﬁ 5"7:—7’]/[/"7"1—:_ I‘%lggk
S Y EieEEE#ER DI L TWL TECHNICAL SUPPORT SCAMS

V7 b7l s

SUPPLY CHAIN FRAUD AND THEFT
= Microsoft Digital Crimes Unit



DCU JB5E1 > 7 5 & 98T 5 2 LISES
Q] K !

A N—RRE HITHEA 1>75 WEE
YA N—RFEZIT- TS HAN-BIEPLNS HAN—E*EEL. HE HEEDY -7y b
WHri 3
YIRR) - RIBANA 27 5
g_z \ ﬁz "7' t Zo)'t.’#l '} = bhaks A S = $br> .
XD EN 7 FF > ¢ A S 28 (L DCUN B ERES HEHRCHELE £ 0iEE
IP7 LR RAA > RETHI b I0T #4328 URLS CLOUD R PL—Y HOP-THROUGH POINTS
BHES EMAIL 7 FL R R¥=>> (W) SERVERS Y=V v AT AT Z 0t

] Microsoft Digital Crimes Unit



24920

BYHRRT S YAy T
- 2 7‘/ 5
774 RN 2y b2 —7 B oo W
vy HE= o7
2H 2%
28NS A
o7

Ry 7T7v7

] Microsoft Digital Crimes Unit



Capabilities
DRIz T, SoHLT., FFRR
AX—LETLBRDHENIO—F%
Be{fE 3 SMaaS +R/S4LKR Y b
FRINERARC2A ISR 7F %

a7 C2. R/~x4L C2. P2P C2. DGA C2
(Btsibxnr- IP %{ER)

8 2DT7 I 747Ky by b
N TV FP2PRY b7 =0/ 7
TYICF v 2N

DGAIX43DTLDOTHERK X, KRy b b
TXIC4B T LIZ2048D KA A > % %R

LETUH»BAHE=YEI131,000 KA1 >)
TYFRMETFHLFRY I 2DT
7=w7

ILY 2 TPHE/ DA IARETO TS

* ‘ I,,"' ,. | . . L\&%;‘bt: L iTo

Necurs Tier | JBSEA > 75

RRAFa4 7701449

DIPLICEFEET 322 F
gAY pba—ILHY—/N—

= Microsoft Digital Crimes Unit



Trickbot
rﬂ 2”‘/57;-7;—

R—2) BE
SRAAH
/ 18 C2s
N
&
WwEI> 2
Ea—%

ZFEINT

\ = L—9—. 3
g & MoT5 /N
1]

: ) >
RRT4 2 7TRNRLG | ’
DIPLIcHEET 237> ’
F&a> ba—L4— |~
IN— 'lrﬁ
g N

Trickbot Tier | 8384 > 7 5

3 Microsoft

Capabilities

BEROHBRMI 00— FEEREL, FRIT
AEITIMaaSEY FTHY., €t b A
DRE
SREEXNI-IPR—ZADC2A VTSRS
7F %
a7 C2, IoT C2, BES FA A > EI1E C2

BEXNFIoTHh—4LIL—9—F,. BE
DHB3FETa—ILERHBETSL-DHICC2Y
LTERINT
TPoFtreT7FH I RERY I RADT
7=—vw7

2L TPHRE/ VAN ETOTS
LT EE

Digital Crimes Unit



Capabilities
BEEDHBERAMO—F, ANLEEEL.
FRITAEIT I MaaSHY FTHY £54 b
o1 OKRE

REINIIPR—ADC2A VTSRS
7F %

a7 C2
BEIRIGER D HE
PoFatre7>oFH 2 RRY 7 RADF
=—v7
Ja—nLizptkL 1= 7 — LIS 7- B EERB ORI K

i:\;zﬁ%—:ym— L DTirel C2 IP

Emotet Tier 1 3[35" 4A>75

= Microsoft Digital Crimes Unit



4|y E W )

c20
Dashboard

C2 Email
Notification

CTIP Intel
Sharing
Program

m Microsoft

Ay roa sy LE—FERET 2 Secondary C2s

e O—F—¥EVa-IDOIYa—|F
s BIN-EIRIBREEE
« BB EEII -

Hardcoded Core C2 &
DGA domains

Malware configs

Microsoft Defender

MACE

-
Malicious samples / URLs / new configs -> New Sigs Research. TI. &
™ AV Products
Crawlers &
Emulators
Microsoft Security
FAhaL — Researchers
CTIP C2 feed

—| Microsoft Products

»| Operation Partners

& CTIP Subscribers

Digital Crimes Unit



B DCU CTIP: B81: Sinkhole

»| Microsoft

CTIP Infected feed Security
Researchers

»| Microsoft
Products

CTIP Intel Sharing Program

Operation
Partners

W

—» CTIP Subscribers

DCU Sinkhole

REXINZT—9:

WEE2—9—DIP

Ry b2z 7F%v>R=2 1D

BEEnHB EYVa2-IL

BR7I771E74 '

Azure Data Explorer
Realtime Sinkhole

] Microsoft Monltorlng Digital Crimes Unit



m Microsoft

Defender Research,
Tl & Products

Microsoft
internal

D RoLR

ICANN

£V Avast BITSIGHT

—BLick & 4% paloalto

_ LOTUS LABS'

HEALTH - ISAC

W H1sAac | & FS-ISAC

@NTT \ VERISIGN

v Symantec

external



ZLOADER

APRIL 2022

FINANCIAL FRAUD/
MALWARE+RANSOMWARE
DELIVERY BOTNET

Run by global internet-based
organized crime gang operating
“malware as a service” designedto
steal and extort money.

AVALANCHE

NOVEMBER 2017
CRIMINAL SYNDICATE

International criminal syndicate
involved in phishing attacks, online
bank fraud, and ransomware. Also
refers to the networkof systems used
to carry outtheactivity.

GAMEOVER ZEUS

JUNE 2014
IDENTITY THEFT,
FINANCIAL FRAUD

Extremelysophisticated trojan which
steals banking credentials; spread via
spam or phishing messages.

KELIHOS

SEPTEMBER 2011
SPAM, BITCOIN MINING,
DISTRIBUTED DOS ATTACKS

Trojan that distributes spam, steals
logins, bitcoins,downloads and
executesfiles.

NICKEL

DECEMBER 2021
NATION-STATE

China-based threatactor targeting
governments, diplomaticentities and
NGOs primarily inthe Americas and
Europe.

BARIUM

NOVEMBER 2017
NATION-STATE

China-based threatactor heavily
targeting gaming andintemet content
industries, including theft of sensitive
information using a custom malware
toolkit with extensive capabilities.

4

BLADABINDI &
JENXCUS AKA B106

JUNE 2014
IDENTITY THEFT, FINANCI
FRAUD, PRIVACY INV.

RUSTOCK

MARCH 2011
SPAM

Rootkit-enabled back door Trojans
which distributed spam e-mail.

TRICKBOT

OCTOBER 2020

FINANCIAL FRAUD/
MALWARE+RANSOMWARE
DELIVERY BOTNET

Globallydispersed financial trojan and
malwaredistribution botnet witha
compromised loT-based command
and control infrastructure; also used
to deliverransomware.

STRONTIUM

AUGUST 2016
NATION-STATE

Russia-based threat actor (aka APT28,
Fancy Bear) targeting theft of sensitive
information; uses zero-dayexploits
and spear phishing attacks to gain
network/accountaccess.

ZEROACCESS AKA
SIREFEF

DECEMBER 2013
ADVERTISING CLICK-FRAUD

Hijacks search results, takes victimto
dangeroussites. Cost online
advertisers upwards of $2.7 million
each month.

CONFICKER

FEBRUARY 2010
BOTNET WORM

Worm spreadvia USB and internet.
Would infectotherdevicesin
common network.

DCU Malware Disruption Operations

NECURS

MARCH 2020
MALWARE AND SPAM
SPREADING BOTNET

Globallydispersed spam and malware
distribution botnetwith a
sophisticated and redundant
command and control infrastructure;
used to deliverransomware, financial
malware, spam, and stock scams.

DORKBOT

DECEMBER 2015
IDENTITY THEFT, FINANCIAL
FRAUD

Disables security, steals credentials,
personal info., distributes other
malware. Spreads via USB, messaging,
and social networks.

CITADEL
JUNE 2013
IDENTITY THEFT,
FINANCIAL FRAUD

Committed online financial fraud

responsible for more than $500Min
losses.

WALEDAC

FEBRUARY 2010
SPAM

Trojan that collects email addresses,
distributes spam, postdatatowebs,
downloads executable files.

e

THALLIUM

DECEMBER 2019
NATION-STATE

North Korea-basedthreatactor
targeting government employees,
think tanks, university staff,
organizations focused on world peace
and humanrights, and individuals that

work on nuclear proliferationissue
primarily inthe US, as well as Ja
and South Korea.

RAMNIT

FEBRUARY 2015
IDENTITY THEFT,
FINANCIAL FRAUD

Module-based malware which
concentrates onstealing credential
information from banking websites.

BAMITAL

FEBRUARY 2013
ADVERTISING CLICK-FRAUD

Hijacked user’s search results, took
victims to dangerous sites.

PHOSPHORUS

MARCH 2019
NATION-STATE

Iran-basedthreat actor (aka APT 35,
Charming Kitten, and Ajax Security

Team) targeting prominentindividuals

in business and govemmentto steal
credentials, including activists and

journalists —especially those involved

in advocacy and reporting onissues
related to the Middle East.

SIMDA

APRIL 2015
IDENTITY THEFT, FINANCIAL
FRAUD

Uses remote access tosteal personal
and bankinginfo,as wellas install
other malware.

NITOL

SEPTEMBER 2012

MALWARE SPREADING BOTNET,
DISTRIBUTED DOS ATTACKS

Introduced inthe supply chain relied
on by Chinese consumers.

GAMARUE
NOVEMBER 2017
MALWARE SPREADING BOTNET

Sold as a Crime kit, firstseen in2012.
Distributed at least 80 different
malware families.

CAPHAW

JULY 2014
IDENTITY THEFT,
FINANCIAL FRAUD

Focused ononlinefinancialfraudand
responsible for more than $250Min
losses.

-

ZEUS AKA ZBOT

MARCH 2012
IDENTIFY THEFT, FINANCIAL
FRAUD

Stealsidentity, financial information,
controls PC, turns off firewall, installs
other malware, ransomware.
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Sample of nation state actors and their activities

Iran

Cm

Houseblend
Tortoise Shell

ran

P

Charmi

CURIUM

US military and Iran

B L TWSEER

defense contractors,
IT services, Middle
Eastern governments

PHOSPHORUS

Diplomatic and nuclear
policy communities,
academics, and journalists

Iran

Rb

Fox Kitten
Parasite

RUBIDIUM

Israeli logistics companies,
IT services, defense

China

Cr

ControlX

China

Gd

APT40

China

Turkey
Si
Sea Turtle
UNC1326

Turkey

SILICON

Telecommunication
companies in the Middle
East and the Balkans

CHROMIUM

Energy,
communications
infrastructure,
education,
government agencies
and services

GADOLINIUM

Maritime, healthcare,
higher education,
regional government
organizations

HAFNIUM

Higher education,
defense industrial
base, think tanks,
NGOs, law firms,
medical research

China

Mn

APT5

Keyhole Panda

MANGANESE

Communications
infrastructure, defense
industrial base,
software/technology

NICKEL

Government agencies
and services, diplomatic
organizations

ZIRCONIUM

Government agencies
and services, diplomatic
organizations, economic
organizations

K79 —

Russia

BROMINE

Russia

China

Br

Government, energy,
civil aviation, defense
industrial base

North Korea

North Korea

Ce

CERIUM

Think tanks, diplomatic
officials, academics,
defense and aerospace

Energetic Bear

Russia

NOBELIUM

companies
Kimsuky
North Korea OSM IUM
Diplomatic officials,
O S think tanks
Konni

North Korea

Kimsuky
Velvet Chollima

——

- THALLIUM

Think tanks, diplomatic

I I officials, academics

ZINC

North Korea

No

UNC2452

Russia

Sr

APT28
Fancy Bear

Government, diplomatic
and defense entities, IT
software and services,
telecommunication,
think tanks, NGOs,

STRONTIUM

Government, diplomatic
and defense entities,
think tanks, NGOs, higher
education, defense
contractors, IT software
and servi

Vietham

Zn

Lazarus
Labyrinth Chollima

Utilities, private
companies, think
tanks, security
researchers

Vietnam
Bi
APT32
Oceanlotus

BISMUTH

Human rights and civil
organizations

Key:

Country of origin

Symbol

Industry
References

ACTIVITY
GROUP

Commonly
targeted
industries
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Threats — 30 Days
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% = Regl time, actionable threat

intelligence from DCU malware
disruption operations

Includes victim and criminal
infrastructure data

= Shared with trusted

partners including CERTs,
ISPs and ISACs

Included as an offering in
Microsoft's Government
Security Program (GSP)

» Engineered into Microsoft

products and services
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Slow attacks
with network
segmentation

A “flat” network does little to hinder

the attacker discovering and reaching goal Monitoring and blocking opportunitites
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