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Overview of
Cyber Threats
in 2021

(z029: D Cybercrime cases accounted for Singapore-linked website
_ defacements were detected,
480/0 slight decroase from 495 in 2020
of overall crime in 2021 RANSOMWARE
MISUSE ACT €505 Of raNSOMWAre were re-
ported to SingCERT in 2021, a 54%
incroase from 89 cases in 2020
NUMBER OF CASES (2020:3,482)
MEB S 55 000 (2o.1700) COMMAND AND CONTROL (C&C)
2020: 9,080 phishing URLs'with a CYBER EXTORTION
- Singapore-link were m
Gotectod, an increase from 3 300
2010: 8,491 47,000 102020 [
e B e e i e 7015, 68 qwcsc servors were observed in Singapore,
COMMONLY mnuﬂ“ mova than triple the 1,026 unique C&C servers in 2020
) 1ST> sociaL
LLOYDS, CHASE BANK AND
ISl 2ND SPOOFED BRANDS botnét drones (compromised computers infected with
malicious programs) with Singapore Internet Protocol
(IP) addresses were observed caily on average, 8
a 3RD > ONUNE/CLOUD SERVICE decrease from 2020's daily average of 6,600
S o )
< —_
AR

Cyber Security Agency (YA /A\—tF 11T 4T)

SoftBank

iii. Malicious Command and Control (C&C) Servers &
Botnet Drones. In 2021, CSA observed 3,300 malicious
C&C servers hosted in Singapore, more than triple the
1,026 C&C servers observed in 2020. This was the largest
number recorded since 2017. This spike was driven by a
large increase in servers distributing CobaltStrike
malware, which made up nearly 30 per cent of all C&C
servers observed.

In 2021, CSA detected about 4,800 botnet drones with
Singapore IP addresses daily, a 27 per cent decrease from
2020’s daily average of 6,600. Malware strains for the
infected drones varied greatly, with no single strain
accounting for a clear majority among compromised
devices. This trend could have been caused by threat
actors diversifying away from ‘old’ malware strains and
exploring new infection methods, as system owners
cleaned up infected computers and devices progressively.

https://lwww.csa.gov.sg/News/Press-Releases/ransomware-and-phishing-attacks-continued-to-threaten-singapore-organisations-and-individuals-in-2021
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