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F43 FBA10B4 149 (HAKRE)

BEXLEDEMLE

December 1, 2022 5:41 PM

Title: Users in the Asia-Pacific region can't use various features within Exchange
Online and Microsoft Teams

User Impact: Users in the Asia-Pacific region can't use various features within
Exchange Online and Microsoft Teams.

More info: Microsoft Teams messaging, chat. channels, and other core services do
not appear to be affected at this time.

Based on our understanding of the issue, users may be unable to use any feature
within Exchange Online or Microsoft Teams.

The Exchange Online features may include:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For Microsoft Teams specifically:

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams.

Current status: Our initial investigation indicates that there our service
infrastructure is performing at a sub-optimal level, resulting in impact to general
service functionality. We are continuing to review all system logs to understand
the cause of the issue and develop a mitigation plan.

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Next update by: Thursday. December 1, 2022, 6:30 PM (12/2/2022. 2:30 AM UTQ)

F5#-F6%, FHEH10KS 8, (AARKRE) ~1 181449 (AARKR)

RDEHDHE

December 1, 2022 5:58 PM - Quick update

While we continuing to analyze any relevant diagnostic data, we are restarting a
subset of the affected infrastructure to determine if that will provide relief to the

service.

December 1, 2022 6:14 PM

Title: Users in the Asia-Pacific region can’t use various features within Exchange
Online and Microsoft Teams

User Impact: Users in the Asia-Pacific region can't use various features within
Exchange Online and Microsoft Teams.

More info: Microsoft Teams messaging, chat, channels, and other core services do
not appear to be affected at this time.

Based on our understanding of the issue, users may be unable to use any feature
within Exchange Online or Microsoft Teams.

The Exchange Online features may include:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For Microsoft Teams specifically:

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams

-Users may be unable to use the Template Management or People Picker features
of the Microsoft Teams Approvals app

Current status: We have successfully restarted a small portion of the affected
systems and are monitoring the service to determine if there is a positive effect on
our service. While we continue to monitor, we will work to understand the root
cause and develop other potential mitigation pathways

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Next update by: Thursday, December 1, 2022, 7:00 PM (12/2/2022, 3:00 AM UTC)
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F7% RBA118B23% (BAREME) #IBICEYT I EHMLE

December 1, 2022 6:23 PM - Additional details

We have restarted a portion of the affected infrastructure which has shown
significant improvement in service health. We are continuing to monitor and
validate that the service is returning to an acceptable state. In parallel. we are
investigating the underlying cause of the issue to ensure the problem does not re-
occur.

This update is designed to give additional details on our remediation effort.

8% RB1 18565 (BARKRE) EFIHKREICOLWTOHEMLE

December 1, 2022 6:56 PM

Title: Users in the Asia-Pacific region can't use various features within various
Microsoft 365 apps

User Impact: Users in the Asia-Pacific region can’t use various features within
various Microsoft 365 apps.

More info: Impact includes the following services but is not limited to:
-Exchange Online

-Microsoft Teams

-SharePoint Online

-Microsoft PowerApps

-Microsoft PowerAutomate

Microsoft Teams messaging, chat, channels, and other core services do not appear
to be affected at this time.

For Exchange Online specifically:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For Microsoft Teams specifically:

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams

-Users may be unable to use the Template Management or People Picker features
of the Microsoft Teams Approvals app

-Users may not be able to load their contacts including favorites and user created
contact groups

-Users may not be able set or see actual presence

-Users may not be able to initiate new chat

-Users may be unable to see the deleted channels under a team

-Users may be unable to see team profile pictures

-Users may be unable to see sensitivity label information

For SharePoint Online specifically:
-Users may be unable to perform searches

For Microsoft Power Apps and Power Automate specifically:

-Users may be unable to use these Office 365 connectors in Microsoft Power
Automate and see flow runtime errors: Office 365 Outlook. Outlook.com, Excel
Online (Business), and/or Office 365 Users.

-Users may be unable to use these Office 365 connectors in Microsoft Power Apps:
Office 365 Groups, Office 365 Outlook, and/or Office 365 Users.

Current status: We are continuing to notice a significant improvement in service
health due that appears to be attributed to the restart of the impacted service
infrastructure. We are continuing to monitor the service to ensure it continues to
trend towards a healthy state. In parallel, we are working on understanding the
root cause and exploring other mitigation options if needed.

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Next update by: Thursday, December 1, 2022, 8:30 PM (12/2/2022, 4:30 AM UTC)

FOH~FE1 13k REB 1284 7% (HAKE) ~148F16%5 (HARERM)
BIREKRIZODLTOBHMLE

December 1. 2022 7:47 PM - Quick update

Current status: We have observed that the service remains at a relatively healthy
state; however, it has not reached our acceptable thresholds. We are continuing to
work on understanding the source of the problem, why the recovery is stagnant.
and how to prevent this from reoccurring.

This quick update is designed to give the latest information on this issue.
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December 1, 2022 8:14 PM

Title: Users in the Asia-Pacific region can't use various features within various
Microsoft 365 apps

User Impact: Users in the Asia-Pacific region can't use various features within
various Microsoft 365 apps.

More info: Impact includes the following services but is not limited to:
-Exchange Online

-Microsoft Teams

-SharePoint Online

-Microsoft PowerApps

-Microsoft PowerAutomate

Microsoft Teams messaging. chat, channels, and other core services do not appear
to be affected at this time.

For Exchange Online specifically:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For Microsoft Teams specifically:

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams

-Users may be unable to use the Template Management or People Picker features
of the Microsoft Teams Approvals app

-Users may not be able to load their contacts including favorites and user created
contact groups

-Users may not be able set or see actual presence

-Users may not be able to initiate new chat

-Users may be unable to see the deleted channels under a team

-Users may be unable to see team profile pictures

-Users may be unable to see sensitivity label information

For SharePoint Online specifically:
-Users may be unable to perform searches

For Microsoft Power Apps and Power Automate specifically:

-Users may be unable to use these Office 365 connectors in Microsoft Power
Automate and see flow runtime errors: Office 365 Outlook. Outlook.com, Excel
Online (Business), and/or Office 365 Users.

-Users may be unable to use Office 365 connectors in Microsoft Power Apps:
Office 365 Groups, Office 365 Outlook, and/or Office 365 Users.

Current status: Our service availability remains at a stable level and we are still
focused on understanding the underlying source of the issue and ensuring the

problem does not reoccur.

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Next update by: Thursday, December 1, 2022, 10:30 PM (12/2/2022, 6:30 AM UTC)
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December 1, 2022 9:16 PM

Title: Users in the Asia-Pacific region can't use various features within various
Microsoft 365 apps

User Impact: Users in the Asia-Pacific region can't use various features within
various Microsoft 365 apps.

More info: Impact includes the following services but is not limited to:
-Exchange Online

-Microsoft Teams

-SharePoint Online

-Microsoft PowerApps

-Microsoft PowerAutomate

Microsoft Teams messaging. chat, channels, and other core services do not appear
to be affected at this time.

For Exchange Online specifically:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For Microsoft Teams specifically:

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams

-Users may be unable to use the Template Management or People Picker features
of the Microsoft Teams Approvals app

-Users may not be able to load their contacts including favorites and user created
contact groups

-Users may not be able set or see actual presence

-Users may not be able to initiate new chat

-Users may be unable to see the deleted channels under a team

-Users may be unable to see team profile pictures

-Users may be unable to see sensitivity label information

For SharePoint Online specifically:
-Users may be unable to perform searches

For Microsoft Power Apps and Power Automate specifically:

-Users may be unable to use these Office 365 connectors in Microsoft Power
Automate and see flow runtime errors: Office 365 Outlook. Outlook.com, Excel
Online (Business), and/or Office 365 Users.

-Users may be unable to use Office 365 connectors in Microsoft Power Apps:
Office 365 Groups, Office 365 Outlook. and/or Office 365 Users.

Current status: We have restarted additional service infrastructure services and
have observed further improvements to the service. We still remain focused on
isolating the cause of the problem. Our initial hypothesis indicates a system service
was behaving in an unexpected manner which appears to have caused our service
to get into a suboptimal state.

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Start time: Thursday, December 1, 2022, 3:55 PM (11:55 PM UTC)
Preliminary root cause: A system related issue inadvertently caused our service
infrastructure to get into a suboptimal state, resulting in impact across multiple

Microsoft 365 apps.

Next update by: Thursday, December 1, 2022, 11:30 PM (12/2/2022, 7:30 AM UTC)

FT12#, FEH1456%5 (BARKRE) XHEAHNERLEZIELEOEMLE

December 1, 2022 9:56 PM - Quick update

At this time, we have mitigated a majority of the scenarios for Microsoft Teams
besides residual impact to the presence feature. We are continuing to address
impact to all of the affected Microsoft 365 services.

This quick update is designed to give the latest information on this issue.
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December 1, 2022 11:10 PM

Title: Users in the Asia-Pacific region can’t use various features within various
Microsoft 365 apps

User Impact: Users in the Asia-Pacific region can't use various features within
various Microsoft 365 apps.

More info: Impact includes the following services but is not limited to:
-Exchange Online

-Microsoft Teams (Mitigated)

-SharePoint Online

-Microsoft PowerApps

-Microsoft PowerAutomate

For Exchange Online specifically:

-Users may be unable to access the service

-Users may be unable to send/receive mail/files
-Users may be unable to leverage general features

For SharePoint Online specifically:
-Users may be unable to perform searches

For Microsoft Teams specifically (no longer impacting):

-Users may experience issues scheduling/editing meetings and/or live meetings
-Users may be unable to search Microsoft Teams

-Users may be unable to load the Assignments tab in Microsoft Teams

-Users may be unable to use the Template Management or People Picker features
of the Microsoft Teams Approvals app

-Users may not be able to load their contacts including favorites and user created
contact groups

-Users may not be able set or see actual presence

-Users may not be able to initiate new chat

-Users may be unable to see the deleted channels under a team

-Users may be unable to see team profile pictures

-Users may be unable to see sensitivity label information

For Microsoft Power Apps and Power Automate specifically:

-Users may be unable to use these Office 365 connectors in Microsoft Power
Automate and see flow runtime errors: Office 365 Outlook, Outlook.com, Excel
Online (Business), and/or Office 365 Users

-Users may be unable to use Office 365 connectors in Microsoft Power Apps:
Office 365 Groups, Office 365 Outlook. and/or Office 365 Users

Current status: We continue to notice an uptrend of health return to the service
while our root cause investigation progresses. We working to narrow down the
underlying cause and ensure the service remains in a stable state. Additionally,

Microsoft Teams impact has been mitigated.

Scope of impact: Based on our investigation and reports, this issue may impact any
user within the Asia-Pacific region.

Start time: Thursday, December 1, 2022, 3:55 PM (11:55 PM UTC)

Preliminary root cause: A system related issue inadvertently caused our service
infrastructure to get into a suboptimal state, resulting in impact across multiple
Microsoft 365 apps.

Next update by: Friday, December 2, 2022, 1:00 AM (9:00 AM UTC)
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December 2, 2022 4:14 AM

Title: Users in the Asia-Pacific region couldn't use various features within various
Microsoft 365 apps

User Impact: Users in the Asia-Pacific region couldn't use various features within
various Microsoft 365 apps.

More info: Impact included, but was not limited to, the following services:
-Exchange Online

-Microsoft Teams

-SharePoint Online

-Microsoft Power Apps

-Microsoft Power Automate

For Exchange Online specifically:

-Users may have been unable to access the service

-Users may have been unable to send/receive mail/files
-Users may have been unable to leverage general features

For SharePoint Online specifically:
-Users may have been unable to perform searches

For Microsoft Teams specifically:

-Users may have experienced issues scheduling/editing meetings and/or live
meetings

-Users may have been unable to search Microsoft Teams

-Users may have been unable to load the Assignments tab in Microsoft Teams
-Users may have been unable to use the Template Management or People Picker
features

Microsoft Teams Approvals app

-Users may have been unable to load their contacts including favorites and user
created contact groups

-Users may have been unable to set or see actual presence

-Users may have been unable to initiate a new chat

-Users may have been unable to see the deleted channels under a team

-Users may have been unable to see team profile pictures

-Users may have been unable to see sensitivity label information

For Microsoft Power Apps and Power Automate specifically:

-Users may have been unable to use these Office 365 connectors in Microsoft
Power Automate and seen flow runtime errors: Office 365 Outlook, Outlook.com,
Excel Online (Business), and/or Office 365 Users

-Users may have been unable to use Office 365 connectors in Microsoft Power
Apps: Office 365 Groups, Office 365 Outlook. and/or Office 365 Users

Final status: Transitioning away from the legacy process and restarting affected
infrastructure to mitigate impact within our test environment was successful. We
implemented these mitigation actions across the affected infrastructure,
monitored the service and confirmed that impact was remediated.

Scope of impact: Based on our investigation and reports, this issue may have
impacted any user within the Asia-Pacific region.

Start time: Thursday, December 1, 2022, 3:55 PM (11:55 PM UTC)
End time: Friday, December 2, 2022, 1:54 AM (9:54 AM UTC)

Root cause: A large number of token requests, used for authenticating between
internal services, leveraged a legacy process for key signing, which resulted in
directory infrastructure to experience resource contention. This caused impact to
additional requests which could not be processed efficiently. Additional details can
be found in the post-incident report.

Next steps:
- For a comprehensive list of next steps and actions, please refer to the Post

Incident Review document.

We'll publish a post-incident report within five business days.
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F18 FMS5FE1 A2 B 1685 275 (BAREFR)
Title: Users may be unable to access multiple Microsoft 365 services
User Impact: Users may be unable to access multiple Microsoft 365 services.

Current status: We're investigating a potential issue and checking for impact
to your organization. We'll provide an update within 30 minutes.

F£23% [AB 16851 2 (BAREMRE)

Title: Users may be unable to access multiple Microsoft 365 services

User Impact: Users may be unable to access multiple Microsoft 365 services.
More info: We've received reports that the following services are impacted:
-Microsoft Teams

-Exchange Online

-Outlook

Current status: We've identified a potential networking issue and are
reviewing telemetry to determine the next troubleshooting steps.

Scope of impact: Any user serviced by the affected infrastructure may be
unable to access multiple Microsoft 365 services.

Next update by: Wednesday, January 25, 2023, at 9:00 AM UTC
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F£3%FH RAB 17K 495 (BRERE)
Title: Users may be unable to access multiple Microsoft 365 services
User Impact: Users may be unable to access multiple Microsoft 365 services.

More info: Impact is occurring to the following services but is not limited to
them:

-Microsoft Teams

-Exchange Online

-Outlook

-M365 Admin Portal

Current status: We've isolated the problem to a networking configuration
issue, and we are analyzing the best mitigation strategy to address it without
causing additional impact. We'll provide more information once we have

additional information.

Scope of impact: Any user serviced by the affected infrastructure may be
unable to access multiple Microsoft 365 services.

Next update by: Wednesday, January 25, 2023, at 11:00 AM UTC

¥4 BB 18K 195 (HARRR)

We've rolled back a network change that we believe is causing impact. We're
monitoring the service as the rollback takes effect.

This quick update is designed to give the latest information on this issue.
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E£5#, RHA 18KF51 & (AXREME)

Title: Users may be unable to access multiple Microsoft 365 services

User Impact: Users may be unable to access multiple Microsoft 365 services.
More info: Impact is occurring to the following services but is not limited to
them:

-Microsoft Teams

-Exchange Online

-Outlook

-Microsoft 365 admin portal

Current status: We've identified that a wide-area networking (WAN) routing
change caused impact to the service. We've rolled back the change and
monitoring the service as it recovers. Some of the customers who had

previously reported impact are also reporting recovery.

Scope of impact: Any user serviced by the affected infrastructure may be
unable to access multiple Microsoft 365 services.

Next update by: Wednesday, January 25, 2023, at 12:00 PM UTC

£ 6, RHE 18851 5 (AAREM)
We're continuing to monitor the recovery across the service and customers
are also reporting mitigation. We're also connecting the service to additional

infrastructure to expedite the recovery process.

This quick update is designed to give the latest information on this issue.

¥£7% RABA 208005 (BHARR)

We're continuing to take additional steps to expedite the recovery process.
Our telemetry indicates that majority of the customers have now mitigated.

This quick update is designed to give the latest information on this issue.

¥8%# [A 208K 305 (BARR)

Our telemetry indicates that the impact is no longer occurring for most
customers. We're continuing to take mitigation actions to ensure full recovery.

This quick update is designed to give the latest information on this issue.
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£ O, [RHA 20 K58 5 (AAREME)
Title: Users may be unable to access multiple Microsoft 365 services
User Impact: Users may be unable to access multiple Microsoft 365 services.

Mare info: Impact is occurring to the following services but is not limited to
them:

-Microsoft Teams

-Exchange Online

-Outlook

-Microsoft 365 admin portal

Current status: We're monitoring telemetry which continues to show that the
service is stable, and the majority of users are able to access the service
successfully. We're continuing to monitor the service and take actions to
confirm full recovery.

Scope of impact: Any user serviced by the affected infrastructure may be
unable to access multiple Microsoft 365 services.

Root cause: A wide-area networking (WAN) routing change is causing impact
to the multiple services.

Next update by: Wednesday, January 25, 2023, at 1:00 PM UTC

108 [A 21 K44 5 (BARER)

The majority of services have recovered, and the service is stable. Engineers
are continuing to take actions to investigate and mitigate any residual impact
caused by this incident.

This quick update is designed to give the latest information on this issue.
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