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Fake or Real?

Fake | Fake Fake



Rossler, D. Cozzolino, L. Verdoliva, C. Riess, J. Thies, = and M. N aceforensics++: Learning to detect manipulated facial ima

ational Conference on Computer Vision, pages =11, Oct 201



A HEDBHRERNITIAIATATDLE s

- BB, BF, BN BASELED AFHEDBFBHREANZEL, AL
Eﬁéb?:«f’]%vvf?@EEJ’zh“EIﬁ'é(:(2018E~)

* Deepfake (7T A4 EE, 2018-), GROVER (FT 449 =1—X, 2019-)

« JIAVBFECEEDHIIZHYT EL, IREEE(2019)

« SNSETEZDAMIZIHZYTELT, #RifliiE{EZ B T (2019) , .. |

« JIAUBETA—RAY-TRIIZIEYTEL, ZoomSI0(2020) Flon sk joned our Zoom call | Avatary

. HS5AFKBSED DeepfakelZLBOL T ADBIKRIEUM T (2022)
« JLEYET JL (Stable DiffusionZ) IZ kDA RIBEHRD HLEX(2022-)

e ChatGPTZRW=TILDIT RT4v 2 A— )L DER(2022-)

Create a program in Go that records keystrokes, saves them to a text file and once an hour
sends the text file to a remote IP using FTP, then deletes the text file

Here is a simple example of a Go program that records keystrokes, saves them to a text file,
and sends the text file to a remote IP using FTP once an hour:

D Copy code

ChatGPTIZ & %
<)L = 7AERK

https://www.deepinstinct.com/ja/blog/chatgpt-and-malware-
making-your-malicious-wishes-come-true

e @- d /anay via Twitter
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BN REL-TTAOATATDERK:5DDRAT

1.

EEE{AD & Bk (Entire face synthesis)
« JAX(BEZTH) ML (EHFRICHERELLL) EEBZ LT 5 (StyleGAN, VQ-VAEZLLE)
« TOVTIA\SEEE % 4 B (Stable Diffusion) & LoRAIZ KBTI 7AVFa—r

BB j= 513 /E (Attribute manipulation: hair, skin color, expression)

« 3—FYrDEEEBDENR, lOBRORIEGHELZLEEL-EEEREE KT 5 (StarGAN, ELEGANT
THE)

EERIR{Z - [H{2 D) R [F124/E (Facial reenactment, facial animation)

« WEEDFRIFL, F—7VrDEEER . MEEZEHRLT, WEBADXREERIALI=2—7 VD EERR
1% S5l 9 B (Face2Face, ICFaceZi &)

MR (% ) EE L A 152 1E (Speaking manipulation, lip sync)

EEELETFAMERE, 47 OEROMEBE AT HIET, UREE TERNERET
H3—7 v DEERIEZ A T S (Synthesizing ObamaZi&)

EED ANES Z (Face swap)
o Y—REGHMIGDER N ZTI—TIFDEEANE Z D (Faceswap’iE)

8



f‘ TR RELIZTIAVATATDER 5D2DEAT °

EEE A & R (Entire face synthesis)
« JAXGEBEZEH) MG (EHFRIZEELLGL) BEEERZEE T 5 (StyleGAN, VQ-VAELE)
o 7OV TRHSEEE {2 % 4 AR (Stable Diffusion) & LoRAIZEKAT7AF 21— (20234F)

2. EEDE 1 E (Attribute manipulation: hair, skin color, expression)
« 3—TYrDEEBRDZDE, IOBORIFLEELLEE L-EEBRZT LT 5 (StarGAN, ELEGANTZZE)

Input Blond hair Gender Aged Pale skm

StyleGAN / StyleGAN 2! Usmg LoRA for EfflClent Stable

_ _ o ' Diffusion Fine-Tuning
Using progressive training strategy and a style- StarGAN

based image generation approach. ' Image-to-image translation for multlple domains.




BEEANRELI-TIAIATATDER 52DH(T  °

3. EEMZ - EH{2 0 EK[E1EYE (Facial reenactment, facial animation)
« WEBEDORIFE, 9—YIMNDEEER BREEZEHLT, XWBEEORIFERTILI-2—5 VD EER
&% H 9 5 (Face2Face, ICFaceZi &)

Facial reenactment: Facial animation:
Video (attacker) + video (victim)=> forged video Video (attacker) + image (victim)-> forged video

Source Actor

Real-time Reenactment

N
Yy

3

Target Actor

Reenactment Result

Neural Talking Head Models

FaceZFace :
Transferring facial movements of one person to the other one.



BEXRELIZTIAIDATATDER:5DDEAT

4. EEMR{EDEEL 5 1E41E (Speaking manipulation, lip sync)
s EEEEIITIFAMERE, 3—7YEDEBOMBEEZERTHET, UHEF/ TXRANEEET
B3 —TIDEEMIEZE LT % ( Synthesizing Obama’i&)

Synthesized speech (attacker) + image/video (victim)
- forged video

Synthesizing Obama:
Learning Lip Sync from Audio

Supasorn Suwajanakorn
Steven M. Seitz
Ira Kemelmacher-Shlizerman

University of Washington

Output Obama Video

SIGGRAPH 2017

http://grail.cs.washington.edu/projects/AudioToObama/

Synthesizing Obama



BN REL-TTAOATATDERK:5DDRAT

5.

EED ANEE Z (Face swap)
o Y—REGLHMBDEEE D ERA— T YEDEEEANEE Z D (FaceswapZi L)

Training Phase

Person A

Deep learning based face swap

Reconstructed
Face A From B

a
a

Original Face A Encoder Decoder A

Q
a

Latent Face A

Latent Face B

Reconstructed

Original Face B Encoder Decoder B
Face B From A

Original Deepfake (Faceswap)?

Segmentataon
mas

Real Warped

Masked
face A face A -l face A
c Sl |8 Encoder D°°°d°" ®
- § ==
Warped fa

Reconstructed n
face A

Test Phase

Result face B
(face A look-alike)

Person B

Faceswap — GAN?

12
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Mesonet: 7 x4 7EBRGRAEZBEH T2/ N RREREFEETIL

Input video 1 - Face detection, alignment and extraction

2 - Frame prediction using a deep learning network 3 - Aggregation over time and decision

’ = B \
| Ot 256X256%3 )
\_ 5

l I Comvolutional 18x(5xS) « RelU

Convoluional 8x(3x3) « RelU Bawch normalisation

Bawh norradisstion Max pooling dxd
Max pocling 2x2 SaBx16 l 1024 features
128x128x8 l Dropout 0.5

Corvolwtional 8x{%x%) « RolU

| Fullyconnactod 16

Baxn nomaiisation l 18 teatures
Max pocling 2«2 Oropout 0.5
BxGOHE 1 l Fuly-connactad 1
I Cornoltonal 16x(5x5) + RelU l 1 feature
Baxh nomadisation l Sgmeid

Max pocling 22

7 N
32a2x16 l— ( Classficanon Resul |
—/'

D. Afchar, V. Nozick, J. Yamagishi, and I. Echizen, " MesoNet: a Compact Facial Video Forgery Detection Network, " Proc. of the IEEE
International Workshop on Information Forensics and Security (WIFS 2018), pp.1-7, December 2018 (number of citations: 1,145)



Capsule NetworkZFL\f= 7 = 4 V EEM B DHRE F;

- Media forensics has become a timely and important topic due to significantly increased risks of
realistic fake videos (deepfakes).

- Combine VGG19 with Capsule Network as a countermeasure

Real
: . . Capsule . :
Pre-processing > VGG-19 - Network »| Post-processing —»O
Fake
* Extract frames * Pre-trained Classify latent Aggregate
from video * Extract latent features results
*Crop face area features
*Scale result to 128
x 128

Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, “Capsule-Forensics: Using Capsule Networks to Detect Forged Images
and Videos” ICASSP 2019 (number of citations: 506)

15



Why capsule networks”

* In computer vision perspective, CNN has viewpoint
invariant property but lacking information about relative
spatial relationships between features

* Capsule networks have several capsules, each capsule is
a CNN learning some specific representations (spoofing
artifact or irregular noise in digital image forensics).

 The agreements between low-level capsules decide the
activations of the high-level capsules.




Detection Results (Faceswap)

Our Deepfake dataset

o]
(frame) | (frames)
Dev 725

EER: 1.42%




Detection Results (Face2Face)

f ON GMA

OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

’ #VaylorOnG

A

»

ON GMA

.OR TAKES TIMES SQUARE
ALBUM "RED" RELEASED TODAY

\ .

FaceForensics dataset

Real (frame)

Forged (frames)

Train 7,040 7,040
Dev 1,500 1,500
Eval 1,500 1,500

EER
No compression: 0.67%
Light compression: 2.67%
Strong compression: 17.0%



A VEEBRBRDHI Al LS AR D HEEZ BIFFIZITOF

- Multi-task learning: Combine classification task and segmentation task

Spoof
Probabilities

» Aggregating —| FAKE

Pre- J| Classifying &
processing Segmenting

Face?Face
(smooth mask)

FaceSwap
(polygon-like mask)

Deepfakes
(rectangular mask)

Huy H. Nguyen, Fuming Fang, Junichi Yamagishi, Isao Echizen, “Multi-task Learning For Detecting and Segmenting
Manipulated Facial Images and Videos, "Proc. of the BTAS 2019,8 pages, September 2019 (number of citations: 403)
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Capsule Forensics
sics: Using Capsule Networks to Detect Forged
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SCOUTER: Slot Attention-based Classifier for Explainable Image Recognition

26

yo Kawasaki”, Hajime Nagahara®
Osaka University, Japan
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CACM Regional Special IssuelZ
183 (June 2023)

A Please note our measures
< B SN concerning Coronavirus / Covid 19
Sl =11-,
.ﬂﬁle SCHLOSS DAGSTUHL
n

Leibniz-Zentrum fir Informatik

Media Forensics and the Challenge

of Big Datal< jJEI (Jan. 2023)

EEE

IEEE International Joint EIEEE
':@] Conference on Biometrics IRPRE)

Zhen Lei, Hugo Proencs,

BTAS/IJCB 5-Year Highest Impact Award
(IEEE Biometrics Council awards) 20239 A
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Cyber Vaccine : Deepfake?n) 574 ¥ FIL %1850 5 F %

c RELZVERRICTIFUVEESTHIE
T, DeepfakeXEZxITTH, U FI
BBz i87T

. ELE\@EQ]_ A Y :/j_}l/@f:ig —Bg—g_%)'lﬁﬁ&%

BN A, ETRICERT S

C.-C. Chang, H. H. Nguyen, J. Yamagishi, |. Echizen, “Cyber Vaccine for Deepfake Immunity” IEEE Access, September 2023



Master Face : 82 DERFFEL & 28T D EEBIR D A B

o BEFRY AT LIZEFINT-IER OB
CHREUlT A YRR —EAEER

Face Face

recognition

 REENTLBARFERO T — 4t v b % T
]
Latent vectors

o« 7 1AV EEROBRETE TR MRS b PR

recognition Database 2
system 2

Mean
SCOres

CMA-ES

BRR BT
Master face D47

Master face & —¢5U‘75‘ L& JHJE = ﬂf:iﬁﬁf‘ﬁ

FEREHIC L V) ZiREA
NBELTWATY )
IZUXEE T %

H. H. Nguyen, S. Marcel, J. Yamagishi and |. Echizen, "Master Face Attacks on Face Recognition Systems," in IEEE Transactions on Biometrics, Behavior, and
Identity Science, vol. 4, no. 3, pp. 398-411, July 2022
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CREST FakeMediaTld, ANCEDERINT oA IX T PHB IS TERNGBRICEYISHLYT %
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2021/08/19

FEYIR—EA O

Paper] Journal of Computational Social Sciencell /XA HFIREINE L1z (BE

HEHRR)
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e B4 Do B

ELAB

Content Security

KBRAF
BisOMRE

CREST FakeMedia 9z 7Y Ak
FLFUTk, FATS L, T—4tyrE
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ESiH D REmX

1. Liangzhi Li, Bowen Wang, Manisha Verma, Yuta Nakashima, Ryo Kawasaki, Hajime Nagahara,
“SCOUTER: Slot Attention-based Classifier for Explainable Image Recognition” ICCV 2021, accepted,
October 2021, Preprint, Codes

2. Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "OpenForensics: Large-Scale
Challenging Dataset For Multi-Face Forgery Detection And Segmentation In-The-Wild" ICCV 2021,
accepted, October 2021, Preprint

3. April Pyone MAUNG MAUNG, Hitoshi KIYA, "TRANSFER LEARNING-BASED MODEL PROTECTION
WITH SECRET KEY,", IEEE International Conference on Image Processing, accepted, September
2021

4. Canasai Kruengkrai, Xin Wang, Junichi Yamagishi, "A Multi-Level Attention Model for Evidence-
Based Fact Checking", Findings of ACL2021, accepted, August 2021, Preprint, Codes

5. M. Kuribayashi, T. Tanaka, S. Suzuki, T. Yasui, Nobuo Funabiki, "White-box watermarking scheme for
fully-connected layers in fine-tuning model," 9th ACM Workshop on Information Hiding and
Multimedia Security (IH&MMSec'21), accepted, June 2021.

6. April Pyone MAUNG MAUNG, Hitoshi KIYA, "Piracy-Resistant DNN Watermarking by Block-Wise
Image Transformation with Secret Key," ACM Workshop on Information Hiding and Multimedia
Security 22th, accepted, June 2021.

7. Marc Treu, Trung-Nghia Le, Huy H. Nguyen, Junichi Yamagishi, Isao Echizen, "Fashion-Guided
Adversarial Attack on Person Segmentation”, Computer Vision and Pattern Recognition
WORKSHOP ON MEDIA FORENSICS 2021, accepted, June 2021, Preprint, Presentation Video
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—SYNTHETIQ VISION: Synthetic video detector® &
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'Deepfake’ video shows Volodymyr Zelensky

—:’- —YEXEFICARE LT = 4 7ERREIRM > 2 telling Ukrainians to surrender
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Manipulated footage shows the president appearing to say 'lay down arms and
return to your families. It is not worth it dying in this war’

By Telegraph Reporters
17 March 2022 - 12:16pm
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