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0 1 2 3 4 5 6 7 ’ 3 = 3 . 9 5
) Disinformation / manipulation
Productvity gams |
Intellectual property rights infringement
Promoting innovation and entrepreneurship | Threats to privacy
= Exacerbating bias and discrimination 1 E—
mproving healthcare |
Risks to safety e Sl e |
Helping 1o sotve e climete orisis Threats to cybersecurity |
Scaling personalised education for 2l | NG Threats of illegal activity (e.g. scams) I
Job market upheaval I
Fighting cybersecurity and crime | _ _
Social polarisation  IEG—_GN—|——
Supporting ageing populations | NG Widening inequality I
Loss of human agency
Improving entertainment and creative sector [ N "
Long-term existential threats
Eradicating povertly and hunger Negative environmental impacts
Note: The figure aggregates responses from seven respondents to the question: “From your country or region’s perspective, what are Note: The figure aggregates responses from seven respondents to the question: “From your country or region’s perspective, what are
the top five opportunities generative Al presents to help achieve national and regional goals? (Please select five options)”. the top five risks generative Al presents to achieving national and regional goals? (Please select five options)”.

(H#2]G7 Hiroshima Process on Generative Artificial Intelligence (AI), Report prepared for the 2023 Japanese G7 Presidency and the G7 Digital and Tech 4
Working Group, OECD (2023)
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OFry T ZIBHZFINIZIBIE. (iii )R- FRIBIRRUNA RRE —FHOWNIRN DM T 2R ARZ D, BhLELERRODT
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The Declaration calls upon all participating
states to take concrete steps to:

1. Abstain from and condemn state-led
disinformation campaigns

2. Respect, promote and fulfill the right to
freedom of expression

3. Implement relevant legislation in
compliance with international law

4. Avoid stifling freedom of expression under
the guise of countering disinformation

5. Promote stronger civic education online
and digital literacy

6. Support independent media, news and
journalism

7. Take active steps to address
disinformation  targeting groups in

[FEERF(C LB —EDHA]
Invites industry to:

1. Respect the rule of law and commit to not
abusing human rights

2. Enhance transparency in advertising,
algorithm and content moderation
processes

3. Provide <clear and timely redress
mechanisms to users

4. Support for independent researchers and
fact-checkers

5. Abide by the UN Guiding Principles on
Business and Human Rights

vulnerable situations (HER]HHIBATIIIR-2 (https://www.international.gc.ca/world-monde/issues development-

enjeux_developpement/peace_security-paix_securite/information_integrity=integrite _information.aspx?lang=eng)
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ADECLARATION frthe FUTURE ofese INTERNET

¢ are wnited by 4 belief in the potential of digitsl rechnal ogies 1o promote con-
meerivirg, demoeracy, Pﬁt\- the rule of law, sustainable development, and the en-
Jovment M’hrunuu.rl,gﬁum ndumeearal frosdoms. As we lssreasingly work, com-
milinbeste, connect, sgage, karn, ssd emjoy |clsure time using d.ighslmrhublqmi.w
reliance on an open, free, global, interopershle, relishle, and secure Isternet will continue
Brow, Yt we sre slso aware of the risks ishenent s thar relisnce and che challenges we face.

W eall for o new Declarsthon for the Funere of the Internet that includes all parmers who
actively support & funure for the Isternet char s opes, free, global, isceraperable, relisble,
and secure We further affirm our comssitment to protecring asd respecting hiisas rights
oaline asd across the digital ecosystem. Partsees is this Declaration incend 1o work toward
an environmsest that reinforees our demoeratie systems amd promoles active participation
of every citizes in democratic proscises, secures aid protects individusls’ privesy, main-
ruing seeire and reliable eonsectivirg resists effors o splister tee global Interner, amd
pramotes a free and comperitive ,glnhucmnnnw.hrmui in this Declararion vite ather
partners who skare this vision o nm us i '\.lunnrﬁL:ﬁr hee, with civil sociery and other
stabebenldiers, e affirm guidisg pe (‘{pl("i foe our i the furure of the global Incerner.

RecLamss THE FROMISE OF THE INTERNET

Tha srenersr prommoss shat sccompanied the devebipmens of the Irsemet stemimed from s design: = s an
open “re=work of netwerks™, 1 sngle mirrconneced communicwions sstem for 3l of bumaniey: The sisble
and secure eperation of the Inbermiet’'s unique (e Ber systems hove, Eom the baginaing, been goveraed by a
multimakehelder appmach se avaid Internes fragmentaco, ul-r:tmmnm- 12 be an cwemial part of our vi-
sian. For business, =ad the awhale, promises brizar
arcess in custnrars amd fiver compatition; for artwis and :r::mn, W :.udl:nul.ﬁrn:rwfu unfettered
access 1o knewledge. Witk the cremien of the Inse met came a ewell m innavanen, vibrans commeaicatica,
incrvased crom-berder daia Sows, and market growsh—as well as the mventien of new digial products and
wservices thoe nosr parmaate every aspect of our daily bves.
Crear the las rem decades, however, we have wimesed serom challonges so this vaion sme e, Accres o
the opem Inzemaet s Bmesed by some sutherkanm gowmmesn md mline pladorms and dipial oels ae
mn-::nq;}rmdmr-muﬁudwnofn mman and deny oder human nghis md fundamenial Evedoms.
Kewe-sparsned or candened malicious behavior 1 on the nee mcloding the spevad of dsirdarmanen and
cybarcrimes such s ransomwane, affectmg the securiy and the resliencs of creical mfasnciune while
heldmg o risk vital public and private sssets. At the same tme, countries bave ereceed Srewallod calben
mher sechaical memsures, sach 28 Biemet shutdeuns, b ressnict scces o ourmliss, infmaiien, 2
sarvices, in ways thai = consrary s mivrmsonal bunan rights commemenis and obligaiams. Concered
o actions af sme and privaiw acines have ssughs i abuse the opsanes of Brees-
net govermance aad rebeed processes to advance 3 clossd visios. Meresrer, the once Secoarmalized Internes
ermmoey has became bighly cosceniraied and many prople hove kegtinate concers ahows thair privacy
and the quarsity mad secerity of persmal daia callscied and sinred oaline. Onling pleforms have saabled an
increass m the spread of illagal or barmful conteai choe can threasen the salviy of mdrvadusl sad coatribuie
aad vielence. [y ign malign activity is weed 1o sow devision aad conflc
hnmmn.dmm:lurnwpmmrv respect far and af buman nghts ;md demo-
cTatic instutios.

Dok Vision

W balieve we should mest shese challonges by werking towasds 3 shared viman for the fuune of the Tnser-
net shat recarumats goverrmanes aud relane wthonses s defendmng buman ngas aad fosring squitable
ermmomic propenity. W iniend to msers that the use of dipial sechaoiogies remicrces, aot weakens, de-
macracy and mespecs for Buman righis; ofiars opparenities fer mnoation in the digial ecosysizvmn, mclading
busmenses Lurge and small. and, mainnie caras cnoas herween sur sackmies We miend 1o wark ragether m
prosect aad Fortify the muliistakeholder sysiom of [siermes goversance andse maintsm 2 hagh bevel of securi-
b, parivacy g n, wiakalicy arad i of the sechmical infrastrociure of the Insemaet.

W afirm our conmitmemt i promote sad sostinan hiemetshat = open, free, global, interoga

ablis, and secure and 1o e rewre thon the Inseraer minforces demecranc rﬂ"nuln:ndhmnruhl ard Fun-

d:mnulfu-dnm sifer for research and, in dwnlk paveraed,
deploved in an inchums way s tha upserved and undrrserd com e, pamoldy shass someg

mlnuior-:'l.: Fores bme, com mawigabe & safvly sad with persomal daia prvacy and protecsons = place; and =

porveraed by mukisakshalder processes. In sharz, nieraet thai cxa daliver en the promss of coanecting

hemankad and belpig scietion 1nd democracies to thrive.

Tha Irseraet dhould cperate a8 3 sirgle, deconiraloed network of reswarks - wish global reach aad gov-

errwed Srough the maltimakehelder apprasch, whersby governmens md reknan arhorses partner wesh,
academics, cwvil snciesy, the privaiw sec, iwchaical communicy and athers. Dagel iechnalogies relomcon
tha Imeraet, will yield the greatest dividerds whes chey mrmunnp::.ﬁumbd inserogerable, re-
lisble, and secure system. Dl sechmologies ﬂm.ldb:mm:pd “wad werverned (6 warps thos enable
murumrh_ﬁ-u and fair commarce; svoid unfair d betwean, md Hi chaica fos,

ndiridual wsers; fosier P and emcomarag peemaie and prosect Buman righss; and,
e v

* Hluman righesand fard ameaial fvedoms, and tha wall-k afall dualls are d and
promoed;

» Al com cormect s the nbemet, mo mosier whene they are locased, includeyg shevugh incrvased sconm,
affcerdabiling and dageal okills;

=+ Erdivifiuals and busirssses can it the sfety sad the confidmiality of the dgel ivchrologies they us

i thair privacy i

PRV -~ I —

* Busnases of all sises can irsove, compein, and drive on theer marss i a fir and competitien ecasys-
bem;

» Enfrastracture is designed to be secure, rokable, md
. T mumed and freedam of aclusne

preuts, ard sho fgbe agains glohal slimare changs.
PRINCIFLES T FROMOTE THIS VISIDN

Tha partrary in this Declaratien intend w-upln.ld a rage .:I':bn praciples, o et balow, nmﬂl’u s
ternet and =

Fora; o irarslamw these princples ummmpolum:ndmu,:rd werk mmhrupmmrhuu

sian glohally, whil mptxlr.( h n regubmery awn prisd and in accos-
darcy with sur res o lrws 3mdl insesmational legal obli s Thews principles sre o legally
bt showld hn-l::uudu:uﬁn-m for pubbc pal , an well as citisens, bussrsses, and

civil seciety srpnsions.
FroTECcTios oF Hustan RIGETS AND FUNDAMENTAL F REERDOMS

. Dodrurwul-nu = conducting and sxecesng o resprose domesiic autherkies, o respect buman

inclu dey reflected in the Ureversal Declarumaon of 1urmos s, 18 well 22 the preaciples af

o W i i g Tt e
:ndn‘ﬂn: and call spen oxhers o do B same.

+ Promote mline sfety md conbnee is srengihen sur work s combos vioknos andine, sclding sl
and gender-based viokeacs 2 well s child secmal explaitation, 1o make the Ineemet 2 ofs and secure
place for evermane, particularly wemen, children, and poung peaple.

* Promoes safv aad equitable we of she Isierne for everone, withost discimenaiien hased on s, race,
cular, sthrac, national or socal g, swnstic feasares, lanneogs, religien or belial, pobecal or any mher
opirsan, membersbop of an indigeneus populbsion, property, birth, dissbiliey, age, geadar ideniity or sex-
ual orismeation.

* Brafirm our commitmest thae actions tken by gevemmaenes, wiheritios, and & gl servions inchding

malire phasforma m reduce illagal and hermdal contear and sctrveses andne be consistent wth e

natisnal heman Aghis Lo, incliding the nght io freedom of expresden whils sncosnging diversity of

opirsan, and pluralism wathout fear of e - d:

Protect and mespect buma righes and fandumemial ineedoms scross e dipiol ecosymen, while provid-

ing accves in meaningfu remedies for Buman righss vialations and sbeses, corsimens with ineernaiamal

heman rghes [

« Befrainfrom mosssing or abussg dhe Imeraat or algershmes seol orsechniques for ebredful sorveillace,

oppressom, and repressien that de s align wath nwmanosal hemos righes prisciples, schading devel-
opirg sacisl sonre cards or sther mechmizns of done s socal comirel or pre-crens desenson sd arrest

A GLOBAL INTERNET

« Bpdnain from gever P beaih ar d dirg domesiic Insemet accam, aither an-
orely ar partialhe

« Bednin from bleckmg or degrading sccess o brwifal conbeat, services, and apphcrions an the Intermiet,
mllmrr:hprln.mlﬂof!i:rr\im:r:lnnhmlwwl:..lwmmlzrmwhmn
rights bre.

. mmmruwl:wr:n:: the bemofiis of data Fres Sows with trust beed on owr shared values .
like-mirded, demacratse, open and surward lnaking parmers.

» Promoes coopertem m evsearch md irmscyson 1nd standeed seeting, saroursge informares sharmg re

securty threas through relean imermatamal fora, ;ad resfbrs oer commamen: o the frame-

wrrk of resparsible soee be hovor = cyberspace.

INCLUSIVE AND AFFHERABLE ACCESS TO THE INTERNET

* Promote affcrdable, |=|uuv: and reliable sccem o the Iniernes for mdrvidual md busnesss where
thry rwed it and sugpert et te close S pial divides around the werld ioe e ol peogle of de warkd
ke in bemefit ﬁ-rmrh digital sansformaiiea.

« Support digieal leeracy, skalls scquisition, sad develop et so thoe individusls can overcome the degeal di-

wiche, parsicapain in tha Bnterres wdaly, and reakice the econemis sad sacial posential of the digisl sconary.

« Faster gregier scpessy sod herss coliural and miilingaal consmt, misrmaiaom, and ews anline. Ex-
peswre - diverse comsens maline should contribote (o purastic pohis mwru Feater grvater sncal
and dgrral mchs ca warun sacieny. beloer I o aad in-

CTRISs Pl pAten [N SemecT It procamsee.
TrusT I8 THE DiciTAL ECOSvETEM

» Work isgether 5o comba cybercrime, including cyber-srabled crame, mad deser malicious cyber acevy

« Ensire that gewerrenens and relevant stherities” acoes to persenal dats @ based in law aad conducied
in scvordece wish imternational bumos rights L.

+ Protect imndividuals’ prvacy, their persanol da, the of andm-

- devices, with the af public safeiy aad applicable

meu:ndlmnmu:]hm

* Pramo e iram ankne scams amd sther
undm-punwnmndfmnmnmu:ndumﬁm&:mmldmhu

* Promoee and metruswarhy neswark infratrecees and senvices seppliens, robying o risk-based 2mees-
rmemis dhas include iechnical md ron-technical Eczers for network ssoune:

« Bpdnain from using the Inbemet 5o undermine the eecoral mfasnciume, dectios and politcl pre-
consrs, inchudmg sheough covert imformronion moaipalation camgaigna

THZEAR A-ZANUT. hFH45, BES (EU) .
g AR N, BT, JO0-/VLT. BEEMTIEET. EEE0HB.
A=Y MDZHFZIFUMNT B RKERDA > AHA—Ry NI RE

LR, FHD

= JICE&REl,

+ Supperta rules-based glohal dypeal econcmy whach fasers trade 2ad ceniestable and Faor caline markers
= that e and ersreprencurs oo compein an their manss.

+ Coaperie i maximee the ensbling effects of schnelogy for camhattieg climate choeape and protecting
the enviranment whelst meducing 2s much s pasible the envirormnenial feosprin: of the Insemet aad
dagaral techanlogies.

MULTISTAKENMDER INTERNET GOVERNANCE

* Prmeci aad mngthen the muldsakchelder spiem of lamet gowwrmance, scleding the develepmeni,
doploymreeat, 2ad managerrsmt of w main techrical protocak ard ocher related standards sd proocels.

+ Rafrm fom urd dae inchmical
of the labemet.

W belbeve thar the principles for tee furure of the Internet sre universal rvure aid as
such we bnvite those who share this viskon o affem thise principles and poin us bn e -
plemestation of this vision. This Declsrarioe tekes into sccount, and expects 1o costeibune
Iy gxisting processes in the UN system, G2, G20, the Organkzarios for Ecomsomis Cooper-
stinn asd Development, the World Trade Dt-gsutzsnnu ad ether relevant multlacersl
snd multistakeholder fora, the Incerner Carporation for Assigned Mamsses and Nusshers,
Incernet Coversases Foruss, and Fresdom Osline Coslition. We also welcome parser-
ship with the masy civil seciery organizstions essencial ie pramaoting sn open, free, global,
inceroperable, reliable, and socure Intermet, and defending fundamental freedoms and
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’ . Human Rights, Refugees, Migration, Democracy ()

47 We reaffirm our shared belief that democracy is the most enduring means to advance peace, prosperlty,

' equality and sustainable development. We reaffirm our commitment to protecting the mformatlon:
environment by supporting media freedom and online freedom, including protection from online
harassment and abuse, internet shutdowns and disruptions, as well as addressing foreigni
information manipulation and interference, including disinformation, which is designed toi
undermine trust in democratic institutions, and sow discord in the international community.(...)
We will work towards ensuring that fact-based, quality and trustworthy information isi
promoted, and call on digital platforms to support this approach. (...) '
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