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M1: Improper Platform Usage |M1: Improper Credential Usage New

M2:

Insecure Data Storage

M2:

Inadequate Supply Chain Security

New

Ma3:

Insecure Communication

Ma3:

Insecure Authentication / Authorization

Merged M4&M6 to M3

M4:

Insecure Authentication

M4:

Insufficient Input/Output Validation

New

M5:

Insufficient Cryptography

M5:

Insecure Communication

M6:

Insecure Authorization

M6:

Inadequate Privacy Controls

New

M7:

Client Code Quality

M7:

Insufficient Binary Protections

Merged M8&M9 to M7

M8:

Code Tampering

M8:

Security Misconfiguration

Mo:

Reverse Engineering

Mo:

Insecure Data Storage

M10: Extraneous Functionality

M10: Insufficient Cryptography

https://owasp.org/www-project-mobile-top-10/

-

[ LTy v IILDOESIED A [1TH
722HDIMEMICIZTHEZDH DDENIC
HoTWi=n7T, [F7=BIZAEXRD
JISSECE WHRAR~Y—b 74>t F2 Y
T4 DEETZ L, FA7T=HBDToplOTILZ
SHoTWT, ZLT vy vIILOFEXIE
OIANATEWNWY R IDBHBEEZ TS

AT2] EdRAT

[ENANT TV 5= a3 vyEARI0OKF oy
JRA > b 2023] BEDER
https://www.jssec.org/column/20230724.html



77V imBRRICBITABEDIER 1)

B [77VHEE] [FRIE7Z7V] &bic *'Jﬁi%t:?&i%étt —
“"'I‘.*Ld)%% AIHRT 7 ) Q%FET“Tﬁ l)IL ﬁ?%@ﬁ{i‘u ENAILDLEELL RNV T NI T T
ilb\,\’C—Ed)'t”\'—:L ) 7 4 HERDT] 'C“T

. A\=t¢ 7 i | 24 > 74 ° | 1= = . TR PEEEZFE LR T RO T FORUS — Tl BN 1—Y— TORRUT R
A X } } ~ } N 1 I j - HERHTEY T RO T P T BB AEESER BN L TWET, CoRUS—(F, Google

DEFULLBVWYI DT TORUS—%EHEU. & Google Play X b7 DRAIE#IE T 36

. — . U< s AT 2
a) Se { - ’ L \ ’~ \ S ‘ DT, RAICR TSV TP E1—Y—OFEI CBR S 52 BTN 5B 10,
& h Google (FZS LIV I MO 7H 51— —%5T5BEEMDFT,

LFULIBVWY T FOTTORYS—(CRBDOES D, BFULLIIBNWY T EITTORFECNL

= AAED 59 N 5, ﬁ— FX—T A ERGAKZ P T TRBEINTLD
U == 'fm %ET % %) U 0) n'b\nﬁb _&l_ [_, T LY %) -ﬁ:;féﬁiz%4?xL—Tuémtt):j%,;;;EU(WDGSLUM\/Xr~—wr:1§

FID,
u T D —ICLBFICmMA, AMTESEICLISIEERICL > TRIE Sy
7V ZzEBRENTWS
ALDY T DT T EIC BV (BIR) S, ZOFENRRSN TR,
-;/7T—+& CEALT BT T DEET 570, WEIC o
RET7 7V AR T2ERYEZNKD 515 Google®E /XA LT 7Y K Y > — (k)

https://support.google.com/googleplay/android-
7 OREEEMEILREREICE Z.)i%ﬂﬁ@ﬁ'ﬁ%f)“ﬂﬁ%’é’é“b\ RET77VICo>WTIEY—F developer/answer/9970222?hl=ja

A—T4%E£J7UXF BEEN, 1 —YIRERHIZT7TTVOREBELZEHEICOWT
EXEeFEORNELHY £,

—7. BEANdrOd TEHER T 2 7 hoDT 7 U/f VA R=IL (WbhWw3H A4 Ro—7

7) IBEEBAGBALEVWSEORERT 7T UEEDRKIZA > TWEERLH Y £7,

Mobile Unwanted Software

10




RE7 7Y OFBICHT 2R b7 OHE I

B Android A —F 7275y b7+ —L%ZRMHT BGo0glettld. OSOIERET

—— Google Play o e = —_— -~ >
» AIE7 7'V (PHA: Potentially Harmful App)iiBEZ E=X YL TWE T
. B AT —2TI32020FLUEA Y R F— VRO LRHHERTEET
B Google#t R FENBL LTF 7Y &L THBET>TLET
SEE5
0.7%
B 2022/10 .
0.6% gy =<7 T7HELI6DT 7Y, [GooglePlay] R k77 H 5 HIER
o https://japan.zdnet.com/article/35195032/
W 2022/10 \ \ . .
0.4% [FacebookTRO 7 4 > | #FE S5O0 4 VIEREH, BELT77VITEE
o5 https://www.watch.impress.co.jp/docs/news/1446185.html
0.2%
0.1%
0% T/ —
1H 01,2019 1A 01,2020 94 01,2020 54 01, 2021 1A 01, 2022 1A 01, 2023
_ - Android TR TLDEF 2V 7 1 (k¥
| g Google Play(AXZXL A F 77) TOPHA DA > X f —JLEK

https://transparencyreport.google.com/android-security/store-app-safety?hl=ja
— g e



https://japan.zdnet.com/article/35195032/
https://www.watch.impress.co.jp/docs/news/1446185.html

RE77VRIEDHE L BB 1|

ASSOCIATIOMN

B HAREREDFEFRICHETRETZURBHELIEEL T, FET7 7Y ORIEE—ROICHIZIEDSWEY HATT
BAREFZZTVIIYAN—KEEHIFBERWT S0, 77YOFERLBRIPDELLEY ET
m (BF) FET77YVRIFEE

FP7V5—2a3v%Y—RA—FICEE3HETEL, ToTWLWAUED

%@H"Jﬁi’:ﬁ REHFEEDINT DA%

B & <+ = AR AF KIMEETZ TV =23y TREY—Ra—FH o 0BIFICERBA DD - T
- LxS,

ARELEALRAETT 7Y —2 a v aBfi ¢, RELBED
ShEGRRAR BABEOGI. U E— MEEL E5ThNE WS EEET 3

N 7] mEEﬁifo
B LR B HIRRAR b IS R EBVEAHE = & A W ATREE 5% B,

— MR BERIET 7Y AETIIFHNER ESNBRZEAALETRELZITVLEITH. KRN - VY —B
(BEAR) #HNohTERT IHELHY ET,

B EEFEOART 7Y RXFT (Google PlayXAppStore) THARIEETZ 7Y D—EHMDRELHH Y .
HETHRRT 20 HAD»ITHhNTWET




JAPAM
SMARTPHONE
SECURITY
ASSOCIATIOMN

&

NAIVEFEE - A P T7EEEISKD bh 5 EhER:

BRX2H - ENAMATTVHEEEL LD

(m

70

7
- hidind . Policy paper
THEDEFXF 2T A BRICBVLWTKEL Code of practice for app store

B UEAREEICPWTIEI X2 TR operators and app developers
77V =33 /Eﬁﬂ;@%ﬁﬂz@ 47L (7 : (updated)
LJ'—'_

A—E&bf\_ 7 _7 /r /\ V _J_ U V O) IE t % - 7,/11 i -3— Updated 24 October 2023
-:g%ym{»og%1%§—gg¢vﬁ ZUXET7TE, BEBREIOT 7Y - Background
/7_ - V 3 / %Ep@aj—ﬁ{ﬁ O) Et)j‘ J: % ’b # ) 7_- /f ;(TJ'% 7’_’)‘ g_é}i/-@ é 7I/L The Code of Practice This voluntary Code of Practice sets out practicalstep§forAF)p .Store

1. Ensure only apps Operators and App Developers to protect users. The eight principles

T L \ i 'a’— that meet the within the Code refer to globally recognised security and privacy practices.
code’s security and They are not written in a priority order as they are each important in helping

privacy baseline t tect N it d pri
requirements are O protect users security ana privacy.
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5(—,'- [./ T g% )5@ %ﬁ; El, (COde Of pra Ctlce) % ?IE/] \ L/ T k/ N i a requirements other principles will help stakeholders demonstrate steps towards

3. Implementa adherence. There are also obligations in existing legislation to notify

vulnerability particular regulators in specific circumstances.
disclosure process

4. Keep apps updated The ICO has also provided input for Annex B which provides an overview of
to protect users how a stakeholder can make a referral to the ICO if they find details of
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