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The Online Safety Act passes Ofcom finalises illegal harms Codes

and submits to SoS for approval

Consultation on guidance and

A Parliament approves
Codes forillegal harms

illegal harms Codes

. INMegal harms Codes come into force and

Phase 1: Illegal harms services must comply with duties
Consultationon Consultation on guidance Ofcom finalises Children's Access
guidance on age and Codes for protection Assessment Guidance
verification/age of children e
estimation to Ofcom issues final guidance on age
prevent children verification for pornography providers
from accessing
Eg:\?gr?{ aphic Consultation on guidance on

protection of women and girls

Ofcom finalises protection of children

Codes and submits to SoS for approval
Parliament approves
protection of children Codes

% : : Protection of children Codes come into
Phase 2' Ch“d safety duties and pornogra phy force and services must comply with duties
Consultationon Consultation on Codes Ofcom finalises categorised services’
transparency guidance for categorised services Codes and submits to SoS for approval
Register of categorised Parliament approves

services published categorised services Codes

Categorised services’ Codes

A o - A come into force and services
Phase 3: Duties on categorised services, incl. transparency must comply with duties

The coloured bar indicates the time period within which we expect the activity to take place
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=== Activities that are dependent on Government and Parliament Q Statement
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' 1. 70 : terrorism offences;

2. BEDMRIEE - JEFF : child sexual exploitation and abuse (CSEA) offences, including grooming and child sexual
abuse material (CSAM);

. B#%(Z5Bh : encouraging or assisting suicide (or attempted suicide) or serious self-harm offences;
INTAAY R AR—FY 258 - EFF : harassment, stalking, threats and abuse offences;

. 2B 3E : hate offences;

. CCBJ[Z5E : controlling or coercive behaviour (CCB) offence;

. K5w%' : drugs and psychoactive substances offences;

. thgs - B8 : firearms and other weapons offences;

O 00 N oo U b W

. RNEBR - ABFEE : unlawful immigration and human trafficking offences;
10. 55 A D4 B3 Esexual exploitation of adults offence;
11.4mUFE 7371 )L ) extreme pornography offence;

12. 32 EEROER : intimate image abuse offences;

13 B5B1TAICLBUNEE : proceeds of crime offences;

14. 558k - £t —F ZAJE3E : fraud and financial services offences; and
15.9\EF;53¢ : foreign interference offence (FIO)

_______________________________________________________________________________________________________________________________________
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What should you take into =~ How do you make judgements

What do you need to assess? — about risk?

Ofcom’s Risk Profiles — which
help you identify your risk
factors — and any relevant

characteristics of your service, , .
, . Review evidence about how
including user base,

The likelihood and impact of , - . . harm could be experienced on
, . functionalities, algorithmic .
each of the 15 kinds of illegal . your service and how your
o systems, business model, any ., o
priority harm service's characteristics

user protection or risk , ,
L increase or decrease risks
mitigation measures, and

other relevant aspects of the
service’'s design and operation,
and the way the service is used

Outcome: an assessment of low, medium, or high risk for each kind of illegal harm

QOur detailed guidance offers help on how to make this decision.
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Select Yes (Y) or No (N) for the following questions about your U2U service.

1. Is my service any of the following service types? Select all that apply:
a. Social media service (services which connect users and enable them to build Y/N
communities around common interests or connections)
b. Messaging service (services that are typically centred around allowing userstosend | Y/ N
messages that can only be viewed or read by a specific recipient or group of people)
c. Gaming service (services which allow users to interact within partially or fully
simulated virtual environments) Y/N
d. Adult service (services which are primarily used for the dissemination of user-
generated adult content) Y/N
e. Discussion forum or chat room service (services which allow users to send or post
messages that can be read by the public or an open group of people) Y/N
f.  Marketplace or listing service (services which allow users to buy and sell their goods
or services) Y/N
g File-storage and file-sharing service (services whose primary functionalities involve
enabling users to store digital content and share access to that content through Y/N
links)
2. Does my service allow child users to access some or all of the service?* Y/N
3. Does my service have any of the following functionalities related to how users identify
themselves to one another? Select all that apply:
a. Users can display identifying information through a user profile that can be viewed Y/N
by others (e.g. images, usernames, age)
b. Users can share content anonymously (e.g. anonymous profiles or access withoutan | Y /N
account)®
4. Does my service have any of the following functionalities related to how users network
with one another? Select all that apply:
a. Users can connect with other users™ Y/N
b. Users can form closed groups or send group messages Y/N
5. Does my service have any of the following functionalities that allow users to communicate
with one another? Select all that apply:
a. Livestreaming (either open or closed channels) Y/N
b. Direct messaging (including ephemeral direct messaging) Y/N
c. Encrypted messaging Y/N
d. Commenting on content Y/N
e. Posting or sending images or videos (either open or closed channels) Y/N
f. Posting or sending location information Y/N
g Re-posting and forwarding content Y/N
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Specific risk factors

U2U services with relevant characteristics should take account in their risk assessment.

1. Service type factors

la

|:| Social media

services

*  Risk factor: Social media services
*  Key kinds of illegal harm*: Your service is likely to have an increased risk of nearly all kinds
of illegal harm.

Many social media services are designed to maximise engagement between users. If your service
is a social media service, you should consider how potential perpetrators may exploit this design
for illegal purposes. For example, potential perpetrators may exploit the likelihood of virality to
share illegal content with very large groups of people. Social media services can also be used by
potential perpetrators of grooming to target young users by sending out many messages. These
services are also[used in large-scale foreign interference campaigns to spread disinformation. ]

Research shows that social media services can increase the risk of nearly all kinds of illegal harm,
except for firearms and other weapons offences where we do not currently have evidence. This
may be due to more research on social media services, or greater probability of risk due to the
wide range of functionalities and features on many social media services.
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