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https://www.404media.co/inside-the-underground-site-where-ai-neural-networks-churns-out-fake-ids-onlyfake/
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Inside the
Underground Site
Where ‘Neural

Networks’ Churn Out
Fake IDs
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An underground website called OnlyFake is claiming to use "neural networks” to
generate realistic locking photos of fake IDs for just $15, radically disrupting the
marketplace for fake identities and cybersecurity more generally. This
technology, which 404 Media has verified produces fake IDs nearly instantly,

could streamline everything from bank fraud to laundering stolen funds.

In our own tests, OnlyFake created a highly convincing California driver's license,
complete with whatever arbitrary name, biographical information, address,
expiration date, and signature we wanted. The photo even gives the appearance

that the ID card is laying on a fluffy carpet, as if someone has placed it on the

floor and snapped a picture, which many sites require fo

r verification purposes.

404 Media then used another fake |D generated by this site to successfully step

through the identity verification process on OKX, OKX is a cryptocurrency

exchange that has recently appeared in multiple court records because of its
use by criminals.

) - DRIVER'S LICENSE Al
ennsylvania

relist

w99 999
aow ﬁ“mﬂ?a

SAMPLE
AMDREW JASON
1*;! Il:‘-ll STREET

we 0110872026
ws Q1/0TIZ022
sy M orvus BAD
gt -

g ©

B .
S eunm MONE

onple oo ey

DL

P 1T 0000

*.__mn w 0314

i W

b e — — p— . P
aAvYAw FHLAAN ar." TuUse
e e A—— S —

bR L o ar. et _pnie a
— .- -
siln .. 20m *
- — T — L
. AP an =
4 EeE——— i —

Yiliouv=Lard

PLAUTHNENRTCCRAYANCSEELLENCCC{ e

VOSPTI36<7ALTSHDTIZ0ZNI0NDI0Z20€ L L LLLCL D]

e

DRIVER'S LICENSE

— 1]

W oRnoaN

TisTonzes
"lﬂl
s L
- B b
L, v e
T es vely 3 N2
[ "] [+ E
w - - ‘-:'“

O PETT Y

1d DRIVER'S LICENSE

.

Ty

<

" i

oy
s WOBAT 56 0%/30/2028
= 0530/1985
SAMPLE
BRENDA

o 1 VSOOI WSO AL
OLNWTARN CITY W Ty i,

g i
i WOME LEL ol W
042612003

e F LI 3

a4l

DRIVER LICENSE

» 123456789 -« wr 10377079
s 1021069 . 110N
SAMPLE
JOHN LEWIS
P03 BOUTH MAM FTREET
SRl T LAKE CITY, UT s 1S
i £ : =l Sl Ay
RETT Wi
Ea i - Piimue ™S
.‘,-P " s VETERAN
SIS O € . 10127169
R o 10




