BEBFA—IFICLBEFA—ILD
EZELDZEDRILIZET SETD
MEMAERRVEFA—IILBEREZIR
I LHBERBEFERICLITDEA
DK

SM64£E5 A
BHEAEARASBEEERDEB
EREESEXHNAARER



B R

F1E A LHEORMBACETEHEE i
FE  RBA—LEEFLEOT O DEMEE oo i
F2H  ABA—ILBEFLOIODEMEE 5
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(BE2) RIEFAL VREHMERIZATIER o 18

(B%3) TBAFSESOEREF 1T 1 RO HOH— LR
(E'ZEQZ 30 ﬂiF;‘Hﬁ) ] ‘:’_)L\'C ......................... 20

HoE RBA—VIETBBIHR ISP ORERE 22
FUE KA LRETH LA EOBARKR o 22
F2H  REA—LBEHLAEORBRR 26

(BIF 1) BEHFR ISP ARMT DA —LEBERE—F 1
W NS EFIM LR A — LA EH A EOBAKS 52
WA NS EFIM LR A —LBEH A EORBKR 53
58 ROS(+4 vt—) ERALLEEA —LRIEH LI ED

]:Eﬁ:l\:;lﬁ;‘ﬂ ............................................... 57

HIE RBA—LIET BEER IPORERE 59
FE  REA—LRETH LA EOBARKR o 59

(BF2) TBHETR ISP ASRET ZRBA—LEEHE % 10
F2H  REA—LBEHLAEORBRR 71

(A& 3) EELGETER ISP ARMT 2RE A —ILREMEK-F - 90
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B1E REA—IIHROEMEIRICEY HHRE

KA —)LBAIEICEAT D EMMTE. ISPABERRY FT—IUMoRBA LT
EESELGWODEERDOEN (F18) &, ISPOREENREA—ILE
ZIELGVW=HOZEAOEM (5B 28) ISKAISND.

F1ET EREA—ILEEHIED =D ETEIR
EERITE, REA—ILEEHLDE=SH, UTOFETHA—ILDEEEZH
BRI 5. EEEDAZITOFORMEKERZEL T D,

1 FEERT T v oHIE

REA—JLEEDEBTHS TKEDA—ILD—IEFEIE] ZMHILET S
. ISP NEZHEBEBOR—THIY LD A—ILEEEZHIERT HAHET
H5,

(1) 529 0 1A a1 PR 72 2 il 10
ISP LDRMEBED—EHAMR. 1HALYFITEEFETE DI A—LERE
HRIT D2LD, RBA—IEEFE, ARVT+27%4 ISP ZEYSINT
EETHEN—RILGDT, COKILHIEHET—FEOHLENENES
nd,

(2) & A —)LIX S 4
—EHEAICEETE DA —IILOBHZFHT 521D, HRIZET S
FTIIERICEETESH., FIRICELLZZE. R—D7HhHY Ehb
DA —ILEEZHEHT 5, HRY HBEHKRUFHIRAMIE, & ISP AR
[CHLECT, BEEDHTWD, EROERICEE->TIE, BICRLCEEZ
ETOEEFHICSERAT HADOTIEGL ., BERICEICEOHEALRIEET D
CEMNEFLLY,

2 121l:l%ﬂbﬂ
ANICHEY TELLEEBENRBRA—IILEREET A LEMLET 518,
EEERD ISP ABEHDA—ILTF—\DOEELELD ETHEEEEHEDR
TRHETHD,

(1) POP before SMTP
A —I)LZERIZITHN S POP (Post Office Protocol) EREEF % F
HAL. ZOFEENTThHhNhiz IP FRLANLDREEZ—ERMEHEET S
1D,
COFEFY—NETHEGEMZELGO-HEANFTETHDHH.
EENFRSINTULSEFRAICHOFRAENE— IP 7FLRAZEEIY L
Tonf=Y., BiEESht= IP FRLRZEHBL, O—HILT7 KLATE



3

4

1:&:

I%—

595 LAN TlL, BEESN=FIAE L ITROFRAENRD PC Eh ik
Ebf:i’%‘é‘f‘%\ DLI:IIEé*LT-:E)O)& L—C%L:h\_C%_CL/ijt#:LUT
1 LDOB"RALH D,

(2) SMTP AUTH (SMTP Authentication : SMTP &23E)

BE7FD SMTP O b )L Z#ask LT, BEIREZEMLI=E D, D
HiElE, Y—N\RUVOI A7 MO IENBLELEE D,

k9 % 0P25B Tlk. Submission Port (&fg+~— k)587 &FEF (XI%.
465 &) ZFHATHH. ChEFRATHEHEEIEL. SMTP AUTH ALZBTH
%, P, 587 FENR— T SMIP AUTH ZEHT 5. IES{ENENTE
BWA—ILY T AHY. COFE. A% —Fy bEIZT ID &/8RT
— KRR EXTHRNATLES CEISERT HIHELH S,

EEET7 FLARE

EEET7 FLRAREEERAZNAL-ETLEBRMEEICEZONDS
CENBN=, REA—ILEEERILX, EEFFELZ/SALRIZ, #18
BT FLRAZEATRRA-NZEET S EDZL, ChEBLET S
HIZ, ISP NEERDEFEET FLARALEEBRIEL = ID ITRIGT 5iEE
B7 FLREZREL, —BLAGWVWEEIE, EELAEL, XFEREKDEE
B7 FLRICESBATEEITOIFDHAETH S,

EEEREFRDFA LBALE

ERRERA—JJLEEBILEEERLEICEDS ID/NNRTV—FEREGFETA
FL. XEEFTEZHUISEAHENZ L, CZEHELET S0, —EE
HUERREICKRB L -BBISEESELVWAETH S,
(1) 7ho>rrovy

EEEFER. —EEHULEDNRT—FANRY L H S E—FFHIC
FRFELEEGDED, COR. ZERZHNTDHICETURTLEEEDN
FET7VERZRMTESEELH D

2 IP7FLRTAYY
B—® IP 7 FLAWNSDEEBFRIEN—TEEHU LKL 1215
ZTD IP 7ELADMLDEHREERTT SN, 7Ho bO J’J%_FIEIJE_
T5EHIC1ID HE-YDT7 I AE#EZDVGECL, R—® IP 7 LR
M5 ID ZRRIZEZATTIERLTL BRBA—ILEEZBIZEMTH
%o

5 Erktkae FIAHIR

A=Y —nDELIE, REEVNHOALORE LIZEEAREA—I
ZEEEEAT HAHEEZ A T LV D, COMEZFIALTL LI5S, ZEE
[SERZRA—ILAE ERFICEET Y —/NERELEEICREA—IILE



Para o

F1E

BIELTLED, TR, EEEF. BRETD A —)LH—/\ZRE A —
IWERR Y —NERLG L, RIEZEEBITHEENHD. ChEHLET DO
DHETHS

1) 2418 VTR
BRiX T ARENCEERA—IL T A ILZETREA—IILEREL., REA—
IWTHWEDEITZEETLHIHD,

(2) EnkERERERR
SFEENGERTDEFHTIELZ L TLEWNES. FELAUVISEEAEE
SNBETHIELITHED, InE#ITDHH, —FERBULEREICKBKL
=188, BERTEHERITIID, ThizkY., EEELTWSA—ILY
— N\, BEFAA—ILOEEY—/NELTEHEEENGIEEINSZ &
PHEEFRBICTHES TS —A—ILHEGEEZREL TS ETIELRITDA—
IWDEEBICES ZEICKDREZHSCIENTES,

Q) BX7 FLAEMZ
BRARREZ L TLWASRICEFEET7 FLRAZE, TDEFEEDT7 FLR
TREBCEEEDT FLRICEZH|ADED, ChITLY., BREREZ
LTWEEBEN, BEFTHICKIEELRPIS—A—ILOEENT
&, BAZHCIENTES,

6 O0P25B (Outbound Port 25 Blocking)

A —)LEEE(X, ISPOREA— LK ZEEET H-0. ZHED
ISPO A — LY —NZEFEHT ., BEITHKRET DA —ILY—ORY bRy
F2FHALTEEA—ILEEETSIENZL, COEEFEHRINDIPT
FLRIZ, RETERAEEHELICKVLWEIMIPZ RLATHS Z EAZLY,
CDEIGE, ISPOA—ILY—NZFERET. BIWIPT FLADFIVIRS
Nz — Do EEA—IIWNEEEEZTHILEHILET H5HEMN. 0P25B T
Hb

(1) L

A—ILEEIEEEFERA—ILY—/ D 25 FR— FIZAITTITHON S,
OP25B (& ISP D A —JLH—/\LUSNDEIR IP 7 FL X ZHDOHEFEN L ETD
ISPOFRY FT—045D 25 FR— FRIFIZRIESNDBEZENT 5,

ISP Y 0P25B #XEMd 5 &. X% ISP DEHLGIAETH>TH. #
D ISP 7HOU RO, £ - EZRFOTHIVITA—ILZEET S
ENTELGLGEL>TLED,

INITHNT B8, Z<D ISP TIK. A—ILEERAKR—F 25 F L
(TR, A—)LIEFEAAR— 587 & (XK. 465 &) ZFRELHEAE (SMTP
AUTH) #BELTRHEELTWLS, 8. ChZEFARIHICEFAEDE



Para o

F1E

FALTWAA—ILY I FOEREEENADETHY . 587 & (XIE 465 &)
R— FDFEANTARELGA—ILY T FEAVTWAESIZIEENI AT
BA—=ILY T F~DEENDLELELE D,

(2) OP25B DFRRE
OP25B DB AFRFE A —ILEFHLICKEGHRZ EIFTE A
OP25B ZREBEAD ISP ML IERFZITHRBA—IILNEEFE SN TLEHERN
HY., REA—IJWERICHEITUTOX S GRENZET N D,
7 KRBAD ISP TOEEID 0P25B MDEA

1 BHANDER
H—ERFRICHTEIZZAADENGENBATEHEYERL
TULEL, BAEOEKZA—ILAEEMICEZN &ML, BIDISP
THOEREDOP2BEARLED-HDERFEHZEDRIENBETH D,

) ISPRHDA—ILADXFEKRDEA
OP2BZEALTH., TDISPEHNEBBTHHIAERA—ILEEFED.
ISPOZEA—INY—NABZITEKBA—LEEDLIIENTEDD.
ISPHD A —LADFEDEANEEN D,

I FRABE~DEM
OP25BM | A [Z{E 5587F (F1=1%465%F) R— FFIADI=HIZITF
REODRENDLEIZRY., ANT 2BENDH D,



Para o

F1E

B2 REAILREHLEO-HDFKMER
ZEATE., KBRA—IWZEHLD-D, UTOHETERA—ILEZTO
VI T HORIREZHHT 2FOHEKEZEL TS,

1 RBA-ILOFRERFT Z =HE
EREA—IILDFETHD TKEZEE] © EEFBA] ZREL. RIEZEH
HTDHETHSD,

(1) EfEA—ILZIEHK

REA—JLEKREIZEESNZZ EAZ VO, BEDIPZ FLAHM
H—EHBRICEEINDIA—IDZERNEELZBR -GG, ZE%
HEHTDHED,

fzt=L. ¥ ~HEREM TERERERROEZY a3 E—8BYMHL.
BEGLT. JIOBMIPZ FLRAFIWMIET S LT, HFEDIPZFLR
NODZEHERLOT T —RAOERY bRy FEFIRALTI1ELE-YDZE
BHEROLTT—ADBNHD, COESET—RXIZIEXZDFETIEHREHA
RETHD, CDF=H. *—ILT7 RLADO KA VELMATEETDOR—
HEFE L., ZERMEITLIFELEDAL TS,

(2) T5—A—ILZE
BHEDIP7 FLANGIHEEFAGA —ILEZSHRZET H5HE SN THI
HI2HETHD, WETHA—IILEZZELERIZ. TOIPT FLAD
HRODZEEZZTR/ITHAHEZEE L., SBEFHAA—ILAZMEEIZIE
ZDIP7 FLADLDA—ILDREZTHEVELIIZTTEELD,

2 ZEA—IOARIZEK BHIH
REA— LA BHEAST (A—ILEE (4 X) . IRL OFEZE) (C
KV, ZEEZHEITS5HETHD,

(1) A—=ILBEIZ & S|
ZEA—ILDEE (VA4 X) ITLKYFHIETHEHD, BIRERFORE

ENFEREECH-OICLRIEZBADIBTED A —ILO, HIZTFRIEICTH
FEWREDA—ILERELLGWVELIIZT S,

(2) DFT7AIVEEIZ L D HIE
AR T7AINDEEIZCEIYFHTEIED, T T 7AILIZOAILRE
ENRFAFEINTWSEELHS=-H. TOREDOHIEZEHNELTLS,



i

#

(3) URL DA EIC &L B Hf
YA hAEENTZL RL OFEICEYFHETEED, RLZEVY VY
TEHZEFICKDFARELGY A bADEROBLEZEME LTS,

LML, REEDA -V ERETILENHDEE, FHET7AILN
DBEGEE, RL MBERGESHARBENICHDE DD, ChLDAHEIC
FAORIGTIH, BEDA—ILDERICFEERT CELEHD,

@) ¥F—7—F (TS99 7T—F) I2&k5HH

A=AV T FLFAXPIZHEEDF—T—FHNFEET LD EHX
MA—JLEHIFEL., FlEHTE2ED, RBRA—ILDFIFEIZHE=Y ., SET
—AR—REFIAT IRENGL, ZIEEZED PC LTEET HA—ILY D
FTHEASINZZEAZLY,

F—J— FHFEIX, KE, RBA—ILZFHETEEHDIDTIEHEL,

A—=ILOARBICKH LIRS TO-ODHETH LN, SOHDOHEMNLERTE
kY., £, HOFIEHEMOEBRTIHRTA FUR MEHAEDE S
CEICkY, RBA-WHERME LTI TOBETIEDELD, A
— VAN THET SEEICIE. EHELEA—ILERBRA—JLERHELRE
WS, EHDF—T—FTOFHIE. TDMhDEH (IRL OFEE) L
HEOERLHE. RITA M)A MEHALEHIEZTI ZEAMEMT
H5

HE. BEEHHEEHIT. AEIZIFHETEEZN PCOY D I~'C(i+|1.m

TEHRVWXFEINNEFAL, 7599 T—FTIEBEWERHKEIES'S
ﬁ&éo:@twsﬁ%va—PEHfﬁ%%—»%ﬂE?é@f@
B, BHOEFHZHAEHOETHETALSICLTECEDRNTH
%o

HE . AVYSALTHERETAIREELTIE, —BUIZLUTOLS HIEH

nNHbd,
- XEHE (from) ZRLR, FEBEKRAAY

- 4 (subject)

- 585t (to) . BE L& (co)

- HEF (date)

* Received 7 4 —JL K

- PRERA YA (THFRA MK, XFa—F. FRAA-ILY T +EH)

TE,



=

FT1E

(B) RHEA—)LT 4 ILA
RBTHORBEA—NUD LD LIEZERICEDVTA—ILONBTERE
L. KEA—INESIMZTHITEL., HETLHEHD,
7 RATF7T4I)LA (Bayesian Filter)
A—IILZEBEBNERREHTE LA —ILEEITRE A —)LOF|EAE
ZECFE L, ABRA—ILTHINESI M EHEAFMIZHET HED,
“RBEA—=ILTHD” . “BEA—ILTIEHLY CHIFELEECRK
L UEBEOA—IILZEBMICHENT - 7BEL TV, FALKITSZ L
T. KEA—IILHEDORENEEY. FRABOFAKRICEHLERD
RMLGHENTE D,

A4 Ea—YRT49974I)L3F (Heuristic Filter)
AIANYEORXEBIT L., TIHLFoN-ERA LD
BEFIL—ILIZRVDAHIEL., EERBAREBEZEZ DIGEITHREK
A—ILEFIET DHHD,
Bl ZIEX., A—ILDiE bhf%t“ﬁ%”ﬁ%ﬁéhfbé
TReceived 7 4 —JL K] ZHEREL. “A—IDEITONDHBIETH—
To)Lb— (DETES) A—ILY—NZRALTNREEIE, KK
—»r%éﬁ&# LW EWVWSFIL—ILEEDZENTESD, T,
—ILAXIZE T, UBRLAZRAIN T SIHEEWOHIML A — )L TH
OE%ﬁﬁwéwiﬁ%%—wfﬁétﬂi?é”&Motw—wi
BB EELTED, CNODIL—ILERIEA—ILZFLE L., KEA—
L5 LE (likelihood) ZR#ié LTRERT D, TNENDA—)LIC
HLTIDRHBEERFL., HOIRBLULLG S -EDERERA—ILE
HEYT D,
COAHEDRRIEZ, EEBLEOEENFEREICKRELLEDLIAP, ELL
HFIFIT B &L HOBEUIZMIEBEZ LG NE, ZITRARZTA—)LEERH>THK
BMA—)LERBHRITDIT—ANEZRELIRLENVEWNSIATHD,

7 Y%A F ¥ T 4I)LA (Signature Filter)

ZHDAEBEA—ILDD, HOMLHERBA—ILEFEED T (¥
TrAFv?) #HHLTEE, ZELEA—ILOIDOELEFITS
LT, RBEA—LTHINZHETDED, VT4 Frid. EBED
REA—ILDSGEREND-HREI—DA—ILEZHEEIZHEINTEIDIX
LATHHH., BEOHANCHLEATETSELS5IRINT LS,

BRIDTRAF v T4IILEAIE, A vE—DDF R LB,
A—ILEEEN T AN FICLIBHEENS-OICHEAT HHIMLE R
DI/A4X] (AAV b, T, FREY) ITRITEDLII1T. F
FTAYE—OhS /A RXEZRELTARAYILLVIEL, BLWXEERS%E

?OREA—ILEBFMTFETHON L LAEXFIORESI O INEL VG EDRET—42
EnZ &



Para o
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HELTZEORBEVITRAF Yy T—EAR—RELETLHEITLY,
RBEA—INESHEZHETIAREL2>TWD, AvtE—DD2KE
EREMIZHELEW=O, TZ4ILE2YVTEREITEL, A —ILIR
TLOEBEIZLDEELI VLG, VWS RTLNTF—TUREH
9 5,

COFEDNREBEF, BREIELTWEBHFORBA—JLIZHLTE
WY RN TERLVITRAF v T—EAR—ADEEIZIE, yO—N
IWLURILTOREFXRFHNIBETHY .. FARNOBREMLEEHZE
[CITVWEANMHDOETEZH<CLENHLIRATH D,

RUSHRBETIHNEKRERICEELRCLIEIZOEREETHY . R
BEERBRL. FIAEAZEIRET A vE—U0 kb LN ELEEK O
ETFREBADCEPVDETH D, TD=H. Hifiz/NT 0 R&L<H
HAEDLETREIZHBME IANLE YT EREITS, RaTHOGE
[Z1E. RB/A—JLEHTETDRAT7EFAENERETEEL5I1ZT S
BEIZKY., MATHERREZRET SLD. BENLGRERA—ILY
MEEOEMZRALIETWC I ENKRDONS,

6) RLa>TroyhT3ly

A—AEAXRIZEEND RL TYVISnl=HYA FORBZEFTMEL.
RBRA-VDOFHELGIEGFORENI VT UV EELHEE. REA
—ILEHIET HHD,

HFIEIF. RUFHRMET S RL T3V VRMEZEA—ILDOFIZE
FNDd RL LZHRLTITS. ZEEVNERMICTELGXFEANTH
gLV, ENFLED7 FLRICHREZR RL ZELYLTULMV=&L
T3, AvytE—TICEHAENT- URL ZEMEICHE L. ERICELND
CEICHEBRYY V) THRTBH. 71490 T8 OMLEIZE DN S,
—REEIIZ, RREA—ILIZIE URL AEEREN=3DAZ V=, HIEAK
ELTEHEUTHS, LHOL. COEIBRELGYS FDSATHAY
WIEEMN K. URL Y CIZEIE L TLFE S -6 duR G XIS & i ie T
—AR—ADEHNBEATH S,

3 EIETTIEERIC & S HIEH
A—LDEETERESRL. ZEHEIT LD,

(1) 75v% 1 )X+ (RBL: Realtime Black List)
REA—)LDZFEETELTHONDS IP FRLREZEFTEDH-TS VY
JRAKMZIEENS IP FELADNGLGDA—)LE, REA—-ILEHET S
%wo

® phishing: T#8Y )] #8BT S fishing LFFHOFON kSNl EVWSEKRD
sophisticated #&ht-1E:E,



1:&:

I%—

HAERHEBEAEZ < D RBL #IRELTH Y. Thio AT 01—
BTHD, ZETD IP 7 FLAM, FIFAT S RBL IZE&EFTIhTLRBA
2. ZBTHIA—IIERBRA—ILEHITET B,

EETD IP ZFRLRIEZEA—ILY—/N\DA—ILZEVNEDORYD
R THIBT 22 DD, A—ILAXEZELTTIC, BOMNITHREA—
IWEIEZTOCENTE, ZEA—ILY—NEOUNEBAEFTNDLEN &
NEHTHD, LML, TS5V IR MADZEEICIE, BEHFOTHEM
NEHZ LD, B IP FRLABEFRINTLES L. TDE., £D
IP 7 FLRZEIY B ToN-BERGIRAENSDA—ILEEEA—)L
CHIESNTLES CLEDORBEEHY. 7539V VR MDHTDRK
A—LEIFEIZITOIRETIEHLE L., thDHIEEMOBRT HHRTA LU R
FEDBHRLBETH D,

2) JL—Y R+

FZEA—ILY—I\DA—)LEZELEBEIC. BAMOEEA—ILY—N
NODBEICITIERICEREZTL. REZDA—ILY—N\HLDEHEEIC
FEIEZ—FMICEET 53D, REGLEEBRDA—ILY—/\IE, $E
BREZHEDICHKD., DLRICEEZBERTTI SN, FEGA—IILY—
NDFZE, BEREITLEWI ENE W =H, XBXA—LETOVHI TES,

DTL—YRAMDRAIE, EHBEA—ILTH->TH, BEITA—I
FZITR 2 EDTVWANGDA—)LIE, ZEIFAHMEHEILZELTLE
SEVNSHTHD,

(3) JEL: I‘)"f/ul..n

HREA—)JLIEEFIL. ZIEBITA—IILZHIEI-HIZEEEZES
BISURIZERENTEHE, FEFASAVEHFMLTEETHEN
ZW\, ZIERATIOFEMERHETEDLLSICTTEIDONEERAA VEEE
BiiTHd, EIEFAA VEFERIZCK T, SEMEHIESINIA—)L
FZELTZVWEORENEND K SI21E 5,

EE FA A UFRREEMICIE, EETD IP PRLRZFATLHIRY b
T—OR—RDEDEEEBFNMERTIEFELEZFIRTHELDONH DS,

T Y RIT—=OR—XMiEE FAA FREEEMT (SPF.~Sender ID)
ZELEZA—ILDREEEA—ILT RLADRAAS VH EZEET IP
7 ELRD, EEAA—ILY—NEEBENEZELI-LDE—HT HH

ESMTRIETHEMTH D,

BEERTIE, A—ILT7RLRDORASVRECDA—ILEREET S
P—\D IP 7 FLRAEDEETFEHRE DNS H—NIZEET 5, B
Sht-15#%E SPF (Sender Policy Framework) La— K& ULvS5, SPF
La—FKIZIX, ZETXTRARLE® IP ZFRLRABLU., ZETXTMNCH
HIZT—HBMLI-EEDRIAERELETET ., —A. ZIEAITIX., A—



1:&:

I%—

ILZERIC, ZEFBEHRMOSHELIZ AL B TDINS ™5 SPF LO
—FZmWMEBL, EEFTX IP ZFRLAA SPF La— K1 DIZ—HT
EMESINERIIL. BREEDHEZEITI. Ff=. SPF O LGIHEHICH
f- 34712 (% Sender 1D A3 5,

ZDAEIE, EERIO DNS ~D SPF La— KEMESFEMIZBITS
ZEA—ILDEEEBRRRILTRETETSII LML, BEFERZHA
T5HDITHER, LBEHEANBTZTH D,

COFEDHERIE. A —ILERER & CTRERKNEL - FEIC
EET IP 7FRLADAEDLY, BRBEETELLLLIRTHDH. REK
ELTIEH2DODHEENH S,

1 DIXEETTTEEBRREETMASIAETH D, AT, X
EBRBMEGEETDA—ILT FLADORAL VICEEBRZTEETHL
(X, ZEATIEXEGETD FAS U ERIETHEICHEDLIDT, AT
DEALUNRY FT—OR—ZADEE FAA VBRI LT
WHIXFREENTE S, CDZE. EEERREEMICETHAITLE
SE. EEEATHRERRAICHESI=I S —A—IILHERET EERIELTIL
—JLTLESHEEMELAH D, TDI1=0., ELERFICEZTHBZ DA —IL
T RLAOA—HAIN— bR ZZEFD ERERESINT) A—IL
FRELREEFHDEDIZLT, ZDA—I)LT FLRSEIZTT—A—)L
ELTRSTCERBEEEELEVWEWVNS=AEEMAEANEL
A

£33 120, BEETEETDA—ILT FLRAZERTA FJ R KC
AMMTEERAAVBIHAZ LA, FEEZOEEZFALEGENTR
ETHLEVWSHETH D,

A4 BFEBEBBN—RADZEE FA A RS

EREA— I — /B TLRARESEMZANVTEE AL VDR
SEETS L DTHY . DKIM (Domain keys Identified Mail) &LyS5,
EEAITIK, HoMLHBE RAAS UIZHT H0E8%E DNS H—/3\|(Z
BT D, BIEA =Y —/NIE, A—LEERKIZ, 1ETOWERT
BFERZTERL. BEERFEREELITA—ILAYAITHHMLTEET
Bo

ZEATIE., A—IAYSIOLDEFELLBEAEFRFERMYEL.
DNS 4—/\DM o NBARZREBT 5. ELE-AHBEEZFE->T. BEER
MR- TCEFEBRETEILT 5,

DKIMIE., A —ILEREIC K DEERBREENH > THLEFERANAEN
HWVBYELCEIETE, MATHA—IILAXDHSALRMTEDSLL
EDFELRHEN., BAIZCH=->TIE, ZERTHEROIEREE.
EZERMTRERA: B4R, &L UEKEZEMT ILELDH
U, SPFICEERZ EMEXMICEADIR FAKEVE VDA TILNVS,

10



=

FT1E

D BBIIEDA—)LNEDOZEL

REICTEEAI 2 A—LIFEELEWNI LIZHE DI, WEDZEEFR
A UBHVARATLTIE, BBEICTERLED=FERA—I)L], BT
EEMNE=BD=FFFA—IL] EERBT LEEZLLY,

RIEARDFET AFIAERRICEOTIE, A—IILZEENEEEDR
TED A= JLERRE7Z FLA from)] @O KA AL UAHEHESATLNT
HERAELABEILTLESHEL. REINFA—ILPOA—YUTYR

RFEISE DN A— LD, BREEICHELGFRMeEFRICEETHTZ 5N,
EROA—ILTH->THRIIZKRERT H5ELH D,

T, ZEATHREFICRYDLSOBNILERIEICKKT S5 ENHHH.
ZIEACRAEXKEHE L-BARHGEDHEREZEEMU~NT s — KNy
D3 51BN ENO. EER TRIERBMODERZEROMNIZIEIEL.
FHROEBARICTDZENTELRVWLEEDOHELDH S,

CNERRT B1=0. 2 DDOHERE

- REETELEN A —IILORFEVWEEERTRELAKT D

- ZEAEFIAREINEEICEDVTRIEL, BIATEHLNE

FIr L= BHRF L EEAANED
FREIAS, BIREDEEREA—IIERET FLA (from) D KA A ‘/
E LT, SPF RU DKIM OEBEIERZFIFH L TH—MICNIEST R0
IMOIEAIRK & LT DMARC (Domain-based Message Authentlcatlon,
Reporting, and Conformance) MWETE N -,

DMARC*(&, SPF & DKIM MEEEHERZFIAL T, HRAMITEE R A
VR EITORMTH S, DNARC TlX., FTBEEIZEKBL-ZBEDA—IL
DEFEWNEZEERTRY)O—ELTEETES, chnlzkY, BYT
FLAERGMBEELLEDA—ILICH L TIE, ZIFELGELNE NS5
WRYS—%ZEQIIEZRADENTES, 512, EEADRFAA
VEBEDRY) D—REDHIEERT5=0IZ. A —I)LRERILERE
BRE. BEANRET DHIWEITEETET S, EERITO DNARC EA
(X, BEIC SPF %A ULME DKIM ZEA L TLWNIEBZTH S A, ZEA
TOEAICITNEB#EEDEBMABEIZLE S,

T RSN BA—ILDIEIE F A A FREEH

CNETIZEHBELEE FA A VREEBMIEEEY— /B ZEY
—NIZEEREEINEA—ILIZHLTIES LB, XL ETH
RICHDY—N\DNELFA—ILIZH LTIXELLKRBEETELR LGS
nH-o1=,

COMBBEHERIT DM &L T, ARC (The Authenticated
Received Chain) MEEINT=,

ARCEEE LA —ILY—NIE, BRIOA—ILY—/INEDERTD

4 [ETF i 5 RFC7489 & L THEHEA QSN TLNS
5 IETF A/ i5 RFC8617 & L THARMNABRFHSATLNS
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AR EERID A — LY —/\H{Tof= ARC FREIDERZF-THEDL
D ARC SBEEF1THLN, FOREEZ ARCAY Sty FELTERERBMIIA

yAIZAML., BFERT S, chlckY ., EBRERKIZHA > TEED
EBHEAERIN, BYIDZEY— I\ ITo-REDFIAEREFERED
EE Y—I\MMEBETHILENTE, EELGA—IILDEETHNIE. &
EETEHEIE FAA VBIENRIT 5,

(4) LEaxT— 3> (Reputation)
EEOKZRA—IILDFEREEIZEEL: [EHAE (LEaT—Y3Y)
T—4%1 ZHWVWT, IP 7 FLARIEA—ILHARAL TELHY—/\DIER
MHREA—)LHEEITIHD,
B+AHEDA—ILEETOY—/NIIH L T, ‘f@LEEJﬁfJ\%i&ﬁ
A—=IEE =N ESHZFHEL, A—ILEENEF—2, =TT
OF 2 0tEXa7THWA=ILY—/I\DFEE, Ayvt— */(DJJ:. U
ERREDT—EANLLEaAT— a3 nfFIrEToT. EAE (L
Eas—3y) T—32&EHKT 5,

(5) IP25B (Inbound Port 25 Blocking)

REA—)LFEEL, BE IP7RFLRZEVIRONT-, 228% ISP D
A=Y —N\EFEHT, B IP 7FRLAMLERY b3y FEZFIALE
BA—IEEZTIZENH D, ZEROD ISP A, CHAODEIMIP 7R
LAMNLDEFEETA I T 50N IP25B TH S,

OP25B (X, ISP AE Ry FT—U MDDy hT—0 12, Bt A—
IWH—NZEZZEBLLEWVWHN IP ZRELAMDA—ILEEZITHELL
325D THAHADIZx L., IP25B (X, ZDHIZ, by FDO—5
D IP ZRELAMGERY FT—JIZEESNA—-IILERELL

ELWSIEDTH D,

=L, Ay FREho ISP OFHH IP 7 KL XIZEHT H1EHRIE.
BERIZE ISP ACERBTILELNHLSIDT., BINREZEHT IP2SB %
SEEICERTLSH_EIIR#ETH S,

4 BHIFERFIED =D H FERRS

REEA—)LZH|FET HEEICIE. UTD2EY ORHELFEELEF D,

T RBEA—)LFELHGA—)LERHTET S (false negative)

A4 EHHBA—)LEREA—)LLBRFIFES S (false positive)

TFEAIEML—FATOBERIZHY .. KBRA—ILFIENEOHIZE T HIE
ML, KHA—ILFIEZRELITO EAMDEMT S,

CDH6, ERLBBELEIDIEADBENZNESINEIH, 1 D5
HIFEIE, EROA—IILZEERAEDERZTIC. TOZEFICE->TIE
RBEA—IWEFBOBVWEREHLNMCHDUR T YT LTEE, ZOD
BERZETCA—NZEZZELILERIC. ThEBEXRHTESLGTINDELT
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F1E

REA—JLHENEZRNT S ETRBTHIENTED, CORIE
HERICHOMLORAELEERFZRIAMIRMEVS, BHE. &
HEFICHEWTIE, EEIIEEENKFTEZL LMD, FIREREAT
[FELSH—NRBERHTHRIAS IR MZERET S ELH D,

(1) RITALA YR+ GEEET FLAR - KAL)

— I TARDA FYR M FERTIDLEBEDLGORED—ERTH
Y, STl ZEBT FLAXIEIEEZEBED KA A U E&BEFETH1D,

EHATHEHINEKBRA—IIEFHESNESBHNETZFEMLTL HEE
FEExBHIT 5, BRICVRAMETERSEDSIDEARSZ TG L H. B/H
E (false positive) WD &E, R4 )R MZIEXREML T A
N—BHTH5,

BEHE. PC EDA—ILY T MIZIE, 7 FLAKRTEEL T H1XE 5K A
—IL7 FLRAZBEEFHMIZARTA )R MIEZFTEZ1LDLHD,

2) RITARIJRF (NYE [ AX)
BR2ZOEAXDPDF—T—FEEZHEIT LD,
A—URASUVEDEEEFICE, EEET FLR - FAS U ZEEHE

ALTWS3D3HY. TOXISGHEEFE. COFERERANT, #a©
AXHFIZEENDEDA—IIIADUEIZAFEOFXF—T—FKEYRA LT
VITEHEIENEMTHD,

5 ¥EZOULE
HREA—)LHEZDONEEL LT, ULTO4D20H5ENH S,

(1) Hip&
REA—JLEHTEINT-A—ILZHIERTS2ELD, HIENEETHNIE
K WLVA, RHIFE (false positive) ZEBET D ERIHAKREFLY,

(2) BEITHILI~EE
EHGEA—IEEINT DA —ILITA LI TIEELEL, HOTAILFIZHE
E AR OR
RHITE (false positive) ZEELF-EDTHSH., ISP RT3
RHEA—)LARTIRESNATVEA—ILITHIILEDFREDIGE. EEH.
ISPOEZIAHIEIZTIEALTFIVITRARENRH S,

@) FRYLY
ISP AREA—LHEREE. A—LOBARIHEAYFISEEY
b0, FIZIE, HEICESELHBE. HEORDIT EWAKU] Z0
XFEEMAMT B,
COFEG. RIEEEEXE PC LD A—LY T FTOES HLEE
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TEHIEL, RYUEDBETDON—V ZHIEDUNENTESLLSI(IZT
BHZET, FYFELWDOTVLWEDELD,

4) A=Y T ADTS 2 FEHEDRT
LEF}4JNJIﬁWLF —ILOZFNITHIE L TLENA—)LIC
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—C:Els —fRICIX, BRICIERTINEGEL, ZDRH, A—ILZEI—Y
[EIZEA—IILDZBEEICHIILTWWADONESIH, 512, TILTWLWS
ELIELEDRFALVIZHLTHEILI-ONERZICHMAZEIEITER
W, COMBEEMRRT H5FEEL T, BIMI (Brand Indicators for
Message Identification) MIRIGIEAEDH SN TLNS,

BIMISIZEWTIX, ZEEB/D KAA A —FIE, BEEICHTI LB EIC
REIREITSUFREE (Fa4ay, O35 E) OEEBT—42 %367
URI % DNS H—/\IZ&EER L TH <, Z{EM/HY—/\IL DMARC E£7=I1E ARC D
FREEICAEIIL., D, R —REAREULDEEIC. COBEET—
REA—=)JLIZHAML, A=Y T RIZHL, FOEBRERRINE L
ZHETRT %o A=Y I M ZDEBRERZEA—INEELITRTT ST
ET, A—HIEXEFDA—IDED FAA VTRIICHI LI AR5
[ZH1Y . ZTORDIFWEHIEFTHIENTELSITE S,

COEMDIERIE. DNS ZF AT SEMICEBE LS. DNS DtEF 1)
TAICEATE2EDODIEMN, BIERAA VBABRMICEBLI=ZRESIS D
FALODWX U RAAVIZETHE00HB, 2FY, HBEIS UK
DEAAVRBIZEBMLEEFAASA VREZEEEZELT, FEFAA VDT
HDHREZITWV., LIV FERLEBREZHZE LGS, A—)Ld1—
FIICDBEA I ZEELA—ILERBTHAREELAEEBICTLNE LY
SHEETHD, CORIEERERT 51=6IZ, BIMI TIEXEIT., AL E
TS5V FIEEBDEFOELSENERTETLEICOARITINSIIHE
(VMC (Verified Mark Certificates)) Z#EFLI=-EERD KA A F
— M, B T—2OMRELELICTDIRAEDFRELZIEET HEHEA
MRESNh, ERAMNBEE LTS,

6 IETF M5 Draft & L THEZARBHAETh TS

TRAA VRZRBSEDEHIC, BRLGERD FA A VITKEEBFFP, RBRYDPT X
F BHZE Tm) KDY Trnl, Tal (5T7UXF) ORKDYIZ Tal (FYILXF) &)
ZRIAL-FAL V5,
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1 OP25BMDZENMEIZ{F 5 kR LD RAR

(1) HEDREICEHTIEERIPT FLARUKR—FESEVIBIEDH
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HYE, EETZEHEEALND,

2 FAAL VR ZZERTERET A EITHFEIERLDODREE

(1) FERAA VEREX., ZFHIZERNIE TEFA—ILDZEA—ILY—NIZEH
LT, EE.%)(_}[JO)ﬁL: I‘)"f /% nIE (FxzwvwPd) L. DLEIE—C%&L\%A
F—EDHEZET 5174A] LBIND,

(2) FEEFAAVRBIESNEFA—ILDOZERMTORIEL,
7 EERFAALDEE
14 BEHERDSRY VY
f?v«Uzb@#%#L§ﬁ<74w9U>7
DIEMICHITTERDIIENTES, VIZTDONTIE, HFEE (ZEH)
DERIENDLETH D,

(83) 7. A1DTAIZOVNTEH, BENDHEBEDRELXZBHLWVEY. NEEOM
% & BI1T4] I2&HT 5,
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(4) LHOL., ZETXTEZRELEEFA—INDORENERBA—ILTHEE. &
U, XBA—IDFEAENEERZHRBELTWWS I EEMS, EERFA
A VEBELTVDIEFA—INNIEI—FICZHOEITEEINTNS LHTE
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TaEEZEDON, EE A VRIEX. BHMOMEMN, TADESMEMNE
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(8) Ef=. 7. ADFIBITLEYBREIT S LLLLBEOHWEL, EERAA
VEVWSBIEDERBIFHRTHY. ISPELTOEMERD-OITHELRE
EHBADIDTHENI L, RUZDMOEEA —ILRARZM TIEIHISTE
BWEEAHAHZEMD. FROMEMELROOND,

(6) LI=A2T. 7. 1DTAIK. BEOHMERETTAICKIETILON, E
LEFBITA BEEREBEANEAHY) LBRTESLHDT, AFEORAEDHE
[CBEb YLLK, EETEHEEZEZDND,

3 IP25BOEMEIHF S EE LD RAE

(1) BEDBEICHITZEETIPZF FLARUR—FEES LV BREOMESE
HIEL. hD, HRBEOMEZLZ. BZA—IILOEKIET LV IEEED
EEFICRLTHALTWS DD, YEEDREZBLEVLRY., &E
DHME] = RT1TA] ITRATIHIEEZIOND,

(2) ZEAMOISPABESIRHT EIA—IILY—N\ZBEICEET LI EIZELEK
EEEDOHILEEBEDHTIERY FT—VD#HBEEICT+HoTHNIE, =
R —OZBEICHBEELTA—ILY—ERZEET S-HIZ, i
Y RID—ODEIPT FLAMNSDZEIZDOVWTRIEFEZEITS ELME.
WHEEMNERDOND,

(3) BREFISHIELELHBIEOHWEF, EEXT (RUFEE) IP7T FLRER
—FESTHY. BMNERDEOICRELGREIZELEFDLOTHY .. F
BROMBEAELEDOND,

(4) Lf=A>T. IP2BIX., BIENHWEREFTAICKETILID. ELETH

7/ GEZEMENERHY) LBINRTSLHOT, 4FEHOREDHEICH
HYGL, EETEDEZFAOND,
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4 DMARCEAIZEEY 5T BES

(1) DMARCZZEALTHZE. FAAVEBEQEZRN AN VEETEESN
BBEFA—IICEALT. ZIERD FA A VRN KRLIZZEDOERY HKL
F#EEETHL LB, RAAHBRICEATAHALR—FOE[MEA—ILT K
LRZEARAL, ZEY—/\DOoEFRLER— 28T 5,

(2) BFA—ILDZEY—NENT A UEREZITL., RETELGMES
[CE—EDHEZHEL., RATELVBEICEIT IEREZ. FAMUEEE
RIFZDEET HEICHET HITALHERSINLIEMD. TBIEOWE]
Z [RY1TH] ICRETEHEEA NS,

(3) HHFIZLBEFHDAEMESEIZE > TREDMEBEDIRZHRESIESC
Elx. OPZROMBIZHELELENC E, QREDHAENFTHEETH D Z M
5, RAIELTHINT ., EPLRERELIIBEBINLGL,

(4) f=12L. UTOEHEFF-THEICIE., BFFICLI2BEREICEDONT
RETHBETHo-TH, FIRABDENLEREZMBLE-IDEEZRS L
MmTE3,

FIAEMN, MEEF. FEICKRELTETESH L

FEDFEICHADLLT. TOMDRBEHEIR—THEHZ &

BEORNZE - SFEMBEEICIATINSZ L
FAA VEBSIDIRERIZCHRD LIR— b EEMAFT H5E. LR— FORABIC

BFA—ILNDAXRUVHEENEENLGINN L

DMARCOINEIZDWT., BRID TR EHAZITI L (BERBESEXEE

BAKICIRET HAEESEGRPICELEFHREICLDSI L)

H3 AN

N
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R A — L R E R RS (@E'%ﬁ%ﬁiﬂﬂ}ﬁﬁ%%gﬁ%) [X.
—IVERICETEENFEAEE R A VEBAITHDHEAT, EEE RE
LTW%,

REA—)LTIE, FEBBFREMHSZ, CHhZRETBICITEERAC Y
AN EMTHEN., TEDEHFEZLDA—INY—NTREHZHZTEAT
LBLENEETHD, EAICH-->TIX, BMTOFEMANS, A —ILOFBIRLE -
MARMAICIE L TEEIRELELE, EANLBEAFIEORNEBICONNTHELE
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F (Frk224%F) TH23BIZAFRLT=,

20011 &£ (FRk 23 &) 8 A 4 BIZ, &Y YPTULERIZTREEDIZT
—AEERIELIZE 2 lREAK LIz, S6I2, ERE - CARICHEERL.
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2010 & (FK 22 F) 9 AN L., BBEREZERT HPEXRIFRET SHHFEA
DFRBASMAFIR SN TE Y., 2010 £ (FpL 22 F) 11 Ahnld. BESERE
FLUNDEEANBIERS TN D,

THYTFELA—IIERTOTSL~EE R AL VRIABHERIER~]
[ZDWTIE, 2012 F (Fp245F) TARU 2013 % (FERL 25 &) 9 AICHET %
TU, EBOE=R ) VTN THhNT=,

Ft=. 2014 F (Fak 26 F) 9 AIZIE TEE A A FREEEAT W61 ZHEM
[CEFRA L THEIT WG Z#mex L=,

SEROBRIBEEL LT, TRRZBITCERZEDT LS,
- DMARC + Reputation+ Feedback
- A= LY —/N\BEAHE BN DTG
- T DD EAMTRIRT R

— T4V UTREDAYOE LTOREA—ILIEK (GYFTFEL ECHA
bR &)

—tF ) TAIZFELLGBOVEVS R T LDRIH
— Z DM EEBBICH L TRRITHIET 5 -HDEHREF LT EDKH
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shttps://www. dekyo. or. jp/soudan/contents/anti_spam/
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9 https://www.dekyo.or.jp/soudan/contents/anti_spam/
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Fit | H19/02 - - H17/11 | H19/07 |H17/11

G#t | H19/05 - - H18/06 | H18/10 |H18/06

Hit | H18/02 - H26/07 H18/02 | H18/12 |H18/02

Jit | H18/03 . - H17/12 | H18/03 |H17/11

Kt | H23/10 H23/09 H26/10 H18/06 | H18/06 |H18/03

L#t | H17/12 - - H18/03 | H18/12 |H18/08

M#t | H17/05 - H26/08 | H18/02 | H18/02 |H17/10

N#t | H18/05 - - H17/09 | H18/12 |H18/02

o#t | HI17/11 = H27/09 | H18/07 | H18/09 |H17/07

P | HI8/11 . - H17/01 | H18/07 |H18/06

Qit | H18/12 H17/07 H31/03 H18/06 | H19/01 |H18/06

R#t | H18/10 - - H17/03 | H17/03 |H17/03

s# | H19/11 R4/08 R4/08 H18/11 | H18/11 |H18/06
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Ei
w
1o

F2H REA—ILREHIEMKDORMERER

1 KEZEHIR
(1) M#t
—ERERNIZEEDY—/1 05, HEHWIRFEDI—HRICKEZEN
Thhf-5E. ETHIERIT 5,

(2) Q#t
—ERBRNICHEDI—YRICKEZEZITLHE IV —NITHL, BEZE
—RHISEES EHIEMEAZEA, RECIH LT, HERE~HTHEDE
EMEMNE NS,

(3) S#t
—ERFERAICHEDY—/\DD, HHVIHEDNDI—FIREICKEXEN
Thni=5a. REZFIRT S

2 FEEFTFIC & 5 FIE HIH
(1) FEERAA VRAEMEFALIHE
7 D#t

SPF. DKIM. DMARC MFRFEFERFHRALL . #ERZ A — LAY HITHHEL
TW3, F£1=. SPF. DKINDEEERERZFAL-7 1L 2 %, 20104
(ER 22 %) 12 A5, DMARC FREE#ERZFIAL =7 4 L2 % 2018
F(FERIIOF)LANLRBLTEY., EEFA A URMOBERICED
= (1% fREES D1 [DMARC AR o—IZitS ] BHEDEMEERT
TEHIENTED,

4 E#t
SPF R UADKIM [k BaXE A A UERBEE AN, HEREA—ILAVAIC
fT5ELTULS,

7 F#t
BHMNZELLZA—ILIZDOVWT, EETDIP7 FLRZHAEL. *
DIEREA—IAYEIAFMLTERET S,
HEAS UMD EEINIZA—ILIZHLTEH, A—ILY—/INTHEET
DBEZETL, ZTOFEREFA—INAYEIAFELTERET D,

I



Ei
w
1o

T Ji#t
2012 F (FERL244) 12 B, SPF, SenderID MEFRFIZEEME L., &
B %. Received-SPF Ay F ({5 L TLVA,
Frz. BHEA—IRAAS D ZZEETRE LIZA—ILIZDWNTIE, SPF &
Sender ID DERFEHFERZFMAL TIRY D TAHZENTESH Y —ERZH
|t

4 K#t
2011 & (FER23%) 10 b, SPF, DKIMDEREEEER L. R %
Authentication-Results Ny ZIZfFH5E LTS, 2014 F (FRK 26 F)
10 A A5 (3 DMARC DREEFER D1 5 2 Bta L 1=,

h Lt
SFP. SenderID MEREE e L. #EE % Authentication-Results AN
FIHELTWDS, =, BYTFELEHIBLI-A—IILEZRERA—ILE
LTI/RS CENTESZ 74 ILAFRIEL TS,

* Mt
2010 F (FEpk22%) 6 AN o SPF, DKIM DEBEEERZFHREEL . FER
FA—IANYFIZFFELTLS (Authentication-Results),
Ff=. 2011 & (FERL 23 &) 58h 5 Webmail EO—EBE@EIZHNT.,
HYUTELINTWEWA—ILOY—Y RTERHB LT,

2 Ntt
Bttt KA A VB TIZELN = A—)LIZDULNT SPF. DKIM,. DMARC m&Z:
HBREA—ILDAYEIEDICHEHEALTEZET 5,

‘r ot
SPFICKBEERAA UERIZEMB L., FREHBRE A —ILAY FIZH
5LTW%,

O Q#t
DKIM & SPF MERFIERFRALNT., ZEHE AL SN TNV IGEITHZY
DA—)VEREESTT 5, FEHEDA—ILT FLR - FAAL2IZTDLY
TESEFELLEWNMEESIEHEI R FELTRR 100 HEHETE D,
2020 F (SF24) 3 AN 5IXDMARC DIREFER DT 5 ERRA L 1=,
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Ei
w
1o

4 S#t
2022 &£ (%0 4 &) 8 BH 5 SPF, DKIM, DMARC MDERFEFER #HREE L .
BREA—IAAYFTIZFELTLS,
FERIC, BYUTELEHBLIA—ILEREA—)LELTRS C
EDRTEL T4 LAFRELTLS,

T H#t
2023 &£ (SF154) 10 BH 5 SPF. DKIM, DMARC (DEREF#% R #1&:E
L. EREZA-IAYFIZHELTLS,

2 IP7 RLRZFIRALEHE
7 F#t
TEGBIEZENT A-OICEETIP7FLADEREZRIT S
uRPF %{FFH,

14 Gt
2008 FF (FRL204F) 10 Ab D, REA—IILZEZKEITEETSHEET
IP7FLREZVRATLIZEY BEFIE L. REA—ILOEETLUND
HRETEIA—INWNZEBEMICTHRDS . F-LTERERA—IHERRATLEE
ALtz RBA—IILDEETEHESINIZGEIEX. A—ILHAEEIZLL
BANREINS Z EIEALY,

o J#t
20010 F (FRp22%F) SAML, RBA—ILEZKEICEETSIPTF
LRAEZVRTLTEEMICHAIL, EBRA—ILOEETUNNSEES
NBEA—)LZEBEMICRYFSEHEAZEALT-,

I Pt
W IP7 RLADA—=ILY—I\HMED A —)LEEITx L TIK, B
BEREZRIETDH, BEERICHA. BEFT > DDHERET 5,
BIEICBEEINTOEIGERA —JLEEY—/N\K, A—IILOBZEEZ
ADHBEVNEVNSIHEEEFRAL., REA—ILZEHDOEBEER >TLNS,

+ Q#xt

IP7 FLRAGEDFHIEREZEZRL. TORHMZEL EITEKRA—ILD
EEWEHET S,
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Ei
w
1o

A S+t
2022 % ([H45E) 8AMDL, REA—IWZTKREIZEFEITDIPTF
LAZVRATLTEHEMICHAIL, EEA—IILDEETUNDLEES
NEA—ILZBENIZRYKRS EHEAZEALL

Q) XEBFEWRZFAL-HE
7 Mitt
TFRLRT YO RHEA)RMIERLTHST FLALSME, £TH
BMA—ILITAIWFITIRY DT EoNDE (REFOT7 FLAMLEEFEEIND
A—=mJavy),

14 Oft
EEFETZRFLR From) BNFEELBWMEBEA—ILT FLANLD A —
IWDZEEEZEm, KA —ILIE, EIEET7 KLRX (From:) ZH#MH
LTWWBIGEMNE LV =H, EEEFT7 FLR (From:) AEELALA—
IWEREA—JLEHITEL, O A—ILY—N\LETRERET S,

7 Qft

(7) FEEET7 FLR (From)) AFEELGWLA —JLIEEEA —)LEFIFE L.
EIETT~ Reject BEZIRLZELALY,

€4) BHDIPF7ELAMNSD POP / SMTP / IMAP OFIFEZEZi1td 54
TJoaveE, 2011 FE (FR29%) 1 A& URH,
GBANLDA—ILY T FOFIAZEHIR)

(2) POP / SMTP / IMAP OFIFAZEMNICTSA T a %, 2018 F
(Fr302) 8 A& YR,
GRIBIZEBREC A —ILY 7 FOFAZEHIR)

T S+t
FADN 2 X THL, FEB—ANN—HAFELLZWFrom7 FL R
DA—IVIEREZEET 5.

(4) 1P25B Z=FIFA L F=#I%E
7 Fi#t
FHDOA—=ILH—NIIH LT, BRHEZST ISPODA =LY —NFEEZHE
HEY. BMIP7 FLANLEEEEIND A —ILERH, £, K~
v FEHBRFNORRET D,
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1 K%t
ISPEDA—ILY—NZREEES. B IPT FLANCEREESN
rA—-)LETOVY,

7 Qi
KF ISP o DIRFEIZK YEM, ISP DA — LY —N\FEZEBHET.
BMIP7 FLANGEREESNSGA—ILETOYY,

I M#t
ISPOH—NERBET. BWIP7RFLANLGEEEESINDA—)IL
=JOv7,

3 A—ILORNBIZLDHIE
(1) F—T—FK/A—ILBE/HKEFT77a41
7 Di#t

(7)) 7299 97—F
A—=IAYZBELIUA—IILAXFRITEELEZEFEDF—T—FHE
FNdA—I, Tl BELEEHA, BETRLR/FALDDHA

—)IZH LT HEERET 5] [TREdT 51 GEDEELERET HI &N

TED, ¥F—T7—FI(F 200 #. EHA. EEFTNETHN 1,000 4%

TZE5

(€) A*—ILBE
100M /N FETHDRELEFEULEDA —JLIZH LT IRITERS ]
fREtET &1 TEDEEERET S ENTED,

() ®™MI77141L
RMIT77AILDORK. J74 LB, 274G EEZFHELT.

BHELEA—IVICHLT 5T 5] TRFIT7AMILEHIBRT 5] &
EDEMEZRTETDHIENTED,

15



4 E#%t
(7) 7599 7—F
BEIR A —JLFIELIWA—ILT7 FLR (FfIEZFALY),
A—LDBBETNENRK 64 HEHETED, £z, TI3vPUXRE
[CERELEA—ILDREZTIEST X TE L A6,

7 Fi#t

(7)) EX2UT4V I FOREEREFERT S —EX
RABEOFERHEXIS CLICEKYEFAVTAYITREA VR R—IL
L. BZtEFXa12UTAVINIEENDIRBEA—ILT 4 LA HEEZEF
BT ENTES, RBRA—ILADORIGIE, 1 VA F—=ILLIZY T
MzEDZETS,

(1) A—ILOBEEHIKRY—EX
TANLAEREZFALA—ILOBFHHAKRZITS. EEFET7FLR
(From:), 38%7 FL X (To:). 4% (Subject:) FIchzx. 1—¥
DA —=ILDANY ZERIZIE CTHNCIEET S ENTES,

T Gt

(7) 73997—F

EEEA—ILT FLR (From: OEE—H, BIA—H (~THFED).
BA-H (~THRDD) TEELNTES, H#4 (Subject:) [EERH—
B (~Z280) ITLYEBENTES,

REEBIEX, TNENON, OFF ZUB TS, ZEEBLZEHTZE
HTERRKIOHUZFHEIT D ENTED,

Flz. BHARIC TREELEX] DNEFEND A —ILOREEELNTE S,

(€4) *—ILBE
ZEA—ILDYA XL EPZERERRENTES,

F Hzt
(7) 7599 7—F
ZITERY =< GEWBEFOEEE7 FLRX (From:), 44 (Subject:)
BEDANYFTEHEOEFHEZREL. FHICTHTIEFELIA—ILZBEETHN
[CHETLHENTED, FHIE. ZIEHFTLEOHOTHRKN 30 HETHE
EDIEETEET S ENTES,
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h J#t

(7) Tov99—F

EEZET7 FLAR (From:), 58E7 FLR (Tol), BELELET FL R
(Cc:). ¥4 (Subject:). &AX. Return-path: [CTEEDF—T— K%
BETEDOIRK 20 N3—2, DM, TREELEX] ORTVHD
A—JL, Becc TEEINTLKSA—I)L, %% (Subject:). RXHIZHEK
XRIFEADA—I)L (BARELED 2/ FXFZEFHEUNA—IL)
DZEESHRENTES,

* Kt

(7)) 7599 97—F

EEEZET FLR (From:), 38%ET7 FL X (To:). 4 (Subject:)
[CDONWT, BHXIE2 DETCHHEEE TREEETELERETE S,
RETELIEHHI2ODOETHOMHEEZ1IRTELT 100 R7, &3
200 4 ETHEBFEITHIENTE S, T I —FHPHAOHITHREER
BA=IDEBERET A EICEY, TRBA—IEHET S
L3y TES,

(€4) *—ILBE
HELEBEZBADA IR EEERHLTHIRELTE D,

7 Lt
(7)) 7599 7—F
EEEFET7 FLXR (From:), %7 FLR (Tol). BELEET7 FLR
(Cc:) 2D THRAL00 H&EEHFTES,

Mt
(7) 7599 7—K/A—-ILBE
EEBT7 FLR (From:), %7 FLR (Tol), ELEEXET FL R
(Cc:) . 4 (Subject:) RUA—ILDE=E (A—I)ILBE=EIZTDWTIE
#HiE) OS5EHICONT, BMXIIEAEETEE 100 NZ2—2F TR
BIESEHLLTERETHIENTES,
TAIWNRKA—FEES-ZEEETXHDOETELTE., £, EEE
7 KLR (From:), 4 (Subject:) EDAYFICEREEL A —IL
*—iEERTHEELTES,
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O N#t
(7) Tov99—F
EEHET7 FLR (From:)., #4 (Subject:) 22U T, FhFh 100
H., FEEDFXF—T7—FE#HXRETES,
Y O#t
(7) To2v999—F
ZITRYZHFELLGVEFOEEEFET7 FLX (From:), E%E7 KL
A (To:). BL%ELT7 FL R (CC:)., #4% (Subject:) HEDAY A
BHRICH L TEEDF—T—RFZH/ETED, RETETDEHHIL.
EEEZE7 FLX (From:) 1000 4FE T, &7 LR (To:) 100 4%
T. BL%EET7 FLR (CC:)100 #ET. #4 (Subject:) 500 #=xT.
ZTOMEEDAYHS (1~ 31 G5t 300 BFETELE D, £z, &
EEZE7 LR (From)), 3B%7 KL X (To:), ELHET FL X
(Cc:). 4% (Subject:) Mftti=+ . Received (FEHRLI=H—/\), *
—JILY T b8 (X-mailer:) G &, EBZEZHFLT DA —ILDAYE %I
FEEF CHHRHICKRETE S,
IHIT, 4 (Subject:) A7ELy, EEFHT FL R (From:) ALY,
RAEHELEXDRIDHAILGELZEESTEFHELTHRETE S,

(€4) A*—ILBE
ZIETHIA—INDT—RBENDLERE% . RR5M/NA FET 1N
FEMTEHRETE D,

L P#t
(7)) TS99 7—F/A—ILBE
EEBT LR (Frpm:) (&RKG5M@E). %7 FLR  (to!) XIFE
L3EET7 FLR (Cc:) (RKS5ME). 44 (Subject:) (mXS5E). %
DMEBEDAYF, A—ILBE (RAXSHE). *—ILVY T +E X-
mailer:) (RKXS5MH) OFHEZEEMIHEEZEERTOEFHZEKX
PHEETES,

A Q#t
(7) T2v97—F
AT FLARE A V2 EREREEHE L THERX 500 #E%
ETE 5
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+ R#t
(7) 7599 7—F
ZITRYZHELLGWVEFOEEEFET7 FLX (From:), %E%E7 KL
A (To:). BLEET7 FLR (Cc:). 44 (Subject:) ITHFx—T—F
FHBMX(IEEETHRETET D, 2RT7THARELEHTHERAK 100
HEFETLHIENTES,

Y Sttt
(7)) 7299 97—F
EREHREIT DA —ILTFLAR, FAAMVBZHRELTREESE
EMTES,

2) 741143

7 D#t
Ea—URTA4YIT4NE, RUSITRAF ¥ T 4IL 2%, 2004 5
(CERL16 ) 10 AN DR, ZIEA—ILDOAN Y F ORI DFERN, 5 KK
A= EERTIEL, RATA—EULOEEEFEZ 515
BICEKRA—ILELTHIET B, Flz. KBRA—ILFIFEOARIZK YK
BRA—IES/HOZRBEICHEIN, ThTh EET D) TRiET 5]
L2 DEBICIEEL-XFIEMNET L] BLEOBENRETE D,

14 E#t

2022 % (SF44E) 11 AL, Al R—XFBE X1 ToRAETY
CUFERA, Ea—VRTAVITANEIRIVTRAF YT 42 LB
FALT, A=Y —NET—HBLTEBEA—ILOELDHEEFITLY, X
A=V EHTFEEINA—IERBRA—ILTHILFIZBRELTI—TD
REFLVAICRESNGVKIITTEHIIENTES, £, HED%EE
[Zlspam] E W o= XFEMET S LB TED,

7 F#
(7)) Ea—YURTA4vIT4IL7A
a REA—)LODTOYIH—ER
RKEA—INAZ2aZTADNBHESNLIFERETICEHEA—ILEB
FEIEL, RBA IO Ty VT A—)LEF#A—ILY—/NL
[ZhEEE LT, FIFBEDREFLAICERESNEVNESIZT S, K45
DFEEEIZ[meiwaku] Z{FEE L CEIET A &£ TE B,

19



b AEA—JLOBBHES—EX
REA—)LEFHFN TS TRATPHHITL, TOREEAVAIC
FTETEHIIENTED, I—HRETH—EDNDRIATLULEDA—
ILDERIZ [meiwakul {1589 2 F 1 ATHE,

(4) LITRAF¥T4IL4
X2 T4V I FOREMREFERT 52U —EXIZE VTR,

I Gt

Ea—URTA4 I T4 AFRAORKERA—ILFIFELDOUITEKY.,
A=Y —NET—FELTEBEA—ILZHEL, REA-ILEHESH
f=A—JLIZIE, A—ILDHERIZ[spam] T H. HAHWEA—I)ILY—
NEIZHEZEBRA =L THILIANRERL., 2 —YHZET 5 &ML
ESICHLRETES, WHPREF. A —ILOHLI(Z[spam] Z{152T 5%
EIZHE2TW3,

KBEA—IILTAHILFIZfREES NI A—)LIT 14 BRRES NS,

4 H#t
Ea—YVRTAVIT4ILAEFEN, A—)LY—/NLETEHBEA—)L L
HIFT SNz A—ILIZH LT, HIEHRBREAVFICMHRT 5. TDE. #
ZiZ[meiwaku] Z4HEB L. A —ILY—NLEDRBA—ILTHILEARY 5

(+%,

h J#t
Ea—YVRT4vI 74 2%FFHAL. HoMLHEELLEEIZE
DEEZLUTIHLZHEL., —EOREFBI-HE. BEXFIOD
[spam] ZE& L A —ILDA—ILAYE (A—)LHR) [CEEMIZFFSL.
A=Y —NEDREBA—ILITHILIANRYDTEIENTE D,

I K#t

DOXRATF T4 IR EFALTEY., EBRA-IILHEELLT, &
5/ 8/ P/ BEDAIEREETHRETED, HIFERIZ. ZOHEREAVS
(2588 T B, A—ILH—/INEDRKRFEA— L THILEANRY DIFBHEN
TE5,

80



2 Lt

DR FYITANRICEDRBA—INWHETI DY (REA—ILE
BT HERMENE - T LEBERETICERRA—ILDHEETS B
D) ZFEAL. A=Y —NETREA—IDHEZTIZENATES,

7 M%t
(7)) Ea—YVRTA4YI 744
REA—JJHFET OOV EFERAL, A— LY —NLETHREA—LE
HIEL, MHEDEETERA —ILEHIESINEA—ILIZTBE THRE A
—LITALNFITIRYDIFDZENTED, RIS PR IMDHREL T
x5,

4) PTRAFvT4ILE
REA—IWHELIODY (BHORBA—IILFEDORBEHEL T
BERELEA-ILELERZITSIID,) ZHEAL. REA—ILOH
EZ1TIo

O Nt
DR AF N ITAINRIZEDEBRA—ILEIFEI OO (EKEA—)L
WEICEAT HIEREFINE - P LI-EREFTICER A —IILOHEZFT
S5HM) #FEAL. A—IILH—NLTEEA—JLDHIEEZITOIZEMN
TE5,

H O%t
(7)) RADF T4 ILA
REA—LAZI2a=TA4HLRESNDZY L TIVIZEDE, RB;A
—ILEBEHETHENTES,
Flz. AI—VEEPRBA—IILZBRELPLT UL SITWeb A—)L
NoBRETELIHENMEE ST,

4) Ea—YRTA4YIT1I)LA

RIEA DAY FTOERXDERN D RZA—ILORFHGEEZRD
7L, RAT7HEEE (90%TEE) ZEASGERITEKERA—ILE
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LTHET S ENTES,

v P#t

EEFTM. Ea—VRTAYITANE, PT=FxT4ILA,
URL FIE X ELVHIET S EMNTE D,

EEBERE. P7FLRAGBEETENER,. AvtE—DORE. 4
ytE—CDER. EEE. AT UVIZEES I RLAEEEN ST
AvtE—TUDEBRERZEEMICHREL. RBA—ILEFXIT7ELT
b, AATPHEEEZBA-BEICTHRERA—ILEHTET S, HEMEE,
ZEEDODMAMEICADE 4 LRIILLLRIRTE S,

X Q#t
(7)) RADCT T4 ILA
BHOREA—JILFHEI VDO UEZFRALEZEESLICTHEENDS
FERIANFAZRL., A —DBRZEA—IILODINSREA—)LETE
EITNIE. ZDA—IILDHEEETILIANEET L, LEOREA—IL
MoREA—ILEHETEHIENTE S,

(1) TRAF¥T4ILA
ZHOREA—IILFADRBREZHEL. BHFNICEKEA—ILT AL
A~NRYDTBHZENTES,
KA =)L EHET DEMHIE. QUHDRERA —)LIREDHEEIC L -
THFEONERZ. B - »HLEEREZSEICLTHRELTLS,

() Ea—VRTA4YI 744
BHOXRBA—JJLFHEI OO UEZFERAL, KEA—)LIZEHDROT
LVEFE, BECR, DAV MG EEERLTEE. RZHBEEHO—F
EULZERBZDERBA—IITAHILIANRYDFTFEIENTES,

(T) URL 5%fff
A—ILAXICEEEHE SN RL Z5HEL . BEELGY A FADFELH
B SN A —ILIERBEA =L T AW IANRY DT D, T, T4 v
VOWRLGEBEIVYBELHMTELLDIEIREZIERT 5,
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+ R#t
Ea—VRTA4YITANE, RUSTRAF ¥ T4 IL ATk BHREK
A—ILHEI O UEFERL, A—ILY—/NNETHREA—)LOHEZET
DTEMNTED, KEA—IEFIFELIZA—ILIZDOWNTIE., #H4AIC
[spam] Z{F5E 9 %o
Ftr-. A—I)LY—NLIZIREET B L TE 5,

Y S+ttt
Ea—YVRTA4 YT T4ILE, RUVITRAF ¥ T 4ILRIZKBEREK
A—LHTET U UEFERAL, A—ILY—NLTEBRA—ILOHIEELT
ST EMNTES,

@) R"ITA FUR b+
7 D#t
ZHRY EFETEHEFOA—ILT ELR/FASL U ERKT, 000 #&
xTE5,

4 Ett
ZITRYZFLETHIHFOA—ILT LR/ FAL VEHK 64 58
TE5,

7 F#t
EEEFET7ZFLR (From:), 38%7 FLX (To:). 44 (Subject:) ™
ZTNENIZDONTR 10044, 85300 %KX ETE 5,

I G#tft
EEHAREZITI CEICKYERRTERRE, EET L THEAK 300
HETERETE D,

- H#t
ANYFIERICEHEFRTEL. FSHICEHLI-BRICRET S, FHE
ElX. ZIEEBELETIEHLEDLET. FEDIEBFTHEXRIOEHIEET S
_EMTES,

83



A Jst
EEZT7RKLR (From). 3BET7 KL R (To!). BELEET KL X
(Cc:). 4 (Subject:). AX. Return-path:ITEBEDNF—7— K%
EBA0M) L. BUTBA—LERET ST ERTES,
E. BREMCARTBA—LOBERETHELTES,

* Kzt

EEEZFET7 FLR (From:), 3% 7 KL X (To:) 44 (Subject:) [Z
DVWTHEEDF—T—FEEETED, NAYRX b+ (K100 4) (25
ESNEHEDT FLANLDA—JLIZH LT, RKEA—ILEEET
BWKSIZTTEIEELTES,

4 L%t
EEE7Z LR (From:)., 3B%7 KL R (To:). ELBEWET7 KL X
(Cc:) ITDWTEARS00 HZEFTESD, ZIELI=A—ILDEKEA—ILT
HENENIELTITEKBRA —JLEIEDHNRINET B ENTE S,

7 M%t
EEET LR (From: )., 38%7 LR (To: ). 5BET7 FLR
(Cc: ). 44 (Subject:) RUA—IILDB=EDS5EHICONVTHEENF
—J—F (A—=)LBEICDOVTIIHE) %#. BEHMXIIHEEE TRIEHA
FHELTHRETED, RETTLFHOHIZL. ZEEBTOEKHELED
HTH&RK 100 4,

O ot
ZITERY ZHET HSHEFOEEFEET FLR (From), 5EBET7 FL R
(Tol). BLEET FLR (Cci). 4 (Subject:) I2F—D—FK%.
BMRIFHEETHEEL., 8512, 000 & TEHENTES, BFES
N7 RLADLDA—)LIZH LTIE, EBEA—JLEEZFITHELK S
2T B ENTES,

4 Pt
EEEBET7 FLX (From:) (mKX51M@). 38ET7 FLX (To:) XRIFEL
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5E5E7 LR (Cc:) (RKSME). ##& (Subject:) (HRASE). FED
ANy E (BRKSE). A—)LY T +8E X-mailer:) (RKSE) OFHh%
BENICHAEHOE TREEBDRHERK I HERETE D,
Y Q#t
EEET FLR (From:), 585%7 FLR (To: ), BEL%EET7 FL R
(Cc:). #%& (Subject:), AXITEENF—T—FERETED. &
EDT FLADNDDA—)LIZH LT, REA—LHEZITHENEL S
THELTED,

A Rt
HFOEEBEBT7 FLR (From: ), 387 FL R (To: ). BELIELT
KLR (Cc:). 4 (Subject:) I2Fx—D— FZHBEMXRXIFHEEETEHE
TZEb, 2R7THDEBFTEHETLEDOTEK 100 &I HIENTES,

+ St
A—=ILT7 FLR, FALVEEBELTCREHFATEFHERENTE S,

4 F|EZRONE
(1) D#t
EERAA UFREE. KEA—I, RET 7ML, F—T—FLGERTET 1
IWAEHIZTEBLIEZA—ILIZH LT, 4L AEBICEMEEZRET HZEMNT
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