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Research & Development of Quantum Crypt Technologies for Satellite Communications
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[Abstract]

In order to realize informationally secure key distribution between a flying object (e.g. low-earth
orbit satellite) and a portable optical ground station, we have developed the following three aspects.
The first one is quantum cryptographic communication technology based on Differential Phase-Shift
(DPS) modulation that is suitable for small equipment and high-speed communications. The second
one is physical layer encryption technology that is a spatial optical communication technology to
establish and maintain stable and high-precision cryptographic communication between a flying
object and a portable ground station. The final one is technology that integrates these two
technologies. In addition to these developments, we confirmed that encryption keys could be securely
delivered at speeds of 10 kbps or more with an effective total optical loss of about 50 dB in a field
environment between the International Space Station (ISS) and the portable optical ground station.

In this experiment, we acquired detailed data in the field environment which enable us to extract

future issues and derive design guidelines for construction of on-board satellites and actual

operational demonstration in space.
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