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Technology principles

# / N,

Maintaining an open, global and distributed
internet architecture to support innovation,
diversity, human-centricity and accessibility,
as well as interoperability across diverse
infrastructures

Upholding human rights universally, while
adopting specific measures for ensuring
ethical and safe Web 4.0 and virtual worlds

/
-

E ing the ion and deploy of
core internet protocols to support enhanced
speed, scalability and security, while
maintaining the interoperability of the
internet and backward compatibility

Ensuring a forward-looking, transparent,
inclusive and collaborative multistakeholder
approach, building on established
governance mechanisms

N

Fostering the development of global and
inclusive standards among legitimate
multistakeholder organisations, while
mitigating duplications and fragmentation,
promoting cohesion, inclusion and

Pricritising security in Web 4.0 and virtual
worlds to ensure responsiveness to
emerging cyber and hybrid risks

A / addressing diverse needs
i 7
Integrating accountability, transparency,
Prioritising privacy and data protection in user protaction and well-being by design
Web 4.0 and virtual worlds across services and systems to ensure
the trustworthiness of Web 4.0 and virtual
. worlds for users and society
hN
4 / N
4 Integrating secure practices, privacy-
Ensuring the accessibility of Web 4.0 and enhancing technologies and data
virtual worlds, while tackling global digital 5 controllability by design across services and
divides in terms of access, capabilities and systems to mitigate security and privacy
oulcomes risks and data ownership issues
N ™, e
.,
/

Ensuring a predictable and transparent
regulatory environment, interoperability and
counterbalancing monopeolistic practices to
foster innovation and fair competition, and to
harness new business opportunities in Web 4.0
and virtual worlds

Integrating sustainability by design across the
ICT technology stack to reduce energy
consumption, material use and waste

AN

s
-
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Pour des Métaverses de Respect et de Diversité
Propositions pratiques et outils de pré-remédiation, pour garantir un Metaverse de Respect, de
Diversité et d'Inclusion (par théme)

(Hi#L : Respect Zone®)
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inaugural-event-summary-june-2023.pdf (accessed June 3, 2025).

118 OECD. “The Human Future: What's on the Horizon?” OECD Website. 2024. https://cdn-
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9. 3 ARERMEIL, #FE 2 BT (Sincere Identity). ZZE7HFER (Safe Experience) .
%mﬂ%@%x(mummmeHmmnw)f&éo:mmf5ﬂ~z@ﬁ§ﬂ%@%%k
b+ 27012, &N~Z@zny2?A:%M#éﬁ&@ﬁ%¢&3ﬁ1kéﬂfwé
F7-8 j(;%&%? T. O=EIEME (Authenticity) .@ B (Autonomy) . @ H FEM: (Reciprocity) .
@7 7/1'/\‘/*~%E (Privacy Respect), @AY (Fairness). ©fE A H#{r# (Personal
Data Protection) . MEFEM: (Inclusivity) . @A K~DET (Responsibility for Future)
Tohd M,

127 Ministry of Science and ICT. “Announcing the Metaverse Code of Ethics.” Ministry of Science and ICT
Website.https://www.msit.go.kr/bbs/view.do?sCode=user&mld=113&mPid=112&pagelndex=&bbsSeqNo=9
4&nttSeqNo=3182405 (accessed June 28, 2025).
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L7ze ZOMRAFATHE, BUTRORE I A—T %P0, ST e 2528 LT, K
HARDOSAEM R 2224 « ATE - GO b & TEMAT 57, [Webd. 0 L AEHF{EZ Y — R
% EU BRI | IZB S5 23 DI_ENREI N, £ LT, K5I, EUTTRICL D [ALE
TEE LWMRAEHF D700 8 SOffifE#l & A (LUF, EU iR ) ITES< D& &
. BEUDBGRSNEE A B UBREZ ERIL L L TWnDH EEX LD,

X 51 [AIETEE LW D=0 8 S OAfE#L & JFHI

FREEDOM f_.)F CHOICE . ) SUSTAINABILITY
Thel use .Of Virtual Worlds isa free choice 2 The set-up and use of Virtual Worlds is
for individuals - without disadvantages

- environmental-friendly.
for those who are not participating.

HUMAN CENTERED HEALTH

3 Technalngical development and 4 Physical and mental human health as a

regulation Of Virtual Worlds lare serving fundamental pillar for the development and
and respecting the needs, rights, and use of Virtual Worlds

expectations of users.

EDUCATION & LITERACY SAFETY & SECURITY
Education, awareness-raising, and skills European citizens need to be kept safe
5 on how to use Virtual Worlds are put in 6 and secure, including the protection of
the center of Virtual Worlds' development. data and preventing manipulation and
| | theft.
| TRANSPARENCY |
1) Transparent regulations are INCLUSION
7 protecting people, their personal data, Equal accessibility for all citizens is
psychological and physical health. granted - regardless of age, income, skills,
2) The use of data (by third parties) is technological availability, country, etc.

| transparent.

(Hdt : BRINEBRSY A 1)

EU T EJFANL, OFIROBEHE (Freedom of choice). @FrfrAlHEME (Sustainability).
@ AR (Human centered) . @fdEHE (Health) . ®#ZE + V 7 7 > — (Education & Literacy) .
©ZeM-E¥x = U7 1 (Safety & Security) , @DEWIME (Transparency) , @ a1 FE: (Inclusion)

128 Center for Digital Ethics. “Explanation of the Basic Provisions of Metaverse Practical Ethics.”
https://sites.google.com/cdledu.org/m-ethics/(accessed May 28, 2025).

129 European Commission. “European Citizens’ Panel on Virtual Worlds - Final Report.” European
Commission Website. https://citizens.ec.europa.cu/european-citizens-panels/virtual-worlds-panel_en
(accessed June 28, 2025).
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202310 H . UAED AL T X ViR ) E— hU—2 47 ¢ A (Artificial Intelligence,
Digital Economy and Remote Work Applications Office) MDEET [EFfEHDH A X/ N—2AH
CHHE] 7 L—25 T —2 (Responsible Metaverse Self-Governance Framework)| &/&ET 5 H
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THELTWD EEZbND,

X 52 9 ->m H FHLHEH

Nine Principles Interoparabiity for
Ae

Proposed Self-Regulatory
Principles to Apply to the
Metaverse

Interoperability for Access

Privacy by Design and Default
Sustainability by Design
Reciprocity

Transparency for Trust

Fairness, Equality and Inclusiveness
Commitment to Diversity
Accountability

Safety by Design and Beneficence

(W8l UAE B A | 1)

BIRMICIZ, OF7 7B A~OFAEEMAM: (Interoperability for Access)., @7 7 A /N
—N_AFTY A« X457 3/ (Privacy by Design and Default). @xFHiC X B G vl

130 Eyropean Commission. “European Citizens’ Virtual Worlds Panel.” European Commission Website.
https://citizens.ec.europa.eu/virtual-worlds-panel_en (accessed June 28, 2025).

131 UAE Artificial Intelligence, Digital Economy and Remote Work Applications Office. “UAE’s Artificial
Intelligence Office Launches Responsible Metaverse Self-Governance Framework White Paper.” Ministry of
Cabinet Affairs Website. October 9, 2023. https://www.moca.gov.ae/en/media/news/uae-s-artificial-

intelligence-office-launches-responsible-metaverse-self-governance-framework-white-paper (accessed June
28,2025).
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REE (Sustainability by Design), @WHEM: (Reciprocity)., ®IFHHD 7z & D HI M

(Transparency for Trust). @K « %4 « AFEYE (Fairness, Equality and
Inclusiveness), DZ&AEME~D = v A kb (Commitment to Diversity), @7 H %
'Y 7 1 (Accountability), @& —77 4 /XA F ¥ A - BT (Safety by Design and
Beneficence) ™ 9> THh 5 %

@ FAYTLaL: AFNR—ADOMEES

RA YT Labld, 20234812 7 TAZAR—=R2B T 57V Z L (Digital Ethics in
the Metaverse) | CBHLTZHEAIE LIz, FLETIL, AFAA—2DF%E & FIRIZHLER
B E L2 L 9 DDIEEF (Key Guidelines) ARSIz, ZOFEEHE, [RIFLOHIIERFEERM
MHLE 720 | FENANDOHEMZELT 717 « ERFHEREBRNCY =7 g v 7 E2FE LT
RIE SHVAFED A Z R—= 2 D BERBEFER & L TOMNSEZRTHD Lo TS,
Faehix., 3% (Protection)|. ¥ = U7 ¢ (Security)]. [HfE (Responsibility)] @
3T IV —ZEEZRBY TAHHFLDOAZN=2] ZXZ2DHHDEEINTND,

53 KA VT LahdRAX—ADmPLFEE O

HUMAN-CENTRIC
METAVERSE

Human-centric guidelines may enhance acceptance among users

PROTECTION SECURITY RESPONSIBILITY

Problems affecting individual Security aspects within the Aspects of environmental,

wellbeing in and between the
metaverse and the physical
world

metaverse that impact the social. and economic
physical world responsibility within and with
the metaverse

Raising awareness through educational measures
(. A YT L an®)
9 HDFEFHNT. OEAD T =L —A 2 (Individual Well-being). @4 _TH AIZEH

I T 78 A (Access for All), @5 — X E#E (Data Sovereignty), @A X T 7 3
v DOFEAME (Transparency of Interactions). GOFf-EHIFE HAEM Social interactions) .

132 Access Partnership. “Access Partnership Contributes to Agile Nations Policy Paper on the Responsible
Metaverse Self-Governance Framework.” Access Partnership Website. 13 October 2023.
https://accesspartnership.com/access-partnership-contributes-to-agile-nations-policy-paper-on-the-
responsible-metaverse-self-governance-framework/ (accessed June 28, 2025).

133 Deutsche Telekom. “Our Vision for an Ethically Responsible Metaverse.” Deutsche Telekom Website.
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https://www.nist.gov/blogs/cybersecurity-insights/journey-immersive-frontier-preliminary-nist-research-cybersecurity-and
https://digital-strategy.ec.europa.eu/en/library/staff-working-document-information-insights-and-market-trends-web-40-and-virtual-worlds
https://digital-strategy.ec.europa.eu/en/library/staff-working-document-information-insights-and-market-trends-web-40-and-virtual-worlds
https://www.culture.gouv.fr/catalogue-des-demarches-et-subventions/appels-a-projets-candidatures/appel-a-projets-france-2030-culture-immersive-et-metavers
https://www.culture.gouv.fr/catalogue-des-demarches-et-subventions/appels-a-projets-candidatures/appel-a-projets-france-2030-culture-immersive-et-metavers
https://www.culture.gouv.fr/catalogue-des-demarches-et-subventions/appels-a-projets-candidatures/appel-a-projets-france-2030-culture-immersive-et-metavers
https://www.ofcom.org.uk/news-centre/2023/how-were-responding-to-renewed-interest-in-immersive-technologies
https://www.standards.org.au/news/virtual-fight-for-kids-safety-standards-australia-releases-landmark-draft-standard-to-protect-children-in-the-metaverse
https://www.msit.go.kr/eng/bbs/view.do?sCode=eng&mId=4&mPid=2&pageIndex=&bbsSeqNo=42&nttSeqNo=476&searchOpt=ALL&searchTxt=#:%7E:text=As%20COVID,and%20innovation%20in%20industrial%20structure
https://www.msit.go.kr/eng/bbs/view.do?sCode=eng&mId=4&mPid=2&pageIndex=&bbsSeqNo=42&nttSeqNo=476&searchOpt=ALL&searchTxt=#:%7E:text=As%20COVID,and%20innovation%20in%20industrial%20structure
http://www.caict.ac.cn/english/research/whitepapers/202312/P020231211384567117786.pdf
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