JO—nNIILEFEESEERBED-OOMEERSRE

Research and Development for Construction of a Global Quantum Cryptography Network
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[Abstract]

The recent acceleration in quantum computing research has raised concerns that data protected by
modern cryptography could be completely decrypted. To ensure the secure exchange of highly
confidential information on an intergovermental scale in the quantum computing era, this project
aims to establish fundamental technologies for realizing a network capable of quantum cryptographic
communications on a global scale.

Through our integrated R&D efforts in the aspects of quantum communication link, trusted node,
quantum relay, and wide-area quantum key distribution (QKD) network construction and operation,
we have established key technologies to achieve this goal. These include a simulated large-scale QKD
network with 100 nodes and 10,000 users and a high-speed QKD link of approximately 2.3 Mbps at a
distance of 45 km in a laboratory environment. A part of the developed technologies have been
demonstrated on installed fiber environments or on a testbed, Tokyo QKD Network. Furthermore, we

have proposed the achieved technical specifications to the ITU-T, many of which have been accepted

as its Recommendations.
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