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Al21labs

Highly efficient
processing & grounded
generation for long
context lengths

JAMBA
H MISTRAL
AI_

Specialized expert models
for agentic reasoning
and multimodal tasks

MISTRAL
MIXTRAL
PIXTRAL
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Frontier intelligence
and industry leading
price performance

NOVA

@ OpenAl

Automate tasks,
enhance creativity,
and solve complex
problems efficiently
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ANTHROP\C

Excels at complex
reasoning, code
generation, and
instruction following

CLAUDE

B poolside

Software engineering Al
for large enterprises

Coming soon

® cohere Wdeepseek ¢ Luma

Powering efficient,
multilingual Al agents with
advanced search & retrieval

COMMAND
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RERANK

72 Qwen

Advanced reasoning
with agentic
intelligence

QWEN

Advanced reasoning
models that solve complex
problems step-by-step

DEEPSEEK

stability.ai

Professional-grade
images with creative
control, deployable
at scale

STABLE DIFFUSION
STABLE IMAGE

High-quality video
generation with natural,
coherent motion &
ultra-realistic details

CTRL + F for video data:
unlock the full potential
of enterprise video assets

MARENGO
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N Meta

TwelvelLabs

Advanced image and
language reasoning

LLAMA

WRITER

Purpose-built mode
for building and
scaling Al age ts C
across the e
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«  Amazon Nova Lite, Sonic, Canvas, Reel

« Amazon Titan Text G1 — Express, Titan Embeddings G1 — Text, Titan Text
Embeddings V2, Rerank 1.0

- Anthropic Claude Haiku 3, Sonnet 3.5, Haiku 4.5, Sonnet 4.5 (JP-CRIS)

«  Amazon Cohere Embed v4, Embed English, Embed Multilingual, Rerank
3.5

« Open Al gpt-oss-120b, gpt-oss-20b
 DeepSeek DeepSeek-V3.1

» Qwen Qwen3 Coder 480B A35B Instruct, Qwen3-Coder-30B-A3B-Instt ruc
Qwen3 32B (dense), Qwen3 235B A22B 2507 e

https://docs.aws.amazon.com/bedrock/latest/userguide/models-regions.h’J 4
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OWASP TOP 10 for Large Language Model Applications - 2025

UPDATED TOP 10 THREAT LIST

https://genai.owasp.org/llm-top-10/
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OWASP top 10 threats

LLMO1: Prompt Injection

LLMO2: Sensitive information disclosure
LLMO3: Supply chain

LLMO4: Data & model poisoning

LLMO5: Improper output handling

LLMOG6: Excessive agency

LLMO7 System prompt leakage

LLMO8: Vector & embeddings weaknesses
LLMO9: Misinformation

LLM10: Unbounded consumption



OWASP Cic&E =11l CL\DUXRT & |
TDXMILZIRET I DHEFERICIRIE T SAWSH — EXDH LT

f ASP Threats . / Features to help mitigate OWASP threats
LLMO1T (Prompt Injection) Amazon Bedrock Guardrails (prompt attack)
LLMO2 (sensitive information disclosure) Amazon Bedrock Guardrails (sensitive data detection)
Amazon Bedrock Guardrails (Denied topics)
Amazon Bedrock Guardrails (custom words)
Amazon Bedrock Guardrails (regex)
IAM (controlled access to KB & source data)
Macie (detecting sensitive data)
LLMO3 (supply Chain) Amazon Bedrock CIRIE I I EFILTO/N\A T =710 > hDFIBE*
LLMO4 (pata and model poisoning) IAM
LLMO5 (Improper output handling) Amazon Bedrock Guardrails (profanity)
Amazon Bedrock Guardrails (sensitive data detection)
CodeGuru Security *q
Amazon Inspector* 3rd PartyET)LICHWVT, £
FILTO)INAF BT S
LLMOG6 (Excessive Agency) 1AM [ETIVER7TAD N =
i P N > TEFT/LZAWSI(C %A
LLMO7 (System prompt leakage) Amazon Bedrock CIgt 9 3 E /LT O/\AF =7 H D> hDHIE*1 L. AWSHEFILT /A
=N ot AERZEFITR
LLMOS8 (vector and embedding weaknesses) IAM W IEZIILTTOAT7HI>
LLMO9 (Misinformation) Amazon Bedrock Guardrails (Contextual grounding checks) 5i§;;ﬁgfggi§i§;$
Amazon Bedrock Guardrails (Automated reasoning checks) EL=x9.
LLM10 (Unbounded consumption) WAF & Shield
aWS © 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

N1



Agenda
1. AWSDERAIT—EX

2. AIREERS (CHITD. AIS AT LY, ST2l4. =IO BRELE
AWSHIEE U TULBXER

3. ¥



E D

AWST (. HRATIEEZRROER(CHIGEIREIR. TEIBERAIT —EXZRHELTZVEZZTL
S

ERAIZEDE K UXATRIB(FHX I EILLTLDTZ8. AWS(FAmazon Bedrock Guardrails
IREDHREZ 7Y T — MR UKITTULE T,

SEROERAIERDOARMEE LT, AIT->T 2~ Agentic AIDNVERSN D DH RN RS
NEI, I AT EULT, Agentic AITIE. FRURTEUT. 750X MEIRE]D HYEN
INREZFEIH(CRDEEZFET,

[ 7754 A2 NERE] - AIOBRPITEIN AR OB MEER & —E UV, RIEHERRDORIR. 77
D AEROERDY XD

AWSTI(&. Amazon Bedrock AgentCore& L YSAgentic Al —EXDIZEZRIE L. MCPHY—/\DE
I3, BIFOMCPH —)/\EDEIEICHITD. "Ridtzv > a>niEE. Amazon VPC #&#Ht. AWS
PrivateLink H7/R— b, 81N> bO—-ILRE. I>2A-—TS5AXTL— RDOtzF1 U7« #ie
J—H(IRHEMAIB L TVET,

29



Thank you!

Yoichi Takizawa

Director,
Japan Public Sector Tech Business unit,
Amazon Web Services Japan G.K.
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