Al 1

imARBIFORMEESZADESHEICHRS
t*i)F1BEDREL

— iR & H
(ERBEERIAHE | PRy FT— 0 RMEELEE)

520205
[y FT—2 DQIPEICHIE LI-BRBERRICHRSRMIEE) 55
NE KRR OB BEEE~DEREICFRLIEFL T EEDREL]

SM7E£12A8H



I PRy bI—ORBEESHRE

520205
[y FT7—2 DQIPEICHIE L=BRBERRICHRSRMIEE) 55
NERER OB BEEE~DEREICFRLIEFL T EEDREL]

BRI . . 4
EBE AR . ... 4
BRI . 4
B R e 6
1 BB E ... 6
1.1 BEY—EXDEEMRLEEXI)TAARKOEESE. ............... ... 6
1.2 BT tExa ) T BREDERTERE. ... 8
1.3 X2 )T+ HEODRELOBREIZERDAEBRE. ... ... 9
F2F [oTHBOEX LT RAEICETAIERRE .................. 10
2.1 loT #3530 (NOTICE) DM ... .. ..ot 10
2.2 loTH#BEXL)T AN UTHIE (JC-STAR) ... ... .......... 12
2.3 loT#BOEX1) TAXKICET BN ... 14
F3E WNERRFBORMBEICEMIRELXLVT A REDAE.......... 17
3.1 7Ot RHIERERE., ID//NNRD— FEREMEOREL................. 18
3.2 J7—LOTTFTEIMMEEORBEL. ... 19
3.3 RERA VAT I—R~NOYEB/FHET IV RXICEET HH8E......... .. 22
S 4 B 23

F4E FMBEESREFORANRMIBFOEE (BREE BIRRE IR
R R DI 25

B5F tXaUTqEFEOEM- - RELICRIEBEE.................. 27
BOE SRR ... 29



Al 1

Py FO—OBKMERE BER



I REEE

ERBEBEEZSEREEEMSHEE IP Ry FD)—V KR EREE (UT FE£]
EWS,) TIE. FRI1TENT ALY, BHREBEEEZSEBMFE 20205 T2y 7 —2
D IPAEIZHE LE-BRBEREICHR I EMEE] (FRL17 810 B 31 BEEM) [
DWTHEZIToTETLS,

AFEF. 2y FT—0D P LI-ERBEREICHRIBEMUEE] S
L IR EFIOENBREEEADOEEHIC R XL T A BEEDRELIIZDULT,
RKESAML 11 BIZHhITTRHESINI-FEES (FF86E., F88~F 91 M) IZHILVT
BRitSnt-HREZRMYFLEH-EDTH S,

I FEEOEK

ZEZOBAE, AR1DEEYTH D,

I #REHER

cNET. EES (F86[E., F88E~F90[E) %A L T lol #35FDimAR
BOBMBEEEADEESHEICRDI XA T A EEORELFICDODULTHETZITL.
MEEZWMYEFLDHT,
(1) ZEESTORKRE
D ¥£86EEESL ($MM7E5H138)
RO R EZE~ADBESEICRAIEF )T A EEDRELIZDNT,
BT ARERNEZZHEEL. AW HERESFORFREICRAREICHTHET) VT
#TH5EFRELT=,

@ %88MEEER ($M7E6H2418)
IR DOBRMBAEZFEADEESHEICHRDI T 1) T EEDOKRETEBEIZDOUL
T. NEFHEE. BREKELNSET ) VT %721,

® H8IEEES (SM7E8A4H)
E7VUIDEREZHFER. nRESFZOBRMNTEEE~ADESEIZFES X
TAHEEDODRELICEAT SR BEFIT o=,

@ FIOEEES (FMM7FE9AH29H)
HEBEEOBRERER . PRy I—VBHBEESHEE (B ORHE



121 T, AHE (R) ZERBEITHIT L E LT,

® FIEEEL ($M7E118278)

ZASHE (B) THITIERFEOHBRISOVTRAL, ZEASMELLT
mYFEEDH=,



V HEER

F1E BRHEDER
1.1 BEY—EXADEEMREEFL) T+ HERKOEEN

NYAUORI— T+ URE, HEDA V2 —Fy MERIRKICMZ., RELH
BHE, E), IHELE, HRDOBRLABEIDLRY FT—I(2DHRBEES5I12H-T
WA MHFIT. A=y O DIBREARELGRE - AT — FA—RFIZTHE LT ol (IoT
Y—ERXR) OR-FTRENEIKEL., REAESHOHEEICINIEISTN6EERATT

INA ZBNTH 420 B R, SHMOFEEIZIIHN 1. 4EDHN B ERIZCETHEFRAINT
BY., BEDREITEAFISHETEFISCHEHoTLS,
40. HROLTT A ABOIEB R
(@)
&00 . 5839
TR T
T 5220
500 45?9 FHEREH ,%/
ﬂM: %y1ﬁ%
L
400 3780 [ : //7 (i %/
3241 b 4ﬁ%3-51435 b
292.7 g%?” :€§?ﬁ | Hgs
300 530 B [ Z /2%;;’/ 001
2307 2z 77 % é%?” gf/g- ol
200 | (22721 {647 /?ﬁ? Jﬁg? : 187l 2162
227 bzt [209) 1421 | [[63.3
1 loos 124.2 ! ,
100
o M M, . -
2019 2020 2021 2022 2023 2024 : 2025 2026 2027 |(F)
&t 2307 2530 2927 324.1 3780 420.4: 4679 522.1 5839
[ gl - PEME | 98 113 127 142 157 173 0190 209 227
= Em 51 65 107 125 146 175 207 243 286
V7 mEsRhR 557 647 781 910 1063 1240 1435 1657 191.0
[0 axtfa—7 216 212 209 207 205 203 : 201 200 19.8
0 O 2—7 504 60.0 781 90.8 1242 142.2: 1633 1879 216.2
B s 881 893 923 950 968 99.0 :101.1 103.3 1057
(WA Omdia
E1.1 H#HED loT TN\ AFOHREUVFTH
(IFHEEASESM7ER T—32%2&Y)

—A. YAN—KBICLHHEELEER - BABOLTEBMERICH S, ELHRHFR

! https://www. soumu. go. jp/johotsusintokei/whitepaper/ja/r07/pdf/index. html

2 https://www. soumu. go. jp/ johotsusintokei/whitepaper/ja/r07/html/datashu. html

6



ENFERBEFFRELE (LT INICT] £V 5 NMERL TLARREY A N—KEH
A (NICTER®) @& —U % v F THERINI-HF 6 EOKREA/ T v MK, T8 27
FEAREEANTH I FTEMLTEY (R 1.2), loT #HZZEH-=RBENEHKD
3FEBEATLS (K1.3),

EFzI-1-10-3 NICTERIZH (T B 7 /N—KEMBEMBEHOER

BTy )
7,000

5,000

5,000

IENEm

4,000

3,000

2,000

1,000

2015 2016 2017 2018 2019 2020 20271 2022 2023 2024 (F)
() = A A REE M [NICTEREA L £ —  2024]) 2E 1R
1.2 YA N—HEEEOEERDHER
(HREEEESM7ERLY)

EFEI-1-10-4 NICTERICHF BT 1 N —KBEEOBECHS

! . . - . o)) w o0 6

I loT #8R& H- 8 (Webh oS, JL—F5)
HTTF - HTTPS TL <R ENaR— M EE c e
Windows =iH o e

M (210 8— RS

(I
[

(HF) EBEMEE AR ET RS (NICTEREH L 4 — 1 2024) £BIfR

1.3 A N—HEBAEDEEORE
(FREEGESM7 FiREY)

T SHMEERNMGTM7 FEITHATTREEEFTRELEEF2YTA1 0
TURELT. SUVHLDITORET VA, DDoS HEIZL DL DOMNFHER S TL
S M, DDoS WMEFFAEDIHKREFLMEZICGRYRLIENBESND O, WK
BEZEREL TV IERBEEXEL I TH FAZEES b X1 T XK ZHE
CTWKIENFTEITEELL DTS,

% Network Incident analysis Center for Tactical Emergency Response

J



1.2 BIT0EFXa) T4 EBEORERE

Web h A SPI—F2FD ol I E-LE L4, DDoS MEZFDH 4 N—KHEIZER
SN, A=Y MIEFZRIEFTEIOBEENMEML TV EEZBFER. BFR
BERYMI—VD%RE - EHEMEZHRT =0, ol BEZSUIRREFBOEME
EICREBRDEXF 1T AKREFEBMTSZEICDONT, IP 2y FI—VFREEE
LITBWVWTFERK 29 EHSFRK 30 FIThITTREFZITL. FRK 30 £ 9 AICEHRERE
BE2D—HERERH:

oTHH/Z ST I REXBEDEF 1) T4 XK (HBBEEH (20189.12) &kVY)

B EE, WebhASOIL—2EDTHBRNAFESHSN ., DDoSHEZEDH A /N\—KEIZERIN T, /08— vhEEER
(X KSHBEIEM,

B ERBRERVNT—INRE EHENEHET IO, bLTHBZ2SVHEREMOBMEE CREROEX 1) T EE
BT A& DNTHEE,

<i Pﬁ;EnXL[FH@‘}f U)ﬁ{hﬁﬁkﬁﬁ]‘é’f\*t# 2T 4 HEORE>

s AUA—Fyb IOV EERT AEREH CTH-T. ERAERREBENLTERT ALY LEEBICHA SN
ERBEOEZEICHEIBELRETELLOIZIOVNT, KEBRLEZWCHOORERD X 1) T EHELT.
’770127\%@&3; k2;7'7'|'_';($‘_ljﬁl_ﬁl-_fiﬁﬁ'§'610/f SRT—FOENLEFFETEOREE. Q77— LT 7OEL
A AR ) AR,
uzl J;; HEEE EH LD ELTIE, 1SO/IECIS408I s B <k o5+ IHCCIEIDNE Bt HEMEN SEh D,
+ EH.PCRORT—I74FIZDTIE, é’nuit:\‘—lu-r»rﬁ{#a)iﬁﬁamgﬂ ETHMN, FABIZBLNTFUFI4ILAYZ
FMEBATHFOBYEHEETIENROEND,
<HiTELBAETE0NRESOEHHA >
- B EfRAEESEES L. ARANCER R ENHEH CEEERESAIRESBENRICRELTEY., £X2 )T
BHEHBIMEShZBECBLTE, FybT—RI0 oY A N—HEEZZ(H-BIZR BN DU RAIPEFICH VDI, BERE
EEREOERBEORRFE IERERINIGRBFRTHILIM o, RITREFSREEFOHARIE., HELFAKRIZER
BEER B EIE R AR R LT 5.
- BL.EEMICEREMBENLTESTIMB 0 ~ravsen X, SE. BESORENET S,
<FDBOHES >
s TEFATAEHERTDEHICE. AAELITEU  AEERB EFEEFICES(ERBEFEBTOMHBEFSED
F-BREAAH R HAESAUOFRCRAMBRGELENLHENBLE,
s TR A—nNIILHBE~OREACERRFAEREOHEALID. SELTEX 1T A KICHTI2ERBRIEENLE,

1.1 SRR TIEFa )T+ ARBEE (TR 30 FOREHER)
(B EERE EHRHEN (HH86-2) &U)

WKL, FRBEFFERO—MEREBFE A LImARRFEFRA (UT NaRiR
Bl &EW3,) DRIEZITL., FR N EIAIZAM, FHM2F4 AICkRTSNT
BEQmKRHRATE., EXRBEERRBICEEEREIN D oT #EF ITHLT, UTF
DEF1U T4 HARARMBELEE LTHESA TS,

@ TV RHlEHERE

IAREERICRITON TV ORELEREFERRET ITHE=>T. HoMhLhHX
EENT (LT) WA ID//INRART—RIZKBFBEEZITL. ARRBZE-EHEICHZM
b@%jjﬁ&mﬁ\&)éo

@ ID//RRT— FDEYNEERTE Z R T FDHAE

' RELULEDOBEEFRENMEEDOY I DI FICEYBNODBRZICERT S ENTEDHR SV aL,
AX— b7+ %) K<,



ID/IRRT— FDFJREIZH=2>TIE, (7) IWmKRHEREBIZ—E®D ID//INRT—F%
BEITAHCE. (1) BMEYBRESNTWLS ID/NRT—FDEEZI—HITRT
BWROWITIANERETH &,

@ T7—LITOEHIEEE
IR DBEREICRDIV I FV I TOEHMNETRETHD &,
@ Zofth (D~QNHEERTENRZENMBEIER LT SHER)

1.3 X2V T+ HEDRELDIRICZRLIER

RERDIHKRFADETN O SENEBL, RMEEELE LTHESA X2 )T
1 MRZFB L IRKRESFATHICLREL TS,

—AT, HFAREB LTS E L TRNMEEBESEEFEZ T EHHBETH-TH.
NICT IZ& % loT #ZRAE 2.1 B8) ITE>T YA N\—KEICERASINLHMREHED
HdloTHIHFl ELTRISNDT—ANEELTLS G 1L1BHB.), . WK
WERICET HIRMEEICEET HHE LS LT, BFERERTHITITBUE N IFROE
HEEWE (LU TIPAL £0VD,) ITEWWT, EERBEL T, loT HRAITHT 2 EF
A TABGESTHHERVSIANY VIHIENSM7EIALYERSATNS (2.2
S,

SO LERECHE-GCREFZEF A, SH. RITOmKBAHTRESATNSE
MELEDZIAMEDIRLEZIT., KYEMEDHLHIABTZEFRBE LTHRETAED
EINFICODWTREAT S L & LT,

BREDER

O BRBIESERETIE MARBEHHRACHV T BEXAEORRIMEICEEELTY DiAIARIC AT S RMTEE GaFIHE) ZHE,

O IoTH#EDTF 1) T HHICDOVNTIE, Web XS IL—REDIoTHBNR OIS, AV F—FUMIEEZERIFTLOR
DDOSHEZFDHAN-HEICEATNSERZMBMULLCEEZT BRBEFRRICHVWVTURET (FEK29-30F) 21T\ &1
(i ARER(AEFARA) ZoUE (B2 F4 BT .

O — /. loTHEOEF 1T A HRICHRIREICE I TRMAEEBGRETEERFEHBETHOTENICTHNTO>TVSHE
(NOTICE) IS &> TIHA N—HRCEAINDMIFHIEDH DIoTHER LU TIRAMIE NS ERNFELEL TV DRI,

O Fiz. AMERICET 2EMEEICEET SHE LT, PMAFELY BEEZEARUIPAICHWT, FERBE LT, loTHAICHT
%17 EEMEHHEIRE (JC-STARKIE) DIEEIAEH SN, BHTEIA. [K11DIAY D IOV TR ERYA.

— =

[oTHERDEF1)T 1 MRICET DARERITLU COSFMBBL I E ZRFEX . AEOZ UM (NOTICEIC L A
FERE DELERE) ZAREE L SURMME D HSAB ERHIRRE U TRETANSHNESIHFC OV TR T B,

(BE) inAMERICRd HEAMEME(TF 1) T (&%) & JC-STARFIEDLEE

tEEe (%) AVF—RY S TORIIVERER (T —958(E) A=y N ORIV ERER (7—98(E)
: - BRBIE IR XA | B A Y —Fy M (B mEE DY)
icielby EHIHIE (RS IEFICAR) BHE. BEES (k1)
HEDBS - BIUBEEHREEICEEE 53R IoT&F@E L TEHEL CROSNSRIERDEF 1 7 24 (K1)
= HEORIBECERERIFS R F %

T oL RHEEAE -Z5CAE (—BDEA T & UFHESRE)
HE () - ID/PWOBL R EZ (BT FOHEE AVFTI—ANDHFEF IR

TP —LITT DERHEE - (IoTHEEPID) T — PR

- PEREEDBAHAEIFOMER RBNVT—ICHT DEEEE
bilii 125481 BT HH7EIBZAEEKT)

SRIBEREEDY T TPIC LB DBHICERT 5D TS SMB(PCOR Y74 %) Fi<
1.2 mERtEF21UTo RKRRELRHOER
(F 86 EIEFEER EHRHEH (HH86-2) &UY)

9



F2E loTH#B/[OtExX21 T4 xKICEITI2EMERTE

2.1 loT #2&5AZ&F (NOTICE®) D=EME

RFEE TIXNICT, —f&#tHiE A ICT-ISAC. 1 2 —%wy bH—EXTO/NA F (LU
T TISP] &vS.). loT#ER A —h . Sler BLUEXREARMNEE L., loT HHFOLF
AN TARKRALZHET D LICKY ., HAN—REODREED, TOBHEZTRAIC
Bi<t=somTao o + (NOTICE) #Fpk 31 & (20194F) 28K YEEL TS,

NOTICE TI&. B4 N—HED T, HEDR/IMEZBEME L TLUTD 3 DDEE
[CERYBATLS,

[oTHBOEF1I T4 VRV DEREAKREEDRE
loT #BFDEF 1) T4 WKRICET HFRE L IR HE
FERRMEAE LY [oT D ER & BEEE - MIRAFA~DIEME

CD>b MEREAE L loT B & EERE - FIAE~DIEBRE] ITDOUT
(&, NICT & ISP W EHEZR>TRYBATLS (F2.1),

=

NOTICE 2’'O0>x 2 bk

® NOTICE: Natlonal Operatlon Towards IoT Clean Environment
° U, IoT 8D tF1UTFr R LZHET S L
h_J:D\ tr—( l\—ISIE(D%SE’P\ TOWEFEEFRALCHS HOTO> T I M

e ™
TRREISAZTHRE To8—Fy b

H—E270/81H
© ERitoE R R
; O mmi

- fo_emmns__J

NOTICE

I ﬁ ﬁ ﬁ ﬁ 1 loTH S OFIFEE HH— b H—
™ N
E O 2= = ¥ =
A U2y kEDIOTEE (L—%—. 2y kT—snx5uy) O BEZES (c R

S y

https://notice.go.jp/

2.1 NOTICE #t=
(%5 88 EIZA R NICT #igkA JH—/\REARH (HH88-2) &U)

(EHEFIE °]

@ NOTICE IZHALTWB ISP Oy FT—VICEEEHEINA TS lol #5%
FHIRIZERR (XY a3 PR TRITERDOXIR)

@ OTEBILf oTHEDS B, YA N—KREIZEFINTWS, THIZEAS

5 National Operation Towards IoT Clean Environment

¢ https://notice. go. jp/about

10



NEBEENAH S loT sz, BIRMENTL [oT HIHFE L THEE

Q@ QTHELEBEREMNSL loT #3530, FO0—/VL IP 7 RLADMESEMEL E
DIER%E ISP (Z3E%0

@ NICT Mo BEEZEZ2(+1= ISP A% loT #B/DEEE - FIAFICH LT, EF A
— L OEME TIEEMAE & £

® FEMWEZZT ol HBEDEEE - FIAEE. ol #BORTEEELENT
Fa)TAR/RETD

® YR—EABRELAIZIE, NOTICE B R— k24— ol MRBRETFHELGE
EZENR

NOTICE ICEWTIL, M7 F 4 ARKR T, BATHTH 1.2 EHD loT HEZH
LTS, TDS56, TEREDOHRELG 21D E LT, wmARRAICEH D THIM
BEENHEESNTLDIHEELDOERTE, ID//NXT—FICET LD (BHITHA
AIRER L DZEERTE) A1 AW, 77—LVzT7ICEHATEELD (R DHEFHEHE
AH5) A FHEASNATNELRE, X2 T4 YR DHHmKESRL 7
BRREBLONTIZA V3 —Fy MIEHESATOWS LRSI S (K2.2),

FHEEH

IoT #ERATERUOFIRAENDEEHHEEDRIEIRI 2025 « 04 2m)

loT #ERERAEEL
Q .
L5N g8 1.25 @n
B4 »2—Fy bH—ERFTON4KX (ISP) @ IPPFLRIZHL TEAL TWAHHE
4
A 5T Bor—svz7ic Cenvzrma Dyrryyarugo
ID - /S27—FT%5loTHE & Mt %% i3 loTHESSIS4NEL BaBlcEh) dloTHEHN
A 14,667 4= 54,119 ¢+ 8x 1,011 4/ A 15,783 #
=g & 2 : 3
BB v ) +BEECTEAHASWAERIESNSHD . B * s UL rrarRBORAECENS AT
N D~ L L 7L PR LA T BloTHE e Lf;g? A i OHBITREE L TREL AN
EREFE-MOALY, A1 1—WF T B AR
LB E ¢ ohdREEESNH Dl - \Eg;bzﬁliﬁt'ﬂ BSERER
)y AN - SA1R®:) ORAMERE ‘
HEEEESBUNRAIC 1B (@nasE)EkL. BEESARRSN, TEREHREL-£bD (1=2—2 P 7 FLAK)

l§| 2. 2 NOTICE TO®RI#R
(%5 88 EIZ AR NICT #igkA JH—/\REARHE (HH88-2) &U)

11



2.2 loT#BEXIUT4SRYJHIE (JC-STAR')

JC-STAR X, 164 (2024 ) S AITRFEREMN LKL lNoT HRITXT S
Xa )T BEMIEBERERS] (CEODETBEINELFET. 102 —Fy k
EDBRENTADIEBLWD oTHEZXNRE LT, HEBENGYEL TERIZEBGINT
WAtxal) T BEeZEiTl - AARiET 5L 2HMELTLS S

AEHIETIE, illﬁﬁf'ﬁ(‘:k&)l‘ohét#l'J7‘-47kli€(‘rhl:'c *x1 (LRJL1) D
bk4 (LR)L4E) EED. MEBOHLN-ERIZIE, ZRFT/AN—2— FFEDE
BIRNNLEFETHI LT, %nn#‘ﬂﬂ«bﬁémﬂi X)) T4ER - HEEEED
BHREFEE - HEEBHBHEICREBTESLLSICLTNS (H2.3, 2.4),

IoTRGEFIVT1 IRV THE(JC-STAR)

202543H25H. IoTEmOTF1VT1LANI%E
“IC-STAR R23{t935A V) HIEDERRYE !

~ E5pLEFIVFNRENEIOTRHREZERUYPIC! ~
EE A ISESINIVRMESINZIoTRGREREA -FIRLTESS
o._t_c LFIV T WROBEZ DRITS

H EDIOTRED 171 itk | CIERAE . . .
ﬁi » BRI 200 IoTIl»t#:.'JrﬂIITE—M: C-STARBRIN) / BREUESEED
22 p g LRIVERR
iER 7= e JAPAN CYBERSECURITY LB
3 5 D ESW\J»EEED! BRMWA
O Y=yl HEE S A EG R
%-c 3 L BT IADY DY
Y BRESCLCRE
E
EBEFLUT HENBC | | : EESNIVESES
5B BN SR e EH R o Lo > Eﬂj’;"’mﬁi‘””@
] BRES
LY —— an
i S F 1T HEOREICOLT K
| A ey 7 \ |PA zzzzimmsmsnse o
IPRYRT— O RERERER(25.06.24) (02025 MITFHE AEBIBIELRIE (PA)

2.3 JC-STAR #t=
(¥ 88 EER/R IPA EA TV —/\RAZEH (FH88-4) &VY)

7 Labeling Scheme based on Japan Cyber-Security Technical Assessment Requirements

8 https://www. ipa. go. jp/security/jc-star/index. html

12



BINIVOBESESE

ETSI EN 303 645¥NISTIR8425%F &MU DD, MBICES DESEE(TF 1T 1 HKilrZd)
[CEDE IoTRAICH T SESEEADBESE =M - At 9 5 BADFIE
ORHOENBEFIUTAKEICKRULEF LT EMEFE U T RIRRDBRICINT 725 DRm
HEDBEGEE - FHEFIE k1) e RmBRT E OO UIZEGEE  FHEFIE (2~ *4) ZRE

mERE = . = ——
GemEme ks xe-nem | 1o
SEEEE it Y Fre——
g - | aE - A e
. (sFimin i e B § R
v | COHE) Chre 5 — P
........................... e \md\ \mﬁz\\;ﬁ;ﬁ;
b= EAEHE EEEHE HEES YT
w2 MR ] [ ] [M8] |ecee
*(}7;} 5 - &wwa@ﬁ )
*1 | RO RIEROBALLE (K1) I DZR) *a2s
BE 1l
LA 1j§ﬁh‘ EEEE SHffi A=
*4 § PE ] DEELRIZATLTORAZEELE ML s=zm
*3 [ k1. *2L£TJUL;CJ‘LH§B’]’M:’=‘(—1')T»fE#’&EN) ETNERET CEEMU LI E=ENE T sy — B
*2 WA DEFHEERL. X IHEMTASERNR 1) T EHEED. TNE/ZTEERMA
I —ESEETRED BoEAES
BoEUTHBLTROONBRERDEFIAVT A EHEZED, ENEBLITEEROAVI—DESES | gy owmmitt i
X 5ze0 WSAERILE
IPRY NI —URREERERN25.06.24) ©2025 MIATBUEN B IRILBHEEMIB(IPA)

H24 *x1~k4DBEAEE
(588 EEAR IPA EA TV —\HRARH (FH88-4) &LUY)

*1@;@‘“‘%-’%('& B‘ﬁlﬁ@%lﬁik‘ﬂﬂf%é%d)t LTHRESNTHEY., Ft=,

BEREADOTME, REEFNDBCHEAFEESTHINTESINDEL >TSS, X1 T
%ﬁ?”\%‘#% (2.5 (F. mwm*KHE |J’C~‘3R&)’CL\%ﬁiffﬁiiiﬁﬁ-d)Wﬁd)lﬂib\ T—4
R: 'Vbt—"F:L'JT»kaEI'd’ZD'Iﬁiﬁ?E{ EFTLEBICRATEY . —EOREKIZDONTIE,
EE'FJEL:%%/%( EOCHABR X1 T4 [CREIRMBELEZ SO -RKMTELEE
BREFTIE L,'CL\*LI'J: * 1DBESEEICEE LTS EALEIND,

*x1DEF1UT1 B4 -EEEE |PA

FRICHINT 370K TROZEAIE
*1TEET B THER oTHGICHT BEAEE IoTRENY T —IC T ZBAEE
=D SHEEROBE A7 HEREOHRE
1. |osumaTise ?Eﬂﬁ\aggg ()RR RO <P oL AHIE1-3.5-5] 5(16)2—515;@%%&%15?-&?@
DN ADHRETR () BBICHERTEART Do U AR I —EOERIE1-2,1-1 D AR SRR TR FIR,
0, ST PR 355“ 2, | (QISAHATEET oAb/ R [ ! WRE | bAalT B D R %
PRy | PUURHE (3RS OREBOTERE1-4) RSt g
W= (5 H(4)Fy MO — RO 1— TR T BHE U KRN SORE-5] i 3.17-517-8.17-101
CHBREONE |5 (6)UINDI P AR — %I F Y T 7 — N HfEL3-1.3-2] MR TR EORHERT
=8y, ostiowns | BEEHE - (masnosnuerryTF—1FRE-3] DA oy ;
L] I (8P YIT IOV I TP RS DRERIMEL3-7,3-2,3-10] g H(EFLIT P T b OBRER
L(10) 1R RE E BT T SRR E(3-16] | EAEONE3-8]
CFERAS 4TI | (13)TFBADURI DB S DT — R DB (8- RIS :
1208 AORE L R—rH)6-1] - B
PEIC &L, FoER
D~GIE e I DERICREINSFEASBRORE R — 5 ORES6. YIENR _
TOIRE | EICL 3R, OStF T EIES)[4-1] : _
2 BBOBENERN TEINIE | - g0y (123N OEHMTEETNETENRBORE(REONSTL, R _ _
WARAN T DER 7 =L ESNBEREONREE)(5-1,5-7]
3. -BRTCF AR S PN - F(15)BBAIC TNDFHNTEROHBRHEAE11-1 - : . s
R EATTIMDS G0N | o gy (1SRRI NST 5N HHORIA 11 mERs | xiencas
4. 7yk— GtJJWﬁ’&*-‘Eee%@%%n‘% LTy | (14) STy bo— ik 2 0| AR OREHEH R I T PEE i
ELRRC, b TR ar 7 OERGIBREICRS ) [9-1] - -
HRET DR { ;
 NESEEEORZE RMOFRRD” N-NI" I35 2+ 1) T 1 BHORESS EROES. ARNGEHZARCEH) 21T EF1UT 1 BHE TEOARRRICHE
¥ B OBRICHIET D OESEEEHIHN ARNBEDIIRNYETTLTVNS,
PRy I~ RREERER(25.06.24) ©2025 MITTEENERUEHEERIE(PA)

® 2.5 JC-STAR % 1T lol #IBFICRDHIBEESEE
(588 EEAR IPA EA TV —\HRARH (FH88-4) &LUY)

13



2.3 loTH&SFDEF ) T4 HRICHAT 585 DIRR

HBAERNREL-EX2) TABICDOVTIE, BFFAE#SBO—SIZELT., E
MEiZ#e [SO/1EC15408 [ZE D < CC (Common Criteria) SREEM 5. CC EREFIL. [HHR
BEfit¥aUTs08asr o, BEHREMCBEELLZERS IV AT LINEYIZES
SN, TOHRMPELLEESIN TS LZFTMT 5-ODEEIZERETHY.
EK%E&DLBEE (18 ’7'@) —Cnuuméhf'nuuméznn[i CCRA}JDEEIEI (36 "TIEI) _C*EE
EAKBEIND, mRMRAICENTH, BEFBAZZ T O dimREHREEFa ) T4 &
EEJ-TELELTIVS,

Fiz. lol %2 ) T4 AKICEAT SERELEE. [SO/IEC JTC 1/SC 27 LUV
ISO/IEC JTC 1/SC M [CEWLWTHRELED ST =A, AR LDRE HEE
FEBRKELTHILL., SFI3FES AICHRES T,

2.3.1 REIZHITDEM

K(ETIE.SM2F 12 AIZTloTH A/ —tF 1) T 1 2KEFE% (1oT Cybersecurity
Improvement Act) | MRKIL L=, CDERETIE, KEEILZESMHAZEA (NIST) (2
x LT,

D loTTNA RDOLEHFAFE,. IDEE, \yFERA. BIXUEBREELREDHA
NEZ: Lo
@ HETHEEFER (OMB) NNHA RSAVIZEDIEEFETO>TLAIDF
vy
EROTVBNIST CIELEEDZEEEZ  JoT A/ —EX2 )T o DOEM. YRS,
ZBOSMTHE L UVEBRIZEIR R ZEIE L= INIST IR 8200 ZHI(Z. BAFHRZEICH

(THEUGEX) T EEBOHREFZ R LT INIST IR 8259 #sf12F5AI(C
nELE',

EREES GERZE) OEN. EMNTEAINSIMECEOLDTHRHALTLES3DELH
U, ZO1DTHD 2H) 7AIL=TM loT £F%2Y) T4 %xTIE. EE/MENIZA >
A=y FMIEHKINIERIZH LT, O—HILIZ U TRy FD—OHN~DEREFE
ZHADBE. UTOWTIANEEET S LERHTLS,

MRS EICTOTSLEN-2=Z— 9N RT—FERE
FIARBIIRRTIZ. A—HIZT/INR T — R TF I S HEE

2.3.2 EEIZEITLENMA
KETIX, HEEMIT ol HADKTRETREE ERSL, HADHMHAK. &

9 [S0/I1EC JTC 1/SC 41 IZ32ZE L TUL V=, TISO/IEC 30147:2021 Internet of Things (IoT) - Integration of
[oT trustworthiness activities in ISO/IEC/IEEE 15288 system engineering processes]

O ToTHAN—EF2 ) FARBRICLDDITEDE, $M3F 12 AIEIMBFFEE o] B EIET DRI
FIELICROBREEMER LT TNIST SP 800-213 XEE | #1% L. ZNOHT INIST IR 8259 #5887
BRRELoTLS,

14



&, REICELLSIFFEREEZXEI S EZAMELT NEEERIT ol HAmD
X ) T4 ICETHTERE] 2R 30 FITERLE . COTBRETIE. 9
HNRD— FOREPHBIEICET 2HMO2EGEH. VI bz 7OEHRNGE
HED IBIEADHA FS/4 VERELTLS,

Ff=. loT #ROYA/N—tFa)ToxtK, BEAT7T@IEEZEMELT

[PSTI ;% (Product Security and Telecommunication Infrastructure Act)] A5
MAFE12 AICHKI., §SFI6FE 4 BICHEITSNIz %, COERETIE, loT #2RI1Tx L
THRETDHINRAT—FIE, UTOVWTIANTHDIZ EZFNHBEE LTS,

BEEIC-ETHDHL"
HBEOFIAEICEOTHRESND &

2.3.3 FRMNIZHITHENM

RN Tlk, FONERBIERAELIERE (ETSI) A, loT #BOEH - &IEICEADH S
BEREFICHL, BREEX1TICTIHA TR ERHT S0, TRER loT #
BOHAN—tXxa) T4 : EKRXEH (Cyber Security for Consumer Internet of
Things: Baseline Requirements. LLF TEN 303 645] &UVS5.) 1 “#4SFf2FI124
L7z, EN303 645 Tld, Ry b —O A4 VTS IZHEHEINSEAE R lol #a5ITxt
LT, VDA N—tEF2)TAHE - T 23REREZHREL TS,

Flr-. NSRBI NDS [oT B A/N\—tFXFa1 T+ HREETLEEME
LT. T4 /1\—L Y T2 RiE (Cyber Resilience Act)] MEFI64E 12 AIZH
T3, SMOF 12 AL S EUBRTEAFTELHG>TWVWS P, Y41\ —L P
VAEITBOVEBRIAEFESTHEY., TUOFILERFSVHGEREZNFELT, &
HNOEEETODSA IHAVILERICHhES X)) T MEEZEBELLTS
U, BEECERLGVERIE, EUDOTISETORFEIEIFRTEL D,

2.3.4 loTHHFIHIT EI5Y U IHIE

loTEFa2UT4ICEALT, FERBELGESIRNY VTFHIEICKYFESR - HHEL
TWSENH D, TDIED1DTHAVUVAR—ILIZEWNWT, §HM2F &Y EHR
ENTWABTHANN—tFXa2 )T 4515 RFE—L (Cybersecurity Labelling
Scheme) ] 1%, EN 303 645 %S & L-sHMBER#EC LY., REMA loT #E2ARIC
WY BT TEITOTLVND, TIRNILEFEINE-HBRIEIR—LR—UFTHERT S

n https://assets. publishing. service. gov. uk/media/605e41e7d3bf7f717efel1t2f/054718_DCMS_IoT_Code_of_Practice_JAPANESE_V2. pdf

12 https://www. gov. uk/government/publ ications/the-uk—-product-secur ity-and-te|lecommunications-
infrastructure-product-security-regime

B I—EThHdTE] DHFRODVTEERTRLTWS,
Y https://www. etsi.org/deliver/etsi_en/303600_303699/303645/03. 01. 03_60/en_303645v030103p. pdf
5 https://www. cyberresilienceact. eu/ja/

16 https://www. csa. gov. sg/our—programmes/certification-and-label | ing-schemes/cybersecurity-label | ing-
scheme/about

15



ZENTES T (H2.6),
IoTEF ) T4IZBET2BNDIKRIZDONTD

[ O IoTHEBICHT B IR iR (—5) |

U.S. Cyber Trust Mark
=S (2025F~)

A 24—y MESTHEER, HEEMITRY— )0

MEME (7 (SRR R E I R)

LT OEER S gHRRIC oIS
—RETEDETIAN N XD FofER
SERT R
SEYIRYI NI TP OEH
A 237> MEHBERE

KARAMARBESEEF, NISTHARUIZIR
8425 (Profile of the IoT Core
Baseline for Consumer IoT Products)
(4

PRl

SALCEQRI—FAf5ENTHED, 7 IA)L
JQRD - FOEBFIRYT) A A2 L LR T
3FIE. BBEHOM, 7/ (207 T T —
hERAEL TORLVMS A OB A EERE# R 0]
<IN OERESREY Y1\ —t+1U74IR
WEBEEUT11#%RE

-BestBuy, AMAZONZE BB EIH
EoBEFET. SALERDBII DL

5. =5 (F3E)
2.6

R %

zoft

Cybersecurity Labelling Scheme
(2020%~)

Wi-FiJl—45. Z¥—ri—LJ\T | IPAXS, 23—
Ao EE M ToTHER SR

HERRN 2V TCEER - ST RO LT Of sy
LAV L | BREIRTFIUT2F (BB
T I RT - REGE, VI hITF
TYTT— NOIRHEE)
LA 2 LAIL L+ Falsg TS
JORB|CEDNENS
LAIL 3 L)L 2 + = E R LBV T
D17+ A FUEHE
LA 4 LAL 3 + B =SS 5B
AR —232 T A
XEN 303 6457 &%

FAUCEQRI-FAMT5ENTHD, HamEHk
PFIUTARYS—, Y- R, Py — b
(B ERR 0]

AN —EF 1071 SR OIE B AGRICRIL
T. SR OEEE#ITTS T > T FEMOU,
FAYBLUEEEMRAZ RS (P YELAIL2
Bk, 24252 FEEERLALIELE)

ETSI EN 303 645 (&)

YD1 I35 RENS RAE Ao

14084 ){—CF1UTAFE - T —IRERER
ERAE
SHAOT AN NRD— FRERUZO
«YTRIT P EREROIRREICAR D
<t r7iEiE
‘B UREROS/IME
VINITFDFTEMRER
BIHSHUTLSUI Y MRS AT A

4

- BRI FCHE FRBE TIRA

loT BB HTIEEDIARY VT HIE

(B MERE FHREH (BH89-2) LY)

7 https://www. csa. gov. sg/our—programmes/certification-and-label | ing—schemes/cybersecurity-labelling-

scheme/product-1|ist/

16



EIE InKRFBEOEMAZIZEMIREELX) T4
HEODAHAR

SEIOBZEEFF, BITDmKRRUTHRESN TS EF2) T4 JHRICHAT HEAME
HEDRZYMEDREZITL. &K YRS MNES
MNZETICEZHMELTLS,

DS, BERESNATLOIEMEEDRE LDEERVC., #H-ICmKFATEK
FAREEFAVT A RARODBFEZLIET 50, UTOEBIZDOWT, NEEHERK
UBREEA L ET ) VT 1T, BREEER LT

79t AHIHERE. ID//SA T — FOHJREMHEEIZDINT
TJ7—LD T T7DEHFEEREIZ DT
A3 7T —ADEMEHEEIZDNT

Z 0 (LEEaEDft, mARRACEFRER, ERBEFFREICED CIRKE
FRORERAAA FT14> (UTF THERAA R4 EW050)1 "FITRET
REFIEF)

EWEEICAT ARERRICOVT, 3.1 ML I3 ETITENENEET 5, F-.
EHWERICHBL T, R—0OHEE () IIxd 2EEF. ImKHRR THRE Sh LT
H#EL JC-STRR THRESNTVWLIESEELTR—ICT I ENEFLLEDER
A, RERBAE. NEERERVCBRRANM SRR ST,

BRENE

1. PORAHEHERE. ID- /N2 —FOETGEREICR T BEE(T I 4L AT —RRUTDOEH F)
O tF2')7+ BERTRICERFETNLMEED. NOTICELSWTRAISINSZRAD AT ElEA L. SIEORELES ZikE.

[EZ5N5EHA]

@D SZAD—EHFIA DD BBICHENTESEOOTHER
N2O—FEEICEAUTIERTEE] I #HENRESN TSI LAY,

@2 —H—IZ k> THESHL/ N DT—RHEE
FHMEREL TR, 8XFLUTONAT—FEFET 0L #ERAONAT—FIL—IhEL<anlE,
2. 19 IT—REIHERE. D7 — LD TP BRI DUV T
O (MFF1FI— U DEHIEIC &Y )IBBROBEENIEEL TV RVEESHIENBBICTHET SBANBY, Y1/ —RBONRE LD
HENFREL T HBOMNB EFERI /I TI—ADEMEERDDINEIN(EF2) T EEEMT ENED M) ERRET.
O JP—LDIPEHBEICOVT—HRELTLSH, LUBHHNERBERET 5 cOEE .
3. Db
O 1. BRU2. ICEEBO#ERED M, SERIHEFRA. BRER. 1S/ UEFEISEMTAST 1T EEOBFBEERE.

S

(B%) LREOBRENEICMT SITRNELONENS

= = [F 22N AD—FORRE] *
<EEHIMDERBTDCEERHTINS>
B CHOBIEE (ID/ AT — ) pEnTES DB RES—HOMT SRR TR 63FLL

2t [F 24U MR —F OEH] *
FORABIWAL, ID- /(20— S(W=FDSEBICENSNLLED) = -
FOBIEREIMTSRE - DB<ELIOORITR(D/ RO ORBERTH | Toa1 TIES RO RREXFIL) 2
E(E=#HDSERICHRETNELENEEMEL T SHNT

SRR S

1 297 T—AmMEHEE REEL FENDUAZOEA 29I T— DTN
IP—LITPDBFHARTHEE

7L TF DEAHAE I —LITT OB AR THBL e S R T AT AR A L T

B P —Lo TP ORI TS SR
H3.1 EXaVT+EEDRELICHEYIRFETEINE
(R EERE EHRHEH (BH88-1) &V)

8 https://www. soumu. go. jp/main_content/000705080. pdf

17



3.1 7O RHIHEE. ID//NRAT— FEREHEDREL
3.1.1 B|RK

7O AGIEHERE. 7V AFEDIRICERT S ID//XAT— FDREHED S 5,
ID//RAT— FREMBEIZOVTIE, mRRAEVWTUTOEHEOWT WA ZEE
THEERDTLD,

D BHWEYVIEREEBSLIZ—ED ID//ISRT—FAFENTINSZ &
@ LHMEYBEEINTWSID//IRT—FDEELZ1—HIZ{ETHEE

=, AERMEEE. 7O XFHORIERT 5HANES (ID//XXT—F) AMHtEA
MAOBRBICHATELVLDELTRESNDCEZAMELTLEENHERA A
oA VIZRESN TS,

—7. NOTICE IZ&1+5 ID//NRT— FREDHRBHEREICENT, X2 )T+ &
HEZEURMEEESRAEFEMR L -mRERTHOTHLRBEDHIKSFE L
TERHENEGT—ANFEL TS,

CHERELT, FITLTOOHEFEFL TLDIEEICTE LT, mRMEI[A—D
NHEEEICRELR ID//SRT—FK (FIAII L ID//ISRT—FK) HEELLDOTH
Y, DD, A—YRZDOFFEFFALTLWEIT—IANEZ 5N, CNhlE, imKRERN
A—HZID//ISAT—FDEFEFRLTWR1DND, B TEET HHEENAEINT
WB P EREIZKDEDTHD, Fi-. HBAID/IKRT—FIL—ILHEEL K BV
EDERAICKY., 2—FITK>THBELE ID//INRAT—FRBESNEZT—ANEZ S
nd (®3.2),

IR B AR Al & DRR

Ress /e tlias & SRS AT DB R

® 2025 £ 1 AXTICIRHMENIZ 2020 FLUEFHT ¥
v EF1 VU7 BEOREHEIRR

« REVS : 11 H44E
« NBR : 1 tFE

o HUSBRHHER (CH T DIRMDER (—5P)
v ID. XNAT—=RHBFIAI bOFFFEATNTLE
« JIRTO—RZE(CEALT TNTLZ &
v A—H—([C KO THRBER/I\XD— RHRRESNTLE
« BHMMZRBELU TR, 8XFUUTD/(IRD— REHETIRLE,
=

3.2 X2 VT4 BEREMBFARENRMEINLER
(5% 88 EIZER = NICT figeA JH—/\EREAKHE (HH88-2) &V)

¥ TRTEET S OREVEEWTINEEREZTOTELFALKIT S ENTREE LG D,

18



3.1.2 R&E

STLTICRHEINTLWAELSIC, InKRRAUDBEEICEDIET . IQHWLIYEESINT
W3 ID/INRZATD—FDEEZ21—HITRIHEEl ZEBELTLTH, ID/NRXT—FD
FTEREEZTOTICIHAREBENATE LS —ANEZOND =6, WITORMELEL,
XU ToRERELTHRBELNHDEEZOND, TOL, 2—YHNEEL ID/
INAT—FRIZDOWTIE, XFHEEDRENEEET. EZ—XFD ID//INRT—
FTHhoTHHKRBADHEZHBEL TS EICHZED, X1 TarEEL
THBELAHD I EEZ NS,

F. TOHW &L YIHREBEBIZ—ED ID//IXRT— KRS TS Z & ORE
ZEH. ID/IRRT—FIZHRBIMEIX. E=ZBILBZICHASALZWVEDTHS
EEEMELTEASKI-LON, BEZEMITOVWTEHBEFRATIHIHRASN K54 >
[CEEBRNHEIDHT, ERFLAESINTULELY,

3.1.3 REHER

BRERUVFEZHFA. BITRED IQBWELYBRESINATWLDS ID//SRT—FD
EHEEZI—HFIZRIHERE] (CDWTIE, ID/IRRT—FKDDVHLCEHL1DDEEHE [E
T CEERODBEETIILHL ., BEHEZ (S5 CLEEZROIBEANRET LN
BETHD, Tf=. TIAILE ID/IRRT—FORES L UVHEEZ ID/IXT— K
DEBICHI->TIE. FEFLOBZITHASINLBVWILDZERTE - TET D & 5 Eif
BEEICHARTHIENBELUTHD,

==L, FE=ZFBISBZITHASINGZL=60D ID//INXT— FDXFEHPAARE
FDIL—ILIZDONWTIE, 5 - ETRTHRETSHCLICKYRNBEDEEL - BELEE
K EBENLRHBEMD, JC-STR IZHEITHEEEE P48ELLDD, X2 )T
A RDEBIZERICHIETEDLD . WWRATA FSIA VICTRRTHIENEHT
H5.

3.2 77—LUzT7EHMEENREL
3.2.1 Bk

loT BT A N—KREBZHA L-AERKRTIE. FFEBS ZEITEODNSHHEMN
DEMNMEMLTVAKRTHY ., IL—FHBFICHEBEORREL>TWLNS (K3.3), F
f-. HEERNDOKBENBEHLNDELSIZH-TWNS, 3.1 IETRE L7 & X4
HEEE, ID/NNR T — FERTEHEE (E=FI OB ZICHAI SN AZLVWVIRT— RERE) (&,
BEEOHAIBUEBENGCDBRAZ—TERER S EIZH L THHRMTH SHH., inkifs
DIfEBHEICEET 2BA - BEEFCEIFRETHY . IHREBZOLODMEEM
WEEELAIENEEIZLE-TL B,

20 Jo-STAR IZEWTIE. DA —HPBET AT I4I MR T—FRiZ loT BEIZCERBZ—ETHY. 6 XFL
L (BZPTVAL, hEHEZRAVEVEDOFIHSHY) T2 L. QloT #BFDOWEESHFIZI—FIZ L
BINAT—REBRZWHEELE L. XFHH S XFLULEEFI S B IHEDONT N EZEET LI LEROTLY
%,

19



DiEs1EZHSWEDIEM

Device Category URLhaus Honeypot Genealogy Total

Year # Occurrences # Exploits # Vulnerabilities

2017 16 10 3 Router 461 1,342 610 2,413
2018 727 15 15 Home security 93 219 78 390
2019 376 26 27 Web application 36 38 32 106
2020 1,855 58 63 Web server 22 10 - 32
vV 7 2 - 9
NAS 27 27 = 54
Total 646 1,638 729 3,004
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Arwa Abdulkarim Al Alsadi, Kaichi Sameshima, Jakob Bleier, Katsuhari Yoshioka, Martina Lindorfer, Michel van Eeten, Carlos H. Ganan,
"No Spring Chicken: Quantifying the Lifespan of Exploits in loT Malware Using Static and Dynamic Analysis,” The 17th ACM ASIA
Conference on Computer and Communications Security (ACM ASIACCS 2022), 2022.
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