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Secretariat,

Working Group on Disclosure of Sender Information

under the Study Group on Addressing Various Challenges in Information Circulation in Digital
Space (“WG”)

Dear Sirs,
Response to Queries regarding Sender Information Disclosure Requests
We respond to matters raised by the WG.

Thank you for the opportunity to participate in this valuable process. X Corp. (“X”) is fully
committed to complying with the Information Distribution Platform Act (“IDPA”), and to
supporting effective victim relief whilst respecting constitutional protections for freedom of
expression.

X’s handling of sender information disclosure requests

X processes Japanese sender information disclosure requests through a structured workflow,
which includes legal validity review and technical retrieval. We always strive to promptly
address each request as soon as reasonably practicable upon receipt of a valid petition and
order.

X had approximately 2,000 information disclosure cases in 2025. In the vast majority of these
cases, courts grant provisional disclosure orders easily on a low threshold of prima facie proof.
In virtually all provisional order cases, once petitioners obtain a provisional disclosure order,
they never follow up with a formal litigation for disclosure, which renders the formal litigation
process obsolete. X has had almost no cases where a formal litigation has been filed for
disclosure of user information. Also, the court seems to use virtually the same proof standard
in the Disclosure of Sender Identification Information process established by IDPA
(“Hatsu-Chi” cases). Therefore, virtually all cases are decided on a prima facie standard of
proof, and not a normal standard of proof.

This reality creates a system that risks disclosing users’ personal information on the back of
insufficiently tested allegations, exposing the individuals in question to privacy risks and
secondary harms without sufficient judicial oversight. Equally concerning is the chilling effect
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that this may have on constitutionally protected freedom of expression: users may reasonably
fear that the exercise of their lawfully protected right to free speech may lead to personal
identification and potential legal exposure, even where the underlying claim may not stand up
to scrutiny, thereby discouraging open participation in public discourse.

Challenges faced

While we continue to invest in our internal processes, the volume of orders is very high, and
continues to increase.

Each order requires careful, multi-team analysis and review, so as to protect user privacy and
avoid erroneous disclosures. This process, whilst essential, carries significant operational
burdens on operators such as X.

We would respectfully highlight the following challenges with the existing process for
consideration by the working group. We also propose for consideration some measures which
may help to alleviate some of the operational burdens faced by operators.

(a) First, and as noted above, requests may lack sufficiently detailed evidentiary support, a
difficulty which is compounded when court orders then in turn contain only very
limited identifying information for X to act upon (sometimes the date and time of a
post without URLs, with little additional detail). To resolve this, X has to engage
additional third parties (such as local law firms) to ascertain the links, if any, between
the identifying information contained in the relevant documents or evidence and the
requested information. This necessitates additional processing time and internal
coordination time.

(b) Second, the existing process carries an inherent risk of abuse of process. Petitioners
may file numerous individual petitions (sometimes into the hundreds), each naming
dozens of individual users in respect of whom information is sought. The intention
behind such requests is not clear, and could be misaligned with the main purpose of
this regime. Such cases risk flooding our processing queues, and require us to divert
resources away from legitimate, genuine, or time-sensitive orders. There are also users,
including public figures, who avail of this process as a means to intimidate others
and/or silence critics.

(c) Third, as was identified by the working group, there is an inherent risk of secondary
harm which may result after an order is granted. This makes it all the more important
for platforms to assess each litigation closely and only process those requests that are
legitimate and lawful.

(d) There are no protections in the law for ordering the disclosure of information of users
who reside in other jurisdictions outside of Japan and who may be subject to data
protection laws of foreign jurisdictions.
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These challenges, combined with the need to prioritise genuine victims of online harm and to
ensure accuracy and the safeguarding of user data, make expedient handling of requests
increasingly difficult despite our best efforts and ongoing investments. Further, these
challenges are even more pronounced given the context of the high volume of cases being
managed by X in Japan.

Potential solutions for consideration by the Working Group

In order to address the challenges canvassed above, X respectfully proposes the following
measures which would benefit from MIC and WG’s leadership and guidance:

(a) Protections should be introduced into the law for ordering the disclosure of
information of users who reside in jurisdictions outside of Japan and who may be
subject to data protection laws of foreign jurisdictions.

(b) Courts should more closely scrutinize cases seeking information of users who are
engaged in constitutional freedom of speech and expression.

(c) Courts should enforce the requirement for petitioners to follow through with formal
litigation after the provisional order is issued as well as ensure petitioners are not able
to access the user data they request until they obtain the formal court order (the user
data should remain within the court).

(d) Courts and/or the government should monitor what petitioners do with the disclosed
information to minimize the risk of secondary harms or rights infringements after
requests are processed and information is released by platforms.

With such protections, the number of potentially vexatious cases and potential abuse of
process would consequently reduce and in turn allow platforms to handle meritorious cases
more expeditiously.

Commitment to Ongoing Collaboration

X values our relationship with Japanese authorities and remains committed to collaborating
with you to uphold a safe digital ecosystem.

We are available for further dialogue or to provide additional details as required.

X Corp. reserves all rights under law.
Yours sincerely,

X Corp.
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