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4.A.5 Security Strength Categories (k#%})

NIST will base its classification on the range of security strengths offered by
the existing NIST standards in symmetric cryptography, which NIST expects
to offer significant resistance to quantum cryptanalysis. In particular, NIST
will define a separate category for each of the following security
requirements (listed in order of increasing strength):

1) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 128-bit key (e.g. AES128)

2) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for collision search on a 256-bit hash function (e.g. SHA256/ SHA3-256)

3) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 192-bit key (e.g. AES192)

4) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for collision search on a 384-bit hash function (e.g. SHA384/ SHA3-384)

5) Any attack that breaks the relevant security definition must require
computational resources comparable to or greater than those required
for key search on a block cipher with a 256-bit key (e.g. AES 256)
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4.6.1. Cryptographic Algorithm Security Strengths (3&#%)

Cryptographic algorithms can provide different security strengths, depending on the
algorithm and key size used (whenever keys are required by the algorithm). In
previous versions of this document, the estimated (classical) security strength (s)
that an algorithm or system could provide is defined in terms of the amount of work
(i.e., the number of operations) that is required to break the algorithm or system
(i.e., the amount of work to break the algorithm requires 25 operations of some kind,
where s = 112, 128, 192, or 256 bits). However, cryptanalytic advances (e.g., in
factoring algorithms, general discrete-logarithm attacks, and elliptic-curve discrete-
logarithm attacks) and the potential advent of quantum computing have brought into
question the use of a single number to represent the security afforded by designating
the same security strength for different algorithm types. In 2016, a NIST call for the
submission of post-quantum algorithms categorized security strength in terms of the
computational resources needed by an attacker to break a block cipher algorithm or
hash function, essentially considering both classical and quantum computers. Listed
in order of increasing strength, these security categories are:

1. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 128-bit key (e.g., AES-128).

2. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 256-bit hash function (e.g., SHA-256, SHA3-256).

3. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 192-bit key (e.g., AES-192).

4. Secure against an attacker that is presumed to lack the resources needed for
a collision search on a 384-bit hash function (e.g., SHA-384, SHA3-384).

5. Secure against an attacker that is presumed to lack the resources needed for
a key search of a block cipher algorithm with a 256-bit key (e.g., AES-256).

Table 2. Security strength categories for post-quantum algorithms

Csaet(;%rétr{/ Minimum Attack Cost Example
1 Same as key search on a block cipher with a 128-bit key AES-128
2 Same as collision search on a 256-bit hash function SHA-256
3 Same as key search on a block cipher with a 192-bit key AES-192
4 Same as collision search on a 384-bit hash function SHA3-384
5 Same as key search on a block cipher with a 256-bit key AES-256

({RER (HAREHIERN—2R) ]

4.6.1. BE7NIVALADEFIVT18E (3R¥E)
BES7IIVZ L. FEATZ7IVTUXLREOYAZX (FILTVZLH S %
BLI355) (ZM‘SUZ\ ER3ttT 1T mEEIREUEE T AXEDLL
RIDARTIE, PIVTUZXLPI AT LAMRELSBHETE (HHE) 171
58 (s) ([ ZOPNTUZXLOSRT WERDEHICNERIEEES (IR0
5EEEE) ((BOVWTEZRSINTVELE (BARNICE, ZILIVZ L%
BIHDVEEENMSHOIELADEE T 2/s ENBERDIES. s = 112,
128, 192, (@ 256 EYhEER) . UHL. BESEFRIMOHES
(B : AT IV TV L, —AREVRBEROT SR READINEE , f5Mh
BT SRIEADINE) PEFIVE1-T>IOBIBORIREMEICLD,
FRZBEAOTIIITUZACHUTE—OtF1)T(BEEZZDUT, EH—0
%MET%@t#:UJﬂ’i?E@“:t@Eé’a'I‘Eb“‘iﬁF‘uﬁﬁéné&i(:@Dibrco
20164F, NISTRMEFetE#HIES (PQC) PZIIUXLDANF(CHNT,
JOvIRES 7ILIVZ LX)\ 1B IR A e (CIREEN L EL I DETE
V20 ANS 18 EZDFEUEUE. CODFETE. HEpI>
E1—-4EEFIOE1-90MANEBINTVET , sE8EDEVIEIC. N5
OtF1UTATIVZLLTFISRUET .

1. 128y DT OvIEES 7TV L (fl : AES-128) (LT D
HHEZR(CHERDY — 2 VB ESNZAR B B (SH U TR L THD.
2. 256EvhD/\w> 1B9%% (I : SHA-256. SHA3-256) (X193
BZEEZR (L BRYY — AEEAVEESNZAR B E (LU TELE TH D,
3. 192y MEDOTOvIRES 7ILIUX L (fl : AES-192) (CxFd D
FHEZR(CHERDY — 2 B ESNZAR B B (SHU TR L THD.
4, 384y bhd/)\v>1B8# (45 : SHA-384, SHA3-384) (L9 3
BZEEZR (L BRYY — 2EEAVEESNZAR B E (LU TEE TH D,
5. 256y hEDQTOvIRES 7L IUX L (fl : AES-256) (CxFd D
SRR (CHERDY — 2 B ESNZARE E (U TEETHD.
R2. MEFZIIVILADEFIVFEERSD
t;;'jﬁ‘ B/NER TR 1
1 128y MEOIOVIRES (CHI 2 HEEREEL | AES-128
2 |256Bvh\waBEERICH TR EEIEREEL  |SHA-256
3 1926y MEDIOvIEES (CH T 2HIEZREFEIL | AES-192
4 |384EyN\vaBEEICH B ERIFEREEL | SHA3-384
5 |256EyhEQIOvIEES(CHITDHIESRLFEIL | AES-256



https://csrc.nist.gov/pubs/sp/800/57/pt1/r6/ipd

___(8%) NIST SP 800-57 Rev. 6 qnitial public Draft) @

> KREINISTE, TF+1UT1h7IVZES 7 NIV LORESICHERSTEEIRCEDGHMEEELL TEERL. EyMITEREINSE

F1UT(BELEXBILTULS,

NIST SP 800-57 Rev. 6 (Initial Public Draft) (2025.12)
"Recommendation for Key Management: Part 1 — General”
https://csrc.nist.gov/pubs/sp/800/57/pt1/r6/ipd

Appendix E. Glossary (ir#)

security categories

The evaluation criteria for the security strength of an algorithm in terms of the
computational resources needed to break block cipher algorithms or hash
functions.

security strength

A number associated with the amount of work (i.e., the number of operations)
that is required to break a cryptographic algorithm or system. In this
recommendation, the security strength is specified in bits and is a specific value
from the set {112, 128, 192, 256%}. Also called “bits of security.”
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FIPS203 “Module-Lattice-Based Key-Encapsulation Mechanism Standard”

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.203.pdf

8. Parameter Sets (1k#%})

Concretely, ML-KEM-512 is claimed to be in security category 1,
ML-KEM-768 is claimed to be in security category 3,

and ML-KEM-1024 is claimed to be in security category 5.

FIPS204 “Module-Lattice-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

4. Parameter Sets (k%)

Concretely, the parameter set ML-DSA-44 is
claimed to be in security strength category 2,
ML-DSA-65 is claimed to be in category 3,
and ML-DSA-87 is claimed to be in category 5.

FIPS205 “Stateless Hash-Based Digital Signature Standard”
https://nvipubs.nist.gov/nistpubs /fips/nist.fips.205.pdf

11. Parameter Sets (3k#%)

Concretely, the parameter sets with n = 16 are
claimed to be in security category 1,

the parameter sets with n = 24 are

claimed to be in security category 3,

and the parameter sets with n = 32 are
claimed to be in security category 5.

Table 2. Approved parameter sets for ML-KEM

n q E-m mny d, d, requiredRBG strength (bits)
ML-KEM-512 256 3329 2 10 4 128
ML-KEM-768 256 3329 3 10 4 192
ML-KEM-1024 256 3329 4 11 5 256

Table 1. ML-DSA parameter sets

Parameters
(see Sections 6.1 and 6.2 of this document)

Values assigned by each parameter set
ML-DSA-44 | ML-DSA-65 | ML-DSA-87

q - modulus [see §6.1] 8380417 8380417 8380417
¢ -a512th root of unity in Z, [see §7.5] 1753 1753 1753
d - # of dropped bits from t [see §6.1] 13 13 13
7-# of £1’s in polynomial ¢ [see §6.2] 39 49 60
A - collision strength of ¢ [see §6.2] 128 192 256
7, - coefficient range of y [see §6.2] 217 219 210
¥, - low-order rounding range [see §6.2] | (¢—1)/88 | (¢—1)/32 | (¢—1)/32
(k, £) - dimensions of A [see §6.1] (4,4) (6,5) (8,7)
7 - private key range [see §6.1] 2 4 2
B=1nlsee§6.2] 78 196 120
w - max # of 1’s in the hint h [see §6.2] 80 55 75
Challenge entropy log, (zis) + 7 [see §6.2] 192 225 257
Repetitions (see explanation below) 4.25 5.1 3.85
Claimed security strength Category 2 | Category 3 | Category5
Table 2. SLH-DSA parameter sets
security pk sig
n h d K a k lg, m -category bytes bytes
SLH-DSA-SHA2-128s
SLH-DSA-SHAKE-128s 16 63 7 9 12 14 4 30 1 32 7856
SLH-DSA-SHA2-128f
SLH-DSA-SHAKE-128f 16 66 22 3 6 33 4 34 1 32 17088
SLH-DSA-SHA2-192s
SLH-DSA-SHAKE-1925 24 63 7 9 14 17 4 39 3 48 16224
SLH-DSA-SHA2-192f
SLH-DSA-SHAKE-192f 24 66 22 3 8 33 4 42 3 48 35664
SLH-DSA-SHA2-256s
SLH-DSA-SHAKE-256s 32 64 8 8 14 22 4 47 5 64 29792
SLH-DSA-SHA2-256f 32 68 17 4 9 35 4 49 5 64 49856

SLH-DSA-SHAKE-256f
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B SLH- | ey (B%)
o DSA
BS vl [MEKEM-5E2 Categery+
= |t «em IML:KEM-768 Category 3
ML-KEM-1024 Category 5
HOEHES|AES |AES-192 Category 3
AES-256 Category 5
s SHAZIG1 A 384 Category 4
0 SHA-512 Category 4
= SHA3-256 Category 2
SHA3|SHA3-384 Category 4
SHA3-512 Category 4

% Camellia. KCipher-2, SHAKEICDWT(34&ik,




BRERMO @ BZABNDCategory 1-20HUR)

> DRERRES D58 /PN (ML-DSAKRUSLH-DSA) (CDWT. Category 1-2 (128EwhtFi1U7(12

FBiEE) 2R 2 (BT D@,

[Z%75]

v ML-DSA-44(.DW\TIE., SEBAEYDNSSECETIL{FIAINZ T sEEN L.
&2 [IBETIEMIEY,
XCKECNSA 2.0T(EML-DSADMER(E. ML-DSA-87(CFREL. Eai/\w>1 (HashML-DSA) OFIFE
ZHTLIVRWA, CRYPTRECEESUZ N (ZBHIOMRAR R BTth. INSOHIRERIFZHERB,
v SLH-DSA®MCategory 1(CDWVT(E. IREFATIEML-DSALLEARTHIANRE
HITHN. Category 1EFTHRENRZIATIHEMEFTZLVCENS, ]2 [CIGEU
BOWCENES,

<ML-DSA-440Di/E(ICOVNT>

v Category 1-20BESHAiOF R (EERAKRICEESD D8,
- 3% 2 MFRBANICI Category 3 L OFIFZI#EE TS, |EIBEETDIENESH
- &z, IML-DSA-44 JIcU TR OFERZF T CENES,

(7¥2-2) "JRERFROML-DSA-65X(3ZML-DSA-87 DFIEHELRL, R
MR ERENBERT—FEZEDIRSAET [XIh 2RI 5,

v ML-DSA-44(3., HEAE R (CAVDELEERN RO EF 1UFT B IC LD EFIVT1H
FAUDNRRBBENSIFEIREMAL. TOEAFEPIE(LTIEN T,
XELEERMZR DT 1T 58 E(CGU TCategory 1 X (Category 2¢R2%0, OMATIVORENREZ S

D% BT 2L FEH UL\ CE . @nTREIRBRDCategory 3 EOFBZH#ERE T2 5 THRIE.
QBUFIBHRS AT LADFHERCELEVEMZRD T 1T RE X TIEIET AL (IR THDEEFZREX.
192y U EDtF1VF58EZ2BEFET ., hFTUNERRZZM AL IBEEU.
(3£2-3) ML-DSA-44(cDW\T, BEMICHVWSELHEM DO EFIUT 8B
192y M EDiZ&ECategory 2. 128EY MU E192EY bRiFE DS
Sl3Category 1¢12%.

<ZZ : BRI DES A5 >

e . tt3alrv
Fetr 48 iE= i h5)
Category 1
ML-DSA-44 (E2-3)
ML- [(CF2-2) Category 2
DSA GE2-3)
ML-DSA-65 Category 3
ML-DSA-87 Category 5
SEHH-DSA-SHAZ-
12815/ gon
%% = SEH-BSA- Cat 4
F EE; El
e SLH-DSA-SHA2-
B SLH- |192[s/f] Category 3
= DSA |SLH-DSA-
SHAKE-192[s/f] |Category 3
SLH-DSA-SHA2-
256[s/f] Category 5
SLH-DSA-
SHAKE-256[s/f] |ategory >
ML - MKEM-512 Category—t
HHa KEM ML-KEM-768 Category 3
ML-KEM-1024 Category 5
AES—128 Category—+
HEHES{AES |AES-192 Category 3
AES-256 Cateqgory 5
SHA—256 Category2
SHA-512/256
o SHAZ2IS|A 384 Category 4
7 SHA-512 Category 4
= SHA3-256 Category 2
SHA3|SHA3-384 Category 4
SHA3-512 Category 4

% Camellia. KCipher-2, SHAKEICDW\T (&t
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BES i RAY IR A524 A—=ANSU7
(BSI) (ANSSI) (AIVD) (ACSC)
ML-KEM-512 (Category 1)

ML-KEM |ML-KEM-768 (Category 3) Recommended préférence Acceptable approved®
ML-KEM-1024 (Category 5) Recommended préférence Recommended approved
ML-DSA-44 (Category 2)

ML-DSA |ML-DSA-65 (Category 3) Recommended préférence Acceptable approved®
ML-DSA-87 (Category 5) Recommended préférence Recommended approved
%gisD/?]A Eg';'ézzg rf/Hl'A)KE]_ Acceptable (¥ SLH-DSAMDEE &AL

SLH-DSA %gig?ﬁg‘:&znggKE]_ Recommended Recommended SLH-DSADEE &AL
glggst/?]Ag[Ci?eAgzc{rsyHSKE]_ Recommended Recommended SLH-DSAMDEE AL
AES-128 (Category 1) Recommended Acceptable approved”

AES AES-192 (Category 3) Recommended approved®
AES-256 (Category 5) Recommended encourage Recommended approved
SHA-256 (Category 2) Recommended Recommended approved”
SHAD SHA-512/256 (Category 2) Recommended
SHA-384 (Category 4) Recommended encourage Recommended approved
SHA-512 (Category 4) Recommended encourage Recommended approved
SHA3-256 (Category 2) Recommended Recommended PQCHEMERADFHA]
SHAKE128 (Category 2) Acceptable PQCHEMERADFHB]
SHA3 SHA3-384 (Category 4) Recommended encourage Recommended
SHA3-512 (Category 4) Recommended encourage Recommended PQCAIEMERADHE]
SHAKE256 (Category 4) encourage Recommended PQCAEBERA DA 1]

&% MY (BSI)
J35>A (ANSSI)

: “Technical Guideline TR-02102-1 Cryptographic Mechanisms: Recommendations and Key Lengths”

#3>4 (AIVD)

: “The PQC Migration Handbook”

: “Avis de I'ANSSI sur la migration vers la cryptographie post-quantique” (PQCHE{TICBIT2ANSSIN R fE)

* 2030FLABF(SIFHER

A—=ZK3U7 (ACSC) : “Guidelines for cryptography”
(GF) SLH-DSAICDWT. J\W2 130T EMOHABLT ZARTFHRA R THRIEZIBHIC. TF1UT/LAILID/INSX—Fty M Acceptablet LT3 (Section 4.2.1. Table 4.2) .

XZE (NCSC) : “Next steps in preparing for post-quantum cryptography” Tld. ML-KEMKRUML-DSAICDWT., £/\5A-7y N — iR ET
HFEOEEELTVE— 7. ZXORET(EML-KEM-768 & UML-DSA-65%#E42,

¥KE (NSA) :“Commercial National Security Algorithm Suite 2.0"Tld. ERZ2MRES AT AMEIFIC. ML-KEM-1024 X% UML-DSA-87%#F.,



(2%) BHBRTHEEICKIHIINIRD

R4y wEEF1U7T1/F (BSI)
“Technical Guideline TR-02102-1 Cryptographic Mechanisms:

Recommendations and Key Lengths” (2026.1)
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TGO

11

750 BEFREHIATALFIVT(F (ANSSI) [{AFERODOT{RER]
“Avis de I'ANSSI sur la migration vers la cryptographie post-
quantique” (PQC#B{TICBATSANSSINRAR) (2023.12)

https://messervices.cyber.gouv.fr/guides/avis-de-lanssi-sur-la-migration-vers-la-

2102/BSI-TR-02102-1.html

2.4.3. ML-KEM Key Agreement (ik4%) X [103](FFIPS203
ML-KEM with the parameter sets corresponding to NIST Security
Strength Categories 3 and 5 (see Table 2.7) from [110] is
considered cryptographically suitable for the long-term protection
of confidential information at the security level targeted in this
Technical Guideline.

e ML-KEM-768, see [103],
e ML-KEM-1024, see [103].
Table 2.7: Recommended parameters for ML-KEM.

A=ANSU7 BAN—tF21UF1t>5—- (ACSC)
“Guidelines for cryptography” (2026.9853)

https://www.cyber.gov.au/business-government/asds-cyber-security-
frameworks/ism/cyber-security-guidelines/guidelines-for-cryptography

Using the Module-Lattice-Based Key Encapsulation
Mechanism (3k#%)

The use of ML-KEM-768 and ML-KEM-1024 are approved.

For interoperability and maintainability reasons, ML-KEM-768 will
not be approved beyond 2030.

1F¥VRA BERYAN-tF1UF71E>5— (NCSC)
“Next steps in preparing for post-quantum cryptography” (2024.8)

https://www.ncsc.gov.uk/whitepaper/next-steps-preparing-for-post-quantum-cryptography

Key takeaways from this guidance (3k#%)

ML-KEM (Kyber) and ML-DSA (Dilithium) are algorithms standardised
by NIST that are suitable for general purpose use. All proposed
parameter sets provide an acceptable level of security for personal,
enterprise and OFFICIAL-tier government information. The NCSC
recommends ML-KEM-768 and ML-DSA-65 as providing appropriate
levels of security and efficiency for most use cases.

cryptographie-post-quantique-0

CRYSTALS-Kyber, aussi appelé ML-KEM (3&#%-1R%GR)

ZO7NTVX LSS EEADIHEAFAHIEES NI

=L NUE T
1. BEACCNTA DRI ADNGA—HZZEE VRN ENEE T,

2. NSA=AFEEOTF VTN TIESEINE T, alaERRDREONISTE
F1UFILA), TENELANILS (AES-256(cHB=) FELAILZ (AES-192

(TAR=) Z{ERTILzHBHLET.

A524 ASVHEZFER T2ERER (AIVD)

“The PQC Migration Handbook” (2024.12)
https://english.aivd.nl/documents/2024/12/3/the-pgc-migration-handbook

4.2) Recommended Cryptographic Primitives (k%)

Primitive Recommended Acceptable

ML-KEM? ML-KEM-1024 ML-KEM-768"

ML-DSA ML-DSA-87 ML-DSA-657

SLH-DSA SLH-DSA-(SHA2/SHAKE)-256(s/f) SLH-DSA-(SHA2/SHAKE)-128(s/f)
SLH-DSA-(SHA2/SHAKE)-192(s/f)

AES AES-256 AES-128

SHA-3 SHA-3-256 SHA-3-224 (c)SHAKE128
SHA-3-384
SHA-3-512
(c)SHAKE256

SHA-2 SHA-256 SHA-224
SHA-384
SHA-512

" Recommended to be deployed in a hybrid combination with ECDH. ? Recommended to be deployed in a hybrid combination with either ECDSA
or EdDSA. * BSI, ANSSI, NLNCSA recommend the use of NIST level 5 or § parameter sets. NSA CNSA 2.0 requires level 5.

Table 4.2 | Recommended parameter instantiations of the cryptographic primitives.

. ANSSIELUT OHERR
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> KECNSA 2.00FAQ (2024%) Tl ML-DSAD/{FX—=4(EML-DSA-87ICBRTE.

> F¥le. ML-DSADOZERI/\v>15T (HashML-DSA) (4.3

IBEOML-DSA-87F CHRBBIRETHD. IREFRTIRDH TLRL,

KE BEFREERER (NSA)

“The Commercial National Security Algorithm Suite 2.0 and Quantum Computing FAQ"” (2024.12)

https://www.nsa.gov/Press-Room/Digital-Media-Center/Document-Gallery/igtag/CNSA/

Q: What is the Commercial National Security Algorithm Suite
2.0 (CNSA 2.0)?
A: CNSA 2.0 is the suite of QR algorithms approved for NSS use. The
following table lists the algorithms and their functions, specifications,
and parameters.

Table: Commercial National Security Algorithm Suite 2.0
Algorithm | (8) |Specification | Parameters
General Purpose Algorithms

(B8) | (B%) (B%)
ML-DSA-87 for all
classification levels.

(H%)

(82)

ML-DSA (previously
CRYSTALS-Dilithium)

(B%)

(&) |FIPS PUB 204

(B8) | (B®)

Q: Is HashML-DSA, aka the pre-hash mode of ML-DSA, allowed
in CNSA 2.0?

A: Not at the present time. HashML-DSA is a variant on ML-DSA in
FIPS 204, which describes a method of compressing a message
before signing while intentionally breaking interoperability with ML-
DSA to prevent a vulnerability in the case of key reuse. Because
HashML-DSA does not offer any functionality not already offered by
the CNSA hash functions combined in a standard way with ML-DSA-
87, and because standard ML-DSA-87 is expected to be widely
supported, NSA anticipates there will be no need for HashML-DSA in
NSS. Hence, at this time, HashML-DSA is not allowed. If at a later
date protocol usage demands it, NSA will provide specific guidance
on its limited usage at that time.

[{=ER (HEtEERERAN—R) ]
Q: CNSA 2.0L{EATTH ?

A: CNSA 2.0(&. NSSTOERNEFEENLEES 7 TUXLOEYRTT . B
TORC, BVINTVXLETOHERE, AR, BIUNIA-HZEEHUET .

= : Commercial National Security Algorithm Suite 2.0

FVAUZA | 8) | 4w | KS5A—%
REAZIIVXA
(B®) (B%) | (B%) (B&)
ML-DSA (I8 (BR) FIPS PUB | £ TOMEXZLAITKU
CRYSTALS-Dilithium) | ™= |204 ML-DSA-87 %#{EF,
(BR) (B%) | (B%) (BX)

Q: CNSA 2.0[C8WT. HashML-DSA (ML-DSADQILN\YY1E—
R) @RBHSNTVEIH ?

A: BHIFSRTEERHSNTLEB A HashML-DSAIZFIPS 204 TiAREEINS
ML-DSAD/\UI—-23>D—DTHD. HOBF|ARHCELSDMES5 42T
HIC. HRATHEREDOML-DSAL DB B ERA Mz 5o/ ET. BRREICHY
T-SREMIZDFEEZFEALTVET ., HashML-DSA(E. ML-DSA-87¢
CNSA/N\Y 1B ZZEN RS E THAGDE B E(CEIRTE3HEELL
LOEOZBHURVZE, FAFERBRML-DSA-87HLHR— R EN2ER
AFENDIENS. NSAENSS (BRZEMHRESRATL) (CBVWTHashML-

DSAIFRETHDEHIBILTVET , 208, FREFRT(EHashML-DSA(LER

HENTVEE AL IFEM(CTONIIL EORBENEUIBEIIC(E. ZORFSRT
PRERMER(CRE I 2 B4R 28 HIINSANSRENZFETT .
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(%) ML-DSADTF1UFHF7IVICONT

> KENISTOFIPS 204 TlE. ML-DSAOTF1)F4HF7TVICDWT, SEERKICAVBELE ERMZR DO+ 1T (R E(CBI I 2544
ZRAELTHN, ML-DSA-44T(S., BLERERZRD8E (Lo TCategory 2h5Category 1R T 93155005,

KE EIZFRERIGHAZFFR (NIST)

FIPS204 “Module-Lattice-Based Digital Signature Standard" (2024.8)

https://nvipubs.nist.gov/nistpubs/fips/nist.fips.204.pdf

3.6.1 Randomness Generation

Algorithm 1, implementing key generation for ML-DSA,
uses an RBG to generate the 256-bit random seed ¢. The
seed ¢ shall be a fresh (i.e., not previously used) random
value generated using an approved RBG, as prescribed in
SP 800-90A, SP 800-90B, and SP 800-90C. Moreover, the
RBG used shall have a security strength of at least 192
bits for ML-DSA-65 and 256 bits for ML-DSA-87. For ML-
DSA-44, the RBG should have a security strength of at
least 192 bits and shall have a security strength of at
least 128 bits. If an approved RBG with at least 128 bits
of security but less than 192 bits of security is used, then
the claimed security strength of ML-DSA-44 is reduced
from category 2 to category 1.
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(*1) RFC 9881 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Module-Lattice-Based Digital Signature Algorithm (ML-DSA)
https://www.rfc-editor.org/rfc/rfc9881.html

(*2) RFC 9909 Internet X.509 Public Key Infrastructure -- Algorithm Identifiers
for the Stateless Hash-Based Digital Signature Algorithm (SLH-DSA)
https://www.rfc-editor.org/rfc/rfc9909.html

(*3) RFC 9882 Use of the ML-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9882.html

(*4) RFC 9814 Use of the SLH-DSA Signature Algorithm in the Cryptographic
Message Syntax (CMS)
https://www.rfc-editor.org/rfc/rfc9814.html

(*5) Use of ML-DSA in TLS 1.3
draft-ietf-tls-mldsa-06
https://datatracker.ietf.org/doc/draft-ietf-tls-mldsa/06/

(*6) Post-Quantum Composite Signatures in SSH
draft-ietf-sshm-composite-sigs-00
https://datatracker.ietf.org/doc/draft-ietf-sshm-composite-sigs/00/

(*7) Stateless Hash-Based Signatures for Secure Shell (SSH)
draft-josefsson-ssh-sphincs-02
https://datatracker.ietf.org/doc/draft-josefsson-ssh-sphincs/

(*8) Module-Lattice Digital Signature Algorithm for DNSSEC
draft-westerbaan-dnssec-mldsa-04
https://datatracker.ietf.org/doc/draft-westerbaan-dnssec-midsa/

(*9) Stateless Hash-Based Digital Signatures with Merkle Tree Ladder Mode for
DNSSEC
draft-fregly-dnsop-slh-dsa-mtl-dnssec
https://datatracker.ietf.org/doc/draft-fregly-dnsop-slh-dsa-mtl-dnssec/
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(*1) Cloudflare, “1.1.1.1 now supports post-quantum DNSSEC”
https://blog.cloudflare.com/post-quantum-dnssec-1111/

(*2) Cloudflare, “Post-quantum authentication to origins is now supported”
https://blog.cloudflare.com/post-quantum-authentication-to-origins/

(*3) Google Cloud KMS, “Digital signatures”
https://docs.cloud.google.com/kms/docs/digital-signatures?hl=ja

(*4) AWS KMS, “ML-DSA keys in AWS KMS”
https://docs.aws.amazon.com/kms/latest/developerguide/mlidsa.html

(*5) OpenSSL, “OpenSSL 3.5 Final Release”
https://openssl-library.org/post/2025-04-08-openss|-35-final-release/
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