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1 mn. cf

RUtfHafHat mn. of SHufHAHAH

spdadd 3ffe:516:39e0:2430:0022:00fa:09ae:e801 3ffe:516:39e0:2430::101
any —P out ipsec
esp/transport//require;

spdadd 3ffe:516:39e0:2430::101 3ffe:516:39e0:2430:0022:00fa:09ae:e801
any —P in ipsec

esp/transport//require;

spdadd 3ffe:516:39e0:2430:0022:00fa:09ae:e801
3ffe:516:39e0:2430:0022:00fa:09ae:e801 any —P in none;
spdadd 3ffe:b16:39e0:2430:0022:00fa:09ae:e801

3ffe:516:39e0:2430:0022:00fa:09ae:e801 any —P out none;
spdadd 3ffe:516:39e0:2430:0022:00fa:09ae:e801 ::/0
any —P out ipsec
esp/tunnel/3ffe:516:39¢0:2430:0022:00fa:09ae:e801-3ffe:516:39e0:2430::1
01/require;
spdadd ::/0 3ffe:516:39e0:2430:0022:00fa:09ae:e801
any —P in ipsec
esp/tunnel/3ffe:516:39e0:2430::101-3ffe:516:39e0:2430:0022:00fa:09ae:e8
01/require;
add 3ffe:516:39e0:2430::101 3ffe:516:39e0:2430:0022:00fa:09ae:e801
esp 0x20aee801 —E rijndael-cbc “0x0000000000000000002200fa09aee801”;
add 3ffe:516:39e0:2430:0022:00fa:09ae:e801 3ffe:516:39e0:2430::101
esp 0x10aee801 -E rijndael-cbe “0x0000000000000000002200fa09aee801”;
HUftHtts mn. cf end HU#HHHHHHH
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2 mn_ipsec. sh

HUHHHRRHRE mn_ipsec. sh HH#RHHHHH

#!/bin/sh

#

# $Id: mip6000000. sh. template, v 1.4 2002/12/06 10:56:06 sugyo Exp $
#

# Copyright (C) 2002 NEC Corporation. All rights reserved.

#
PATH=/usr/local/v6/sbin:/usr/local/v6/bin:/usr/sbin:/usr/bin:/sbin:/bin
#

#

#1d="0022:00fa:09ae:e801”

Td="$2"

HomeAgent_Addr="3ffe:516:39e0:2430::101”
MobileNode HomeAddr="3ffe:516:39e0:2430:”${1d}
VPN=YES

NUM="expr ${Id} : "¥( +H)¥:¥( *¥) ¥( *¥):” “expr ${Id}
NUM=S (NUM) " expr ${Id} : 7. %¥:¥( %¥). *¥:” expr ${Id}
SPI="expr ${NUM} : ”7.*¥(...... ¥)”
HomeAgent_SPI="0x10"${SPI}
MobileNode_SPI="0x20"$ {SP1}

ealgo="rijndael-cbhc”

ekey=0x0000000000000000$ {NUM}

#invalid ekey

ftekey="¥"NECMIP7-EPROJECT¥"”

#

Algorithm="-E $ealgo $ekey”
STATIC=YES
mobility="62"

setkeyc="setkey —¢”

if [ “x$VPN” = “xYES” ]; then
tunnel_upperspec="any”
else
tunnel_upperspec="$mobility”
fi

“Ek 3-1-2
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case “$1”7 in

start)

_EOF_

_EOF_

EOF_

stop)

_EOF_

# SPD

$setkeyc <K_EOF_

spdadd $HomeAgent_Addr $MobileNode_ HomeAddr
$tunnel_upperspec -P out ipsec
esp/transport//require;

spdadd $MobileNode_HomeAddr $HomeAgent Addr
$tunnel_upperspec -P in 1ipsec

esp/transport//require;

# SPD (VPN/RR)
$setkeyc <<_EOF_
spdadd ::/0 $MobileNode_HomeAddr
$tunnel_upperspec -P out ipsec
esp/tunnel/$HomeAgent_Addr—$MobileNode_HomeAddr/require;
spdadd $MobileNode_HomeAddr ::/0
$tunnel_upperspec -P in 1ipsec
esp/tunnel/$MobileNode_HomeAddr-$HomeAgent_Addr/require;

# SA

if [ ”x$STATIC” = ”xYES” ]; then
$setkeyc <<_EOF_

add $HomeAgent_Addr $MobileNode_ HomeAddr
esp $MobileNode_SPI $Algorithm;

add $MobileNode HomeAddr $HomeAgent Addr
esp $HomeAgent_SPI $Algorithm;

fi

# SPD

$setkeyc <<_EOF_

spddelete $HomeAgent_Addr $MobileNode_HomeAddr
$tunnel_upperspec —P out;

spddelete $MobileNode HomeAddr $HomeAgent_ Addr

$tunnel_upperspec -P in;

# SPD (VPN/RR)
$setkeyc <<_EOF_
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spddelete ::/0 $MobileNode_HomeAddr
$tunnel_upperspec —P out;
spddelete $MobileNode HomeAddr ::/0

$tunnel_upperspec -P in;

_EOF_
# SA
if [ ”x$STATIC” = "xYES” ]; then
$setkeyc <<_EOF_
delete $HomeAgent_Addr $MobileNode_HomeAddr
esp $MobileNode_SPI;
delete $MobileNode HomeAddr $HomeAgent Addr
esp $HomeAgent_SPI;
_EOF_
fi
*)
echo “Usage: basename $0° {start|stop} id” >&2
exit 1
esac
exit 0

HHEHAHERAR mn_ipsec. sh end HHfHEHEHEH
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3 mn_ipsecO. sh

HASHEHEHEAR mn_ipsecO. sh
#!/bin/sh

List="0022:00fa:09ae:e8
#List="0022:00fa:09ae:e
# 0022:00fa:09b6:
# 0022:00fa:09c2:
# 0022:00fa:09c0:
# 0022:00fa:09c2:
# 0022:00fa:1c05:
# 0022:00fa:1936:
#List="$List 0000:0000:
# 0000:0000:2000:
# 0000:0000:2000:

for i in $List
do

sh /root/mn_ips
done

HRESHEHERE mn_ipsecO. sh

HeHHHRRH T

01//

801 ¥

a401 ¥
5401 ¥
acOl ¥
3801 ¥
1401 ¥
2c01”

2000:0008 ¥

0009 ¥
0010”

ec.sh $1 $i

end HHHHHHHHHY
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4 filter. conf

RUufHafHtt filter. conf HHffHAHHAH

spdadd 3ffe:516:39e0:2410::101 3ffe:516:39e0:2430::/64 any —-P in none;
spdadd 3ffe:516:39e0:2410::102 3ffe:516:39¢0:2430::/64 any -P in none;
spdadd ::0/0 3ffe:516:39¢0:2430::/64 any —P in discard;

HEUfHaHt filter. conf end H#iH#HH#HES
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5 filter_kai. conf

Rttt filter_kai. conf HHH#HH#HY

spddelete 3ffe:516:39e0:2410::101 3ffe:516:39e0:2430::/64 any —P in;
spddelete 3ffe:516:39¢0:2410::102 3ffe:516:39¢0:2430::/64 any -P in;
spddelete ::0/0 3ffe:516:39e0:2430::/64 any —P in;

RuufHaHt filter_kai. conf end HH#HHSHAHH
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4-2

diffserv MPLS (1X5003)
(1X5003)

kagakukan# show running-config all

### Date : 2003/03/06 Time : 11:38:55

#### Software Version : 7.4.30

#### show running-config system

system name kagakukan

# license register (os ********

# license register mpls *****xx*

# license register ip-vpn ****x*k

# license register ipvg ********

# license register ipv6-mcast ********

ipsw-iu register 1 100MTX8-A

ipsw-iu register 2 GBEC-X-A

### show running-config ipfe

no ipfe entry-mask 1 ip-sa

no ipfe entry-mask 2 ip-sa

ipfe filter mode disable

### show running-config physical-interface

ethernet port 12 fdx100

### show running-config router-interface

vlan-mode change

vlan register 2 kentyou 21

vlan register 3 haishin-sv 11

vlan register 4 chikuseki-sv 12

vlan-mode active

Isp out register 20 shim 1024 vlan 2 - ipv6 3ffe:516:39e0:1230::1
Isp in register 30 shim 1025

Isp xc register 100 0 20 enable

Isp xc register 200 30 0 enable

mplspp register 1 kagakukan-kitasyo 3000 4000 e_lsp off ipv6
mplspp Isp-mapping 1 100 100

### show running-config bridge

### show running-config router

ip address-table vlan 2 192.168.123.2 255.255.255.0 dix
ip address-table vlan 3 192.168.200.254 255.255.255.0 dix
ip address-table vlan 4 192.168.201.254 255.255.255.0 dix
ipv6 interface enable vlian 2

ipv6 interface status vlan 2 up

ipv6 interface enable vlan 3

ipv6 interface status vlan 3 up

ipv6 interface enable vlan 4

ipv6 interface status vlan 4 up

ipv6 interface enable mplspp 1

ipv6 interface status mplspp 1 up

ipv6 address-table vlan 2 3ffe:516:39e0:1230::2 64 unicast
ipv6 address-table vlan 3 3ffe;516:39e0:1231::1 64 unicast
ipv6 address-table vlan 4 3ffe;516:39e0:1232::1 64 unicast
ipv6 address-table mplspp 1 3ffe:516:39e0:3000::1 64 unicast
ipv6 routing-table 3ffe:516:39e0:2310:: 64 3ffe:516:39e0:3000::2@mplspp_1
ipv6 nd ra send vlan 3

ipv6 nd ra send vlan 4

rip register vlan 2 rip2 both

rip register vlan 3 rip2 both

rip register vlan 4 rip2 both
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ipv6 ripng register vlan 2 enable enable

ipv6 ripng register vlan 3 enable enable

ipv6 ripng register vlan 4 enable enable

ipv6 ripng register mplspp 1 enable enable

ipv6 pimv6 domain register 1 sm sizentaiken
ipv6 pimv6 interface register 1 vlan 2

ipv6 pimve6 interface register 1 vlan 3

ipv6 pimve6 interface register 1 vlan 4

### show running-config router-application

ntp server 192.168.2.1

### show running-config system-security
system login level permit-all

### show running-config snmp

community register e-project ro

trap destination 192.168.1.1 e-project

trap source 192.168.1.1 192.168.123.2

### show running-config qos

gos mode enable

gos bandwidth register mplspp 1 afbe 15000
gos bandwidth register mplspp 1 ef2 8000

gos traffic-class-trust maptbl dscp 2 000000 ef2
gos traffic-class-mark maptbl dscp 2 ef2 000000
gos traffic-class-trust type vlan 4 dscp 2

gos traffic-class-mark type mplspp 1 dscp 2
classify-list register 100 1 ipv6

classify-list ip-sa 100 1 3ffe:516:39e0:1232::102 64
classify-list ip-da 100 1 3ffe:516:39e0:2310::102 64
classify-list qos-class 100 1 ef2

classify-list protocol-id 100 1 udp

classify-list register 101 1 ipv6

classify-list ip-sa 101 1 3ffe:516:39e0:1232::102 64
classify-list ip-da 101 1 3ffe:516:39e0:2310::102 64
gos profile register 10 ef2

gos profile peak-rate 10 8000

gos profile gos-class 10 ef2

gos profile register 11 afbe

gos profile peak-rate 11 15000

policy-list register 200 1 100 10

policy-list register 201 1 101 11

policy-map register mplspp 1 out 1 200
policy-map register mplspp 1 out 2 201

### show running-config rtp

### show running-config rsvp

### show running-config rsvpte

### show running-config file-up

### show running-config administer

card administer 1 up

### End of Show Running-config ###

4 kagakukan#
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kita-syo# show running-config all

### Date : 2003/03/06 Time : 11:44:05

### Software Version : 7.4.30

### show running-config system

system name Kkita-syo

# license register qos *****#***

# license register mplg ***#**xx*

# license register ip-vpn *****x**

# license register ipvg ********

# license register ipv6-mcast *****x**

ipsw-iu register 1 100MTX8-A

ipsw-iu register 2 GBEC-X-A

### show running-config ipfe

no ipfe entry-mask 1 ip-sa

no ipfe entry-mask 2 ip-sa

ipfe filter mode disable

### show running-config physical-interface

ipsw-atm traffic-id 1 cbr 283011 - - qosO

### show running-config router-interface

vlan-mode change

vlan register 2 softpia 21

vlan register 3 kitasho-sv 11

vlan-mode active

Isp out register 40 shim 1025 vlan 2 - ipv6 3ffe:516:39e0:2300::1
Isp in register 10 shim 1024

Isp in register 30 shim 1025

Isp xc register 100 10 0 enable

Isp xc register 200 0 40 enable

mplspp register 1 kagakukan-kitasyo 4000 3000 e_lIsp off ipv6
mplspp Isp-mapping 1 200 100

### show running-config bridge

### show running-config router

ip vrf register 10

ip address-table vlan 2 192.168.6.2 255.255.255.0 dix
ip address-table vlan 3 192.168.50.254 255.255.255.0 dix
ipv6 interface enable vlan 2

ipv6 interface status vlan 2 up

ipv6 interface enable vlan 3

ipv6 interface status vlan 3 up

ipv6 interface enable mplspp 1

ipv6 interface status mplspp 1 up

ipv6 address-table vlan 2 3ffe:516:39e0:2300::2 64 unicast
ipv6 address-table vlan 3 3ffe:516:39e0:2310::1 64 unicast
ipv6 address-table mplspp 1 3ffe:516:39e0:3000::2 64 unicast
ipv6 nd ra send vlan 3

rip register vlan 2 rip2 both

rip register vlan 3 rip2 both

ipv6 ripng register vlan 2 enable enable

ipv6 ripng register vlan 3 enable enable

ipv6 ripng register mplspp 1 enable enable

ipv6 pimv6 domain register 1 sm sizentaiken

ipv6 pimve6 interface register 1 vlan 2

ipv6 pimve6 interface register 1 vlan 3

### show running-config router-application

ntp server 192.168.2.1

### show running-config system-security

system login level permit-all

### show running-config snmp

community register e-project ro

trap destination 192.168.1.1 e-project

trap source 192.168.1.1 192.168.1.254
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### show running-config qos
gos mode enable

gos bandwidth register mplspp 1 afbe 15000
gos bandwidth register mplspp 1 ef2 8000

gos traffic-class-trust maptbl dscp 2 000000 ef2
gos traffic-class-mark maptbl dscp 2 ef2 000000
gos traffic-class-trust type mplspp 1 dscp 2

gos traffic-class-mark type vlan 3 dscp 2

classify-list register 100 1 ipv6

classify-list ip-sa 100 1 3ffe:516:39e0:1232::102 64
classify-list ip-da 100 1 3ffe:516:39e0:2310::102 64

classify-list qos-class 100 1 ef2
classify-list protocol-id 100 1 udp
classify-list register 101 1 ipv6

classify-list ip-sa 101 1 3ffe:516:39e0:1232::102 64
classify-list ip-da 101 1 3ffe:516:39e0:2310::102 64

gos profile register 10 ef2

gos profile peak-rate 10 8000

gos profile qos-class 10 ef2

gos profile register 11 afbe

gos profile peak-rate 11 15000
policy-list register 200 1 100 10
policy-list register 201 1 101 11
policy-map register mplspp 1 in 1 200
policy-map register mplspp 1 in 2 201
### show running-config rtp

### show running-config rsvp

### show running-config rsvpte

### show running-config file-up

### show running-config administer
card administer 1 up

### End of Show Running-config ###
4 Kita-syo#
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