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ICT Policy Initiatives at the Ministry of Internal Affairs and
Communications

Section1 Pursuing a Comprehensive ICT Policy

1. Current status and issues

(1) Low birthrate, aging population, stagnant Japanese economy

The number of births in Japan has continued to de-
cline since 2016, and the problems of Japan’s falling
birthrate and aging population are becoming increas-
ingly serious. In particular, labor shortages are growing
worse with each passing year due to the dwindling work-
ing-age population (population aged 15-64), and there
are concerns that this will lead to diminishing economic
growth rates due especially to the exhaustion and de-
cline of rural areas and future economic and market
shrinkage. The Japanese economy has also been in a

(2) Intensifying disasters and aging social infrastructure

In recent years, Japan has experienced frequent se-
vere weather disasters due to the effects of climate
change and other factors, and large-scale earthquakes
such as the Nankai Trough Earthquake and the Tokyo
Metropolitan Earthquake are said to be imminent. In the
event of such a disaster, ICT must be utilized to accu-
rately collect disaster-related information and provide
evacuation information, etc., as well as to quickly restore
communications and sustain continuous communica-
tions services.

(3) Increasingly complex international circumstances

The international situation surrounding Japan is be-
coming increasingly uncertain and opaque, with geopo-
litical tensions rising as a result of such factors as Rus-
sia’s invasion of Ukraine, growing uncertainty in the
global economy, cross-border cyber attacks on critical
infrastructure, and the proliferation of disinformation.
Under these circumstances, the Act on the Promotion of
Ensuring National Security Through Integrated Imple-
mentation of Economic Measures” (Act No. 43 of 2022)
enacted in May 2022 lists “telecommunications busi-
ness,” “ broadcasting business,” and “ postal business”
as business fields that could be covered by a system de-

prolonged period of stagnation and labor productivity
has declined. Digital technology plays a major role in
solving these issues. For example, further progress in
digital technology, including Al and robotics, and in its
penetration and utilization throughout society is expect-
ed to help resolve labor shortages and revitalize the
economy by improving productivity and competitive-
ness. In addition, it is expected that the use of telework
and satellite offices will expand employment options re-
gardless of locations.

There is concern that the infrastructure developed
intensively during Japan’s period of rapid economic
growth will deteriorate rapidly, and this makes strategi-
cally maintaining and updating infrastructure an urgent
issue. At the same time, it is becoming increasingly dif-
ficult to allocate sufficient labor and resources to main-
tain infrastructure with a declining supply of labor attrib-
utable to a falling birthrate and an aging population, and
it is therefore important to make thorough use of digital
and new technologies in pursuing initiatives.

signed to ensure the stable provision of specified essen-
tial infrastructure services. The government will be
making steady efforts to ensure the effective operation
of such a system in future. The eraof Al and DX requir-
ing large-capacity, high-speed communication networks
that support enormous traffic as well as computational
resources that can handle massive data processing has
made it necessary to pursue initiatives to improve Ja-
pan’s international competitiveness in the digital sector
to address the crucial issue of ensuring Japan’s autono-
my in the digital sector from the perspective of econom-
ic security.

2. Efforts in pursuit of a comprehensive ICT policy

Japan’s IT strategy began with the “e-Japan Strategy”
formulated in January 2001 that mainly promoted infra-
structure development and IT utilization, which under-
went repeated reviews. Following the establishment of
the Digital Agency in September 2021, a Digital Society
Promotion Council chaired by the Prime Minister was
established in accordance with the Act on the Establish-

ment of the Digital Agency to promote the implementa-
tion of measures needed to form digital societies as well
as to coordinate among relevant administrative agencies
as necessary on said measures needed to form a digital
society. The Council discussed the “Priority Plan for the
Advancement of a Digital Society “, which specifies mea-
sures that the government should implement promptly
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and intensively to realize the digital society to which it
aspires, and serves as a compass for government minis-
tries and agencies to undertake structural reforms and
individual measures, and to communicate and recom-
mend these to the rest of the world; revisions to this
were approved by the Cabinet in June 2025. The Plan
outlines six goals for the digital society — (1) growth
strategies through digitalization, (2) digitalization of
quasi-public sectors such as healthcare, education, di-
saster prevention, and childcare, (3) regional revitaliza-
tion through digitalization, (4) a digital society in which
no one is left behind, (5) development and securing of
digital human resources, and (6) international strategies
including promotion of DFFT (Data Free Flow with
Trust) - and compiles policies to realize these strate-
gies. In line with this plan, the MIC is currently pursuing
measures relevant to it.

For citizens and businesses to reap the benefits of
digitalization, it is necessary to improve local liveli-
hoods, revitalize industry, realize sustainable societies,
and increase happiness by resolving local issues through
practical applications of digital technology. Accordingly,
Vision of Digital Garden City Nation Realization Confer-
ence, chaired by the Prime Minister, was established in
November 2021 to give concrete shape to the Vision and
advance regional revitalization through practical applica-
tions of digital technology by promoting digitalization in
rural areas, generating new waves of change, and nar-
rowing the gap between rural and urban areas in order
to achieve the world-connecting “Vision for a Digital
Garden City Nation”. Based on the Council’s delibera-
tions, the Cabinet in June 2022 approved the “Basic Pol-
icy for the Vision for a Digital Garden City Nation” and
in December of the same year the “Comprehensive
Strategy for the Vision of a Digital Garden City Nation”,
which identifies the Vision’s basic medium- to long-term
direction for the five-year period FY2023-FY2027. Fur-
thermore, the Cabinet approved the “Comprehensive
Strategy for the Vision for a Digital Garden City Nation
(2023 Revised Version)” in December 2023 in keeping
with digital administrative and fiscal reforms, and com-
piled the “Report on Digital Administrative and Fiscal
Reform 2024” (approved in May 2024 by the Meeting on

Digital Administrative and Fiscal Reform) in June 2024.

Based on the idea that local communities are the main
drivers of growth, the Headquarters for Creating New
Regional Economies and Living Environments, headed
by the Prime Minister, was established in October 2024
to transition from the Vision of Digital Garden City Na-
tion Realization Conference in order to take large-scale
regional development measures as catalysts for econom-
ic growth in Japan and thereby enable communities to
achieve development in line with their own characteris-
tics. Based on the discussions held by the Headquar-
ters, the “Basic Concept” for Regional Revitalization 2.0
was finalized in December of the same year and, in June
2025, the Cabinet approved the “Basic Concept” for Re-
gional Revitalization 2.0, which will be intensively imple-
mented over the next ten years.

Given that the thorough utilization of digital and new
technologies is one of the pillars of this “Basic Concept”,
MIC - via the Information and Communications Policy
Subcommiittee under the Information and Communica-
tions Council — has been deliberating since February
2025 on the best approaches to information and commu-
nications policy for promoting the digital transformation
(DX) of local communities in light of their socioeconom-
ic circumstances and the latest trends in Al and other
digital technologies; a report is expected in the summer
of that same year.

The key factor in leveraging Al and advancing DX in
rural areas to achieve Regional Revitalization 2.0 will be
the development of new digital infrastructure centered
on “all-optical networks” that utilize the expected game-
changer of photonics-electronics convergence technolo-
gy. A growing digital dependence on foreign countries in
recent years requires from a security perspective as well
that the technologies and systems that form the core of
this digital infrastructure be made more competitive and
be extended overseas.

To this end, MIC published its “DX and Innovation Ac-
celeration Plan 2030” in May 2025 '(Figure 2-2-1-1).
Going forward, MIC will make committed efforts to ac-
celerate DX and innovation in line with the “Digital Infra-
structure Development Plan 2030” and the “Comprehen-
sive Strategy for Digital Overseas Promotion 2030”.

! Publication of “DX and Innovation Acceleration Plan 2030” (May 23, 2025)

https://www.soumu.go.jp/menu_news/s-news/01tsushin01_02000340.html
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Figure 2-2-1-1 DX and Innovation Acceleration Plan 2030

| DX and Innovation Acceleration Plan 2030

® Utilizing Al and otherwise accelerating social DX is essential for generating innovation and achieving economic
growth in a society with a declining population.

® In particular, realizing a new digital infrastructure centered on an all-photonics network utilizing the likely game-
changing optoelectronic convergence technology is key to pursuing DX in local communities to bring about “Regional
Revitalization 2.0”.

® Japan’s increasing dependence on other countries in the digital field in recent years makes it necessary from a security
perspective to make the technologies and systems that form the core of its digital infrastructure more competitive
and to promote their deployment overseas.

® To this end, robust efforts will be made to accelerate DX and innovation in accordance with the "Digital Infrastructure
Development Plan 2030" and the "Comprehensive Strategy for Digital Overseas Promotion 2030"
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Figure (related data): Vision of Digital Garden City Nation Realization Conference
URL:https://www.cas.go.jp/jp/seisaku/digital_denen/index.html
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Figure (related data): Headquarters for Creating New Regional Economies and Living Environments
URL:https://www.cas.go.jp/jp/seisaku/atarashii_chihousousei/index.html
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ds in Telecommunications Business Policy

1. Summary

(1) Past initiatives

Many new carriers have entered the market over the
past 40 years since the liberalization of telecommunica-
tions in 1985 and the enactment of the Telecommunica-
tions Business Act (Act No. 86 of 1984), and various
communication technologies such as IP, digitalization,
and mobile broadband have been developed and intro-
duced under the principle of competition, resulting in
lower rates and more diversified and sophisticated ser-
vices. To date, MIC has conducted constant reviews of
various policies and systems from the perspective of en-
suring the provision of reliable telecommunications ser-
vices while maintaining the innovation and dynamism of
such telecommunications services.

For example, Japan’s telecommunications market has
been undergoing major environmental changes in re-
cent years such as widespread adoption of mobile
phones and broadband as well as the expansion of
group-based competition primarily among mobile carri-

(2) Future Issues and Directions

The telecommunications business provides telecommu-
nications services that are indispensable to people’s lives
and socioeconomic activities. As Japan’s social structure
moves toward rapid population decline and super-aging,
ICT is expected to play an increasing role in regional revi-
talization by strengthening local industrial bases and pro-
moting migration to rural areas, as well as in stimulating
economic activities such as creating new businesses and
improving productivity, achieving safe and secure commu-
nities, and resolving social issues in such fields as medi-
cine, education, and public administration.

In this context, developing digital infrastructure is ex-
tremely important as a foundation to support the promo-
tion of innovation, digitalization and digital transforma-
tion across Japanese society as a whole, and to protect
the interests of telecommunications service users, for
each and every individual and for Japan’s social and eco-

ers. Institutional improvements that continue to ensure
a fair competitive environment in view of these environ-
mental changes are needed. With regard to mobile
phones that have now become essential everyday neces-
sities, there were issues such as relatively high costs vis-
a-vis other countries and the complex and difficult-to-
understand fee plans of various carriers. Efforts have
been carried out to put in place a fair competitive envi-
ronment so as to resolve these issues and enable people
to enjoy a diversity of low-cost mobile phone services.

The government has also made institutional improve-
ments to address the increasing number of various trou-
bles surrounding the use of telecommunications servic-
es due to the information gap between users and
operators, inappropriate solicitation by operators, and
other factors, as well as the growing seriousness of glob-
al risks such as increasingly complex and sophisticated
cyber-attacks.

nomic well-being.

Not only Japan’s telecommunications market but in-
deed its social structure itself is expected to undergo
further radical changes in the future, and the social and
economic models we have taken for granted until now
will no longer apply. Therefore, there is an increasing
need to use advanced information and communication
technologies to resolve social issues and create value.

Telecommunication services have become indispens-
able for people’s lives and socioeconomic activities, and
it is thus essential that these services be continually
available even during emergencies such as natural disas-
ters and communication failures.

Accordingly, an environment must be developed in a
way that enables any and all actors in Japan to utilize in-
formation and communications services in a safe, se-
cure, and reliable manner.

2. Approaches to Telecommunications Policy in Response to Changes in the

Market Environment

In August 2023, the MIC consulted the Information
and Communications Council on “Approaches to Tele-
communications Policy in Response to Changes in the
Market Environment” in order to respond quickly and
flexibly to changes in the market environment, improve
people’s lives, and stimulate the economy. Based on the
first report compiled in February 2024 following discus-
sions at the Special Subcommittee on Telecommunica-
tions Policy established under the Council, the Act Par-
tially Amending of the Act on Nippon Telegraph and
Telephone Corporation, etc. (Act No. 20 of 2024), which
abolished the obligations of NTT, Inc. (the NTT Group’s
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holding company), NTT EAST and NTT WEST regard-
ing research and development, was promulgated and
enforced in April of that same year. A final report cover-
ing universal service, fair competition, economic securi-
ty and other such matters that the first report recom-
mended be further examined in the future was compiled
in February 2025 based mainly on expert discussions
conducted by three Committee working groups as well
as interviews with related businesses. The final report
makes a wide range of recommendations regarding tele-
phone and broadband services, among them being to
add services utilizing mobile networks (Fixed-Mobile
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Convergence [FMC] services, etc.) to universal service
and the transfer, etc . of NTT East and West’s poles,
ducts, and other facilities will need official approval.
Based on these recommendations, the MIC submitted
to the Diet in March of that year a bill entitled “The Act
Partially Amending the Telecommunications Business
Act and the Act on Nippon Telegraph and Telephone
Corporation”, that concerned universal telecommunica-

tions services, in addition to prescribing last resort tele-
communications carrier that is responsible for providing
service in areas where other telecommunications carri-
ers do not provide service, measures for reviewing NTT
East and West’s scope of business, etc., and this bill was
passed into law in May of the same year. Specific institu-
tional improvements are to be set forth in ministerial
ordinances, etc., in the future.

3. Establishment of a fair competitive environment

(1) Analysis and verification of telecommunications markets
A Verification of telecommunications markets

Since FY 2016, the MIC has been implementing mar-
ket review initiatives to analyze and verify market trends
and confirm the appropriateness of telecommunications
carriers’ operations in an integrated manner, and the
MIC holds Telecommunications Market Review Meet-
ings attended by academic experts and others to obtain
advice from objective and expert perspectives. With ad-
vancing digitalization making people’s livelihoods and
socioeconomic activities increasingly dependent on
telecommunications, the MIC has also been monitoring
major telecommunications carriers through interviews

B Establishment of a fair competitive environment, etc., in the mobile market

The MIC is undertaking efforts to establish a fair
competitive environment in the mobile market in order
to realize a diversity of low-cost services through active
competition among carriers. In 2019, the Telecommuni-
cations Business Act was amended to separate telecom-
munications charges from handset charges and prohibit
excessive locks on customers, etc., and the effects of the
measures taken as a result of these amendments and
their impact on the mobile market have been subject to
continuing verification since 2020 by the Working Group
on the Verification of Competition Rules (hereinafter,
the “Competition WG”) under the auspices of the Tele-
communications Market Verification Council.

As part of its efforts to date, MIC in October 2020 re-
leased an “Action Plan for the Establishment of a Fair
Competition Environment in the Mobile Market”, which
outlines specific measures to improve the fair competition
environment in the mobile market. Based on delibera-
tions by the Competition WG and on the Action Plan, MIC
imposed a ban on SIM locks in principle (August 2021)
and made institutional improvements to enable the early
dissolution of existing contracts (January 2022). In addi-
tion, mobile phone carriers have made progress in estab-
lishing a fair competitive environment in the mobile mar-
ket by eliminating penalty fees, launching carrier e-mail
portability services, introducing eSIMs, and pursuing
other initiatives. Subsequently, the system was revised in
December 2023 to include regulations on discounts for

and other means from the FY2023 verification onward in
light of rapid changes in the market environment and
the diversification of services and in light of the risks
faced by carriers in providing telecommunications ser-
vices in both emergency and non-emergency circum-
stances. Market verification has been carried out con-
tinuously since FY2023 in accordance with the “Basic
Policy on Market Verification in the Telecommunica-
tions Business Sector” formulated in August 2023, which
includes such monitoring.

unlocked phones (SIM-free phones) based on the find-
ings of a study by the Competition WG underArticle 6
(consideration clause) of the Supplementary Provisions
of the Act to Partly Amend the Telecommunications Busi-
ness Act (Act No. 5 of 2019). In line with the “Plan for
Promoting Competition in the Mobile Market to Enrich
Everyday Life” (hereinafter, the “Mobile Market Compe-
tition Promotion Plan”) published by MIC in November
2023, the Competition WG focused its consideration on
(1) measures to further promote competition in the mo-
bile market and (2) measures to revitalize the new and
used handset market. In December 2024, the system was
revised to relax the maximum discount amount for milli-
meter-wave compatible terminals based on the “2024 Re-
port on the Verification of Competition Rules” that sum-
marized the Competition WG’s findings.

MIC is also working to promote understanding among
users through consumer groups, etc. In December
2020, a “Mobile Phone Portal Site” was opened on the
MIC website to offer impartial information with the aims
of helping users select a plan that best suits their needs
and furthering understanding among consumers. In
keeping with the Mobile Market Competition Promotion
Plan, MIC conducted a publicity campaign in conjunc-
tion with the animation “Gegege no Kitaro (6th Season)”
through the end of March 2025 to improve user under-
standing of the key points of the mobile phone rate plan
review, the MNP one-stop service, etc.

Figure (related data): Mobile phone portal sites

URL:https://www.soumu.go.jp/menu_seisaku/ictseisaku/keitai_portal/

2025 White Paper on Information and Communications in Japan Part |



(2) Development of rules on interconnection charges and other related regulations

A Review in light of changing circumstances in voice communications

With regard to connections for voice services such as
telephone services provided by NTT EAST and WEST
(voice connections), the Information and Communica-
tions Council deliberated on the appropriate approach to
voice interconnection charges after transitioning to IP
networks, taking into consideration the fact that the
transition from fixed-line telephone networks to IP net-
works was completed in December 2024.

Based on the Council’s June 2024 report, MIC defined
the functions related to incoming and outgoing calls on
metal IP phones, wireless fixed-line phones, and Hikari

B Revision of calculation method for mobile interconnection charges, etc.

The Telecommunications Business Act imposes rules
(designated telecommunications facilities system) on
specific carriers that install major networks to ensure
the fairness and transparency of interconnection charg-
es and conditions as well as connection promptness.
MIC is working to ensure the appropriateness of inter-
connection charges for designated telecommunications
facilities in administrative procedures such as approvals
and notifications, and to improve the appropriateness of
the calculation methods for these charges through dis-
cussions by the “Study Group on the Calculation of In-
terconnection Charges”.

With regard to connection fees for MNO networks in
mobile communications (mobile interconnection charg-
es), a review of the approach for calculating both voice
and data communication interconnection charges (the

C  Review of the system for wholesale telecommunications services

With regard to wholesale telecommunications servic-
es provided using designated telecommunications facili-
ties, the Act Partially Amending the Telecommunica-
tions Business Act (Act No. 70 of 2022) imposed on
wholesale telecommunications service providers the
obligation to provide services that have a significant im-
pact on proper competitive relations between providers
and the obligation to present information in negotiations
in order to rectify the negotiating advantages of whole-
sale suppliers and to ensure the appropriateness of dis-
cussions between wholesale providers and wholesale
customers.

phones as a single statutory function (combination ap-
plicable connection), stipulated methods for the calcula-
tion of interconnection charges from January 2025 on-
ward in order to set the same interconnection charges
for metal IP phones, wireless fixed-line phones, and
Hikari phones after the transition of fixed-line telephone
networks to IP networks (Ministerial Order for the Par-
tial Amendment of the Regulations for the Enforcement
of the Telecommunications Business Act, etc. (MIC
Ministerial Order No. 110 of 2024).

criteria for allocating expenses and assets) in the FY2023
interconnection accounting of MNO companies was
conducted based on Study Group discussions. In line
with the outcomes of the Study Group’s review, MIC re-
vised the “Guidelines on the Application of the Telecom-
munications Business Act and the Radio Act to MVNOs”
in March 2025 and also made the necessary institutional
improvements (Ministerial Ordinance Partially Amend-
ing the Accounting Rules for Interconnections of Cate-
gory Il Designated Telecommunications Facilities [2025
MIC Ordinance No. 42]) in April 2025. Based on the
September 2024 “Eighth Report of the Study Group on
the Calculation of Interconnection charges”, MIC will
verify the status of negotiations among operators on the
release of 5G (Standalone) functions and consider future
interconnection rules, etc.

MIC has made continued efforts to properly juxta-
pose “Interconnection” and “Wholesale Telecommuni-
cations Services” usage patterns in the use of Category
I and Category II designated telecommunications facili-
ties by pursuing active and substantive consultations on
the provision of wholesale telecommunications services,
e.g., having the Study Group on Calculation of Intercon-
nection Charges etc. verify the status of consultations
and system operation after the revised act goes into ef-
fect and holding discussions on verifying wholesale fees
focusing on the substitutability of wholesale telecommu-
nications services and connection functions.

4. Development and maintenance of digital infrastructure

(1) Formulation of “Digital Infrastructure Development Plan 2030”

To maintain Japan’s growth potential in the midst of a
population decline and increasingly diverse and com-
plex community and social issues, DX must be acceler-
ated by thoroughly utilizing generative Al and other
digital technologies, and the digital infrastructure that
will be indispensable for achieving this is becoming in-
creasingly important.

In developing digital infrastructure, it has become
necessary to develop new digital infrastructure for the
Al era that will ensure computing resources such as data
centers, whose demand will rapidly increase as the de-
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velopment and use of generated Al goes into full swing,
and that will accelerate the use of data in rural areas. It
has also become necessary to put in place an environ-
ment that can be connected anywhere through multi-
layered networks utilizing non-terrestrial networks to
meet diversifying infrastructure needs in addition to im-
proving 5G and optical fiber in order to support the use
of this new digital infrastructure and cope with the in-
crease in traffic caused by the digitalization of society
and the use of new technologies.

The Noto region of Ishikawa Prefecture experienced
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an earthquake in January 2024 that left communication
services unavailable for an extended period of time due
to power outages, disruption of transmission lines, etc.
Among the challenges posed by such disasters are mak-
ing communication infrastructure more robust in prepa-
ration for future disasters as well as enabling early re-
covery.

Given these circumstances, MIC formulated the “Dig-
ital Infrastructure Development Plan 2030” in June 2025
to promote the development of Japan’s digital infrastruc-
ture in an integrated and efficient manner by codifying
policies for developing the necessary digital infrastruc-
ture and specific measures to realize these policies look-
ing ahead to the end of FY2030.

(2) Promotion of Optical Fiber Installation

While the use of digital technology, including tele-
work, remote education, and remote medical care, is
strongly expected to resolve local issues, the develop-
ment of digital infrastructure using optical fiber has
been delayed in depopulated areas, remote islands, and
other geographically disadvantaged locales due to the
financial burden relative to the population'.

In view of this background, MIC is implementing the
“Advanced Wireless Environment Development Promo-
tion Project” to partially subsidize project costs when
local governments and telecommunications carriers in-
stall optical fiber, which is a prerequisite for high-speed,
large-capacity wireless communications such as 5G.
These subsidies will aid in covering the cost of upgrad-
ing fiber optic networks owned by local governments for

(3) Decentralization of data centers, submarine cables, etc.
Against the backdrop of rising Internet traffic and
growing use of cloud computing and Al as DX moves
ahead, the demand for data centers and submarine ca-
bles is increasing worldwide, and these digital infra-
structures have become indispensable in supporting
social life and economic activities. Approximately 90% of
Japan’s data centers are located in urban areas such as
Tokyo and Osaka, and this situation is expected to con-
tinue. Landing stations, where international submarine
cables terminate, are concentrated on or near the Boso
and Shima peninsulas, while the Japan Sea side is the
missing link for domestic submarine cables. Since tele-
communication services may thus be affected on a na-
tionwide scale in the event that the Tokyo and Osaka
areas are damaged by earthquakes or other disasters,
data centers need to be located in a more decentralized
fashion and submarine cables installed on the Japan Sea
coast from the perspective of making Japan’s digital in-
frastructure more resilient. As Japan is situated at the
relay point between North America/Europe and the
Asia-Pacific region, efforts must be made to construct
more international submarine cables to Japan so that the
country can establish itself as a hub for international
data distribution and develop autonomous digital infra-
structure. Furthermore, the increasingly complex secu-

Based on this Plan, MIC will pursue the development
of digital infrastructure to support an Al society by elim-
inating areas with underdeveloped optical fiber net-
works, ensuring maintenance and management, spread-
ing and expanding high-quality communication services
that offer a “distinctively 5G” experience, decentralizing
data centers, etc., through Watt-Bit Collaboration, and
supporting the deployment of non-terrestrial networks
(NTN) as well as by pursuing R&D and social implemen-
tation of next-generation information and telecommuni-
cations infrastructure (Beyond 5G) with all-photonics
networks at the core and of quantum cryptographic
communications.

transfer to the private sector as well as the cost of main-
taining and managing optical fiber in remote island ar-
eas. MIC will strive in accordance with the “Digital Infra-
structure Development Plan 2030” (formulated in June
2025) to increase the optical fiber coverage rate (house-
hold coverage rate) from 99.84% at the end of March
2023 to 99.9% by the end of March 2028.

MIC has greatly expanded its support, including high-
er subsidy rates, in the FY2024 supplementary budget
and the FY2025 budget, and will continue to promote
optical fiber installation in disadvantaged areas and
work to enable local governments wishing to do so to
quickly and smoothly transfer public facilities to the pri-
vate sector.

rity environment surrounding Japan and other recent
changes internationally require stronger security mea-
sures for international submarine cables and landing
stations.

MIC created a fund to support private companies that
develop data centers and submarine cables as part of the
supplementary budget project for FY2021, and this fund
is providing assistance to data center development proj-
ects located outside the Tokyo area. This fund was in-
creased and branch lines and branching equipment for
international submarine cables were added as new sup-
port targets in the FY2023 supplementary budget; ef-
forts are being made to boost the number of routes for
international submarine cables. The fund was further
expanded in the FY2024 supplementary budget to begin
providing support for data center development projects
located outside the Tokyo area.

The emergence of generative Al and other factors are
pushing up the computational power required for Al
learning, etc., at an accelerating rate, making it impera-
tive to secure large-scale computational resources for
the sake of developing and utilizing generative Al going
forward. At the same time, data centers tend to be con-
centrated in a few areas, and construction of new data
centers may require the building of new substations and

! See Part I, Chapter 1, Section 2, “Trends in the Telecommunications Sector”
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other large-scale grid augmentation. It is therefore im-
portant to promote effective collaboration between elec-
tric power and telecommunications (Watt-Bit Collabora-
tion) by, for example, encouraging the siting of data
centers in locations and regions deemed desirable from
the viewpoint of electric power infrastructure, while sys-
tematically developing the necessary telecommunica-
tions infrastructure commensurate with such locations.

Hence, MIC teamed up with METT to launch the “Pub-
lic-Private Advisory Council on Watt-Bit Collaboration”
in March 2025 as a forum for cooperation and coordina-

(4) Maintain and ensure broadband service provision

The Act for Partial Amendment of the Telecommunica-
tions Business Act (Act No. 70 of 2022, enforced on June
16, 2023) newly positioned broadband services - essential
for telework, remote education, remote medical care and
other services - as an Item (ii) Universal Telecommunica-
tions Service? under the Telecommunications Business
Act. To ensure the appropriate, fair, and stable provision
of broadband services, a new system (Universal Service
System for Broadband Services) was established to offer
subsidies from the contributions collected from broad-
band service providers nationwide.

To begin operating this subsidy system, MIC revised
the pertinent ordinances based on the “Calculation of
Subsidies and Contributions under the Universal Ser-
vice System for Broadband Services” (a March 2024 re-

tion among the public and private actors concerned, in
accord with the instructions issued by the Prime Minis-
ter at the February 2025 meeting of the Meeting on
Digital Administrative and Fiscal Reform. In June 2025,
the Advisory Council compiled the “Summary 1.0 of
Public-Private Advisory Council on Watt-Bit Collabora-
tion” after identifying conditions and issues pertinent to
the future development of desirable data centers. MIC
will continue to promote measures such as regional de-
centralization of data centers on the basis of Advisory
Council discussions.

port from the Information and Communications Coun-
cil) and other relevant documents. In 2024, MIC
designated 30,000+ of the approximately 230,000 towns
and districts nationwide as “support zones” for the calcu-
lation of subsidies, based on criteria such as the deficits
expected to be incurred in providing broadband servic-
es’.

In March 2025, MIC designated the Type II Qualified
Telecommunications Carriers eligible for the subsidy,
and the Regulations for Calculating Type II Grants and
Type II Contributions for the Provision of Item (ii) Uni-
versal Telecommunications Service (MIC Ordinance
No. 16 of 2025) and other rules came into effect in April
2025; MIC is now making the necessary preparations for
starting the subsidy system by FY2026.

5. Ensure the safety and reliability of telecommunications infrastructure

(1) Institutional improvements to technical standards for telecommunications equipment, etc.

With virtualization technology being introduced into
telecommunications networks, cloud service utilization
advancing, and telecommunications service provision
structures becoming more diverse and complex, the IP
Network Facilities Subcommittee of the Department on
Information and Communications Technology under
the Information and Communications Council spent the
period April 2022 to February 2023 examining the tech-
nical conditions for the telecommunications equipment
needed to support increasingly diverse and complex net-
works appearing in the wake of technological advances
in virtualization.

The partial report prepared by the Information and
Communications Council based on its first report* com-
piled in September 2022 indicated with regard to MV-
NOs, etc., to be designated as voice transmission mobile
phone numbers that it would be appropriate to apply the
same technical standards as those currently imposed on

MNOSs’ mobile phone facilities. Following a subsequent
report by the Information and Communications Admin-
istration and Postal Administration Council®, the Minis-
terial Ordinance Partially Amending the Regulations for
the Enforcement of the Telecommunications Business
Act, etc., to relax conditions for the designation of voice
transmission mobile phone numbers went into effect in
February 2023.

The Committee also studied technical conditions for
telecommunications facilities in light of advances in vir-
tualization technology, etc., as well as technical condi-
tions pertaining to situations deemed vulnerable to seri-
ous incidents, and compiled these as a second report in
February 2023. Based on the partial report of the Infor-
mation and Communications Council, the Regulations
for the Enforcement of the Telecommunications Busi-
ness Act, etc.’, previously revised to incorporate the
technical conditions pertaining to situations deemed

2 Specifically, FTTH access services, HFC-based CATV access services and dedicated wireless fixed broadband access services fall under Item

(ii) Universal Telecommunications Services.

316,256 towns/districts as general support zones and 14,394 towns/districts as special support zones
4 Partial Report from the Information and Communications Council on “Technical Conditions for Telecommunications Facilities Adapting to In-
creased Network Diversification and Complexity Driven by Advances in Virtualization Technology, etc.” (September 16, 2022): https://www.

soumu.go.jp/menu_news/s-news/01kiban05_ 02000253.html

% Results of the Solicitation for Public Comments on the Partial Revision of the Regulations for the Enforcement of the Telecommunications Busi-
ness Act and Report from the Information and Communications Administration and Postal Administration Council (January 20, 2023): https://

www.soumu.go.jp/menu_news/s-news/01kiban06_02000100.html

6 Partial Report from the Information and Communications Council on “Technical Conditions for Telecommunications Facilities Adapting to In-
creased Network Diversification and Complexity Driven by Advances in Virtualization Technology, etc.” (February 24, 2023): https://www.

soumu.go.jp/menu_news/s-news/01kiban05_ 02000283.html
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vulnerable to serious incidents, were revised again in
June 2023 in accordance with the technical conditions
for telecommunications facilities required in light of ad-

(2) Ensuring communication services during emergencies

vances in virtualization technology, etc.; these revisions
went into effect in January 2024.

A Establishing standards for measures to be taken by telecommunications carriers, etc.

In recent years, Japan has experienced frequent natu-
ral disasters such as earthquakes, typhoons, heavy rain,
heavy snow, floods, landslides, and volcanic eruptions,
which have also disrupted communication services due
to power outages, communication equipment failure,
and cable breaks.

MIC has revised the “Information and Communica-
tions Network Safety and Reliability Standards” (Ministry
of Posts and Telecommunications Notification No. 73, of
1987), which stipulates earthquake resistance, power out-
age countermeasures, and fire prevention measures to be
implemented by telecommunications carriers as needed
to ensure communication services during disasters. Revi-
sions were made in March 2025, in light of the January
2024 earthquake that hit the Noto region of Ishikawa Pre-

B  Efforts of the “MIC-TEAM” (MIC Disaster Telecom Support Team)

MIC launched the “MIC-TEAM” (MIC Disaster Tele-
com Support Team) in June 2020 to provide disaster re-
sponse support for securing information and communi-
cation means. MIC-TEAM is dispatched to local
governments in disaster-stricken areas when a large-
scale disaster occurs or is likely to occur, and is respon-
sible for assessing damage to information and telecom-
munications services, coordinating with relevant
administrative agencies and businesses, and providing
technical advice to local governments as well as lending
mobile power vehicles and offering other assistance. In

C  Studying the mutual use of networks among mobile phone carriers, etc.

Since mobile phone service is an indispensable lifeline
for people’s daily lives and economic activities, the chal-
lenge is to create an environment in which mobile phone
users can continue to use communication services even
in the event of natural disasters or communication break-
downs through “inter-carrier roaming in emergencies”
that allows users temporary access to other carriers’ net-
works. To that end, MIC organized a “Study Group on
Intercarrier Roaming in Emergency Situations” in Sep-
tember 2022 that compiled and published its first report
in December of that same year outlining a basic policy of
introducing inter-operator roaming in emergencies as
soon as possible through a full roaming approach that en-
ables not only emergency calls, general calls and data
communications but also return calls from the organiza-
tions handling emergency calls.

The Study Group compiled its second report in June
2023 on the policy of introducing - in parallel with a full-
roaming system - a roaming system that enables emer-
gency calls to be sent out even in the event that the user
authentication of the core network required to receive
return calls from the organizations handling emergency
calls has been disabled. In May 2024, a third report was
compiled on the basic concept of inter-carrier roaming

fecture, to enhance power outage countermeasures at
mobile phone base stations and other facilities.

Since October 2018, “Liaison Meetings on Securing
Communication Services in the Event of Disasters” have
been held with designated public agencies to reflect on
disaster responses previously and to share information
and exchange opinions on the systems in place for im-
mediate response and cooperation, rapid damage as-
sessments, and issues to be addressed in undertaking
recovery efforts. In addition, MIC is using the informa-
tion obtained on these opportunities to establish a liai-
son system between telecommunication carriers and
organizations related to electric power, fuel, and fallen
tree disposal, as well as to conduct initial response train-
ing and pursue other forms of coordination.

2024, MIC-TEAM was dispatched to local governments
affected by natural disasters, including the January
earthquake in the Noto region of Ishikawa Prefecture
and the September torrential rains on the Noto Penin-
sula.

To address issues pertaining to collaboration and co-
operation in power supply, fuel supply, and fallen tree
disposal, MIC conducted cooperative drills with Yama-
guchi and Okinawa prefectures in FY2024 to test the
initial response capabilities of telecommunications carri-
ers and other related organizations.

in emergencies that set out a schedule for introducing
both systems around the end of FY2025.

To ensure more in-depth policy making deliberations
covering topics such as the development of technical stan-
dards based on the findings of the aforementioned study,
MIC reassigned these deliberations to the IP Network
Facilities Subcommittee of the Department on Informa-
tion and Communications Technology under the Informa-
tion and Communications Council in August 2024, and
the Council submitted a partial report on technical stan-
dards for terminal facilities in December of the same year.

In January 2025, the Information and Communica-
tions Administration and Postal Administration Council
was consulted on revisions to relevant ministerial ordi-
nances based on this report, and the Council issued its
report in March. The revised ministerial ordinances on
this matter were promulgated in May and are scheduled
to go into effect in October of this year.

The Information and Communications Council is still con-
sidering the appropriate approaches for operational rules
and user awareness to ensure the smooth introduction of
inter-carrier roaming in emergencies.

MIC will continue pursuing the studies, verifications, etc.,
necessary to realize inter-carrier roaming in emergencies.
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(3) Analyzing and verifying telecommunication accidents

To prevent telecommunication accidents or reduce
their impact, appropriate measures must be taken when
these accidents occur and thereafter, in addition to mea-
sures taken in advance. Since 2015, MIC has held “Tele-
communications Accident Verification Meetings” to ana-
lyze and verify reports mainly covering “serious
accidents” and “situations that are deemed likely to cause
serious accidents” as defined in the Telecommunications
Business Act and “quarterly reportable accidents” as de-
fined in the Telecommunications Business Reporting
Rules. Participants in the September 2024 meeting com-
piled the verification results for telecommunication acci-
dents that had occurred in FY2023 and published the
“Verification Report on Telecommunication Accidents in
FY2023”; they also continued verifying the telecommuni-
cation accidents that occurred in FY2024.

Many common issues are thought to be behind the
high number of telecommunication accidents, including
risk identification and assessment, human error preven-
tion and training, and maintenance and operational pos-
ture. The “Report on the Verification of Structural Prob-

lems Related to Telecommunications Accidents”
compiled in March 2024 covered reviews of technical
standards, management regulations and other rules/
regulations based on structural problems in the organi-
zations and systems behind individual accidents as well
as verification of these structural problems, and ap-
proaches on strengthening governance of maintenance
and operational systems pertinent to safety measures.
Based on the details contained in this report, the “Basic
Policy on Monitoring to Ensure the Safety and Reliabili-
ty of Telecommunication Services” was formulated in
July of that same year with the aim of having govern-
ment authorities monitor compliance with laws and reg-
ulations to ensure the safety and reliability of telecom-
munication services, complementing the various efforts
being made by telecommunication carriers themselves;
verification was conducted in the program’s first year
FY2023. A summary of the deliberations was reported at
the Telecommunications Accident Verification Meeting
in June 2024 and an overview of the results made public;
verification for FY2024 began in August of that year.

6. Establishing safe and secure usage environments for telecommunica-

tions services

(1) Ensuring governance in the telecommunications sector

The telecommunications business is essential to the
purstuit of breakthrough innovations in the information
and communication sector and various other fields, and
the industry needs to provide users with secure and reli-
able telecommunications services from the perspective
of offering innovative services and encouraging DX in
society by introducing digital technologies.

In May 2021, MIC convened a meeting of the “Tele-
communications Carriers’ Governance Panel” to con-
sider how to establish governance of telecommunica-
tions carriers’ cybersecurity measures and data handling
and to study future measures for ensuring safe, secure,
and reliable telecommunications services and networks
in the digital age. Based on the Panel’s recommenda-
tions, a law was enacted in June 2022 to partially amend
the Telecommunications Business Act, establishing new
requirements, such as formulating and registering infor-
mation handling rules, and setting out new rules to en-
sure the smooth provision of telecommunications ser-
vices, including rules on cooperative measures among
carriers to combat cyberattacks and on an accident re-
porting system, in order to promote the proper handling
of user information, especially by telecommunications

carriers that acquire and manage large volumes of infor-
mation, while maintaining consistency with the regula-
tions of other countries. MIC subsequently held meet-
ings of the “Working Group on the Proper Handling of
Specified User Information” from June to September
2022 to study the details of regulations concerning the
handling of specified user information. The Regulations
for Enforcement of the Telecommunications Business
Act were revised to provide for (1) items to be included
in regulations for handling information, (2) items to be
included in information handling policies, (3) evaluation
items for the handling of specified user information, (4)
requirements for the general manager of specified user
information, and (5) reporting requirements in the event
of a data breach. The Act and the revised Regulations for
the Enforcement of the Telecommunications Business
Act came into effect in June 2023. In December of that
year, a public notice was issued designating those tele-
communications carriers responsible for properly han-
dling specified user information in accordance with the
Regulations Concerning the Handling of Specified User
Information, and these designations became effective in
January 2024.

(2) Establishment of consumer protection rules in the telecommunications business sector

A Summary

While the sophistication and diversification of tele-
communications services have brought improved con-
venience and greater choice to many users, the informa-
tion gap between users and service providers as well as
inappropriate solicitations by service providers have
also caused problems. To prevent such problems and
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enable consumers to enjoy the benefits of increasingly
sophisticated and diversified telecommunications ser-
vices, MIC has established consumer protection rules
for telecommunications services, enforcing them appro-
priately and reviewing them as necessary.
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B Ensuring the effectiveness of consumer protection rules

(A) Receipt of complaints, consultations, etc., coordination with relevant parties, and administrative guidance

MIC has established the “MIC Telecommunications
Consumer Consultation Center” to accept information
from consumers’. In addition, telecommunications con-
sumer support liaison meetings® are held twice a year in
every region of Japan to share information and exchange
opinions among the parties concerned. Based on the in-
formation obtained through these efforts, MIC is work-

(B) Monitoring

MIC has formulated the “Basic Policy for Supervision
of Consumer Protection Rules in the Telecommunica-
tions Business,” and holds a “Regular Meeting for Moni-
toring the Implementation Status of Consumer Protec-
tion Rules”” twice a year with the participation of experts
and related business organizations to monitor the imple-
mentation status of consumer protection rules and to
share and evaluate the findings among relevant parties.

These meetings analyze complaints and consultations
in the telecommunications business sector, ascertaining
not only overall trends but also trends by service type
(e.g., MNO, MVNO, and FTTH). The meetings also
evaluate and summarize the implementation of consum-
er protection rules by compiling the results of analyses

C  Review of consumer protection rules

MIC has been reviewing and expanding its consumer
protection rules in light of changes in the telecommuni-
cations market and consumer troubles. The Ministerial
Ordinance for the Enforcement of the Telecommunica-
tions Business Act was amended in 2022 to introduce
restrictions on penalty fees, etc. for contract cancella-
tions, while establishing transitional measures to sus-
pend the application of those caps to provisions to exist-
ing contracts, etc. , “for the time being”. The Study
Group on Consumer Protection Rules pointed out that
institutional improvements should be promptly made so
that the aforementioned transitional measures can be
abolished. Accordingly, the Ministerial Ordinance for
the Enforcement of the Telecommunications Business
Act was revised in April 2024' to clarify the timing with
which aforementioned transitional measures will be
abolished. Consequently, the measures have become no
more applicable to renewed contracts since July 2025
and will be completely abolished at the end of June 2028.

The Study Group also checked and evaluated the en-
forcement of the Ministerial Ordinance for the Enforce-

ing to ensure the effectiveness of consumer protection
rules for telecommunications services through adminis-
trative guidance and, as necessary, measures taken in
cooperation with the Consumer Affairs Agency.

MIC also encourages voluntary efforts by relevant or-
ganizations to comply with consumer protection rules.

of individual topics!, on-site investigations (undercover
investigations), investigations of individual cases!! as
needed, as well as complaints and consultations received
by trade associations. Improvement efforts by business-
es and others are also followed up.

Based on the assessments made at this meeting, MIC
has provided guidance to the telecommunications carri-
ers that were subject to on-site inspections on points that
need to be improved, and has asked trade associations
to take industry-wide action and to keep their members
informed. The analysis results and evaluations from this
meeting are also being used in considering revisions of
consumer protection rules and in promoting voluntary
efforts by business operators.

ment of the Telecommunications Business Act amended
in 2022, the state of consumer protection in online con-
tracts, and business operators’ performance of their
duty to provide guidance to their sales intermediaries,
and in August 2024 compiled the “2024 Report of the
Study Group on Consumer Protection Rules”. Based on
this report, the “Guidelines on the Consumer Protection
Rules of the Telecommunications Business Act” were
revised to clearly indicate that it is desirable to provide a
final confirmation screen as a means of ensuring users
have an appropriate understanding of online contracts,
and to offer desirable and inappropriate examples of on-
line contracts to encourage telecommunications carriers
to take appropriate measures in dealing with “dark pat-
terns” in such contracts. Since December 2024, the
Study Group has been discussing ways of improving us-
ers’ understanding of the explanations given for provi-
sion terms and conditions, additional cost added to each
handset price by sales intermediaries (customarily re-
ferred to as “initial deposit”)"®, the status of provision of
fixed Wi-Fi services, and other issues.

7 MIC received 9,970 complaints and consultations by telephone and via the Internet in FY2024.

8 A liaison meeting organized by MIC to exchange opinions on how consumer support for telecommunications services should be provided, with
the Consumer Affairs Centers and telecommunications carrier organizations from various regions among the participants.

9 Regular Meeting for Monitoring the Implementation Status of Consumer Protection Rules:
https://www.soumu.go.jp/main_sosiki/kenkyu/shouhisha_hogorule/index.html

10 The 17th meeting held in July 2024 dealt with (1) consultations on complaints about communication speed, etc., (2) consultations on complaints
by elderly persons, (3) consultations on complaints about FTTH telemarketing, and (4) consultations on complaints about on-site sales.

I Telecommunications Carriers Association and National Association of Mobile Phone Distributors

12 Ministerial Ordinance Partially Amending the Ministerial Ordinance Partially Amending the Ordinance for Enforcement of the Telecommuni-

cations Business Act (Ministerial Ordinance No. 42 of 2024)

¥ Handset sales prices vary from store to store and are set in a manner that includes a predetermined installment payment amount for installment
payments as well as an amount set by each store (in some cases, zero yen).
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(3) Protection of secrecy of communications confidentiality and user information

A Summary

People, objects, and organizations are connected to
the Internet through smartphones and IoT, and the
enormous amounts of digital data being generated and
accumulated is undergoing dramatic evolution. The re-
sults of Al-based data analysis are being fed back to the
real world, leading toward the realization of Society 5.0
that will resolve various social issues.

In this context, platform providers offering a range of
services free of charge have become increasingly prom-
inent, and user information is increasingly being col-
lected and stored. As services essential for everyday life

B Considerations for further protection of user information

The “Interim Summary” (September 2021), compiled
based on the results of discussions by the “Working
Group on the Handling of User Information for Platform
Services” set up by the “Study Group on Platform Ser-
vices”, states that MIC should, regarding the content
and scope of rules and regulations, move ahead in con-
sidering the specific institutionalization of the handling
of user information, including cookies and location infor-
mation, while referencing the discussions on the draft
EU e-Privacy Regulation. In line with this summary, the
Act for Partial Amendment of the Telecommunications
Business Act was enacted in June 2022 to require tele-
communications carriers, when providing telecommuni-
cations services to users, to give users the opportunity
for confirmation - via notifications, announcements, etc.
- when sending telecommunications that instruct exter-
nal transmission of user information (hereinafter re-
ferred to as the “external transmission rules”). MIC
then convened the Working Group from June to Septem-
ber of that year to discuss the details of the external
transmission rules and revised the Regulations for the

are provided by platform operators via smartphones and
other devices and the importance of platform operators
in people’s daily lives continues to grow, more sensitive
information is also being collected and stored.

To ensure a proper balance between user convenience
and the protection of secrecy of communication and pri-
vacy and to make certain that platform functions are
fully utilized, it is important that platform operators en-
hance the appeal of their services and ensure the appro-
priate handling of user information so that users can use
their services with confidence.

Enforcement of the Telecommunications Business Act
to specify the parties subject to these rules, the matters
to be notified/announced, and the methods of notifica-
tion/announcement. The Act and the revised Regula-
tions for the Enforcement Telecommunications Busi-
ness Act came into effect in June 2023.

Since February 2024, to further protect user informa-
tion, the “Study Group on the Improvement of ICT Ser-
vice Usage Environments” and its “Working Group on
User Information” have been discussing revisions to the
“Smartphone Privacy Initiative (SPI),” which outlines
desirable practices that application providers and other
relevant businesses should adopt in handling user infor-
mation on smartphones. In November of the same year,
the Smartphone Privacy and Security Initiative (SPSI),
which newly called for avoiding dark patterns and ensur-
ing security, was announced in light of revisions to do-
mestic systems, such as the introduction of external
transmission rules, and changes in the trends seen
among other countries and private operators.

7. Mediation, arbitration, etc., by the Telecommunications Dispute Settle-

ment Commission

(1) Functions of the Telecommunications Dispute Settlement Commission

The Telecommunications Dispute Settlement Com-
mission (hereinafter, the “Commission”) is a specialized
organization established for the purpose of promptly
and fairly handling increasingly diverse dispute cases in
the telecommunications field, where technological inno-
vation and competition are advancing rapidly. Currently,
five members and eight special members appointed by
the Minister for Internal Affairs and Communications
are engaged in dispute resolution.

The Commission has three functions: (1) mediation
and arbitration, (2) deliberations and reports in re-
sponse to consultations from the Minister for Internal
Affairs and Communications, and (3) recommendations

2025 White Paper on Information and Communications in Japan Part Il

to the Minister.

The Commission’s secretariat has established a con-
sultation service desk for telecommunications and
broadcasting companies through a dedicated consulta-
tion phone and email and responds to inquiries and con-
sultations regarding disputes between telecommunica-
tions companies. Additionally, in order to help resolve
disputes smoothly, the Commission has a dedicated
website and has released a “Telecommunications Dis-
pute Settlement Manual”, which provides explanations
of the above procedures (1), (2), and (3) and offers a
compilation of dispute cases, as well as pamphlets and
other materials.
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Figure (related data): Overview of the functions of the Telecommunications Dispute Settlement Committee
URL:https://www.soumu.go.jp/main_sosiki/hunso/outline/about.html

A Mediation/arbitration

Mediation is a procedure in which the Commission
appoints a “mediation commissioner” from among its
members and special members when a dispute arises
between telecommunications carriers, broadcasters,
etc. Mediation commissioner then encourages the par-
ties involved to come to a compromise that constitutes a
prompt and fair resolution of the dispute. If necessary,
the mediation commissioner will present a mediation
plan. Because the procedure is carried out by agree-
ment of both parties, it is not mandatory, but any agree-
ment reached by the two parties after going through the

mediation process constitutes a settlement under the
Civil Code.

Arbitration is, in principle, a procedure in which the
Commission appoints three persons from among its
members and special members as arbitration commis-
sioners based on the agreement of both parties, who
agree to abide by the arbitral award made by the arbitra-
tion commissioners (arbitral tribunal); the arbitral award
has the same effect as a final and binding judgment be-
tween the parties by applying the Arbitration Act mutatis
mutandis.

B Deliberations and reports to consultations from the Minister for Internal Affairs and Communications

In the event that consultations between telecommuni-
cations carriers or between broadcasters are unsuccess-
ful, the parties concerned may file a petition for a nego-
tiation order or an application for a ruling with the
Minister for Internal Affairs and Communications in ac-
cordance with the provisions of the Telecommunica-

C  Recommendations to the Minister for Internal Affairs and Communications

The Commission may make recommendations to the
Minister for Internal Affairs and Communications re-
garding improvements to competition rules that have
been identified through mediation/arbitration and delib-

(2) Commission activities

In FY2024, the Commission deliberated and reported
on a consultation from the Minister for Internal Affairs
and Communications regarding a ruling on the details of
an interconnection agreement with Colt Technology
Services Co., Ltd filed by NTT DOCOMO, Inc., on Janu-
ary 31, 2023. The Commission received the consultation
on March 22, 2024, subsequently deliberated on the rul-
ing and submitted its reports on June 27, 2024.

There were no other applications for mediation or ar-
bitration, but four cases were handled by the consulta-

tions Business Act or the Broadcasting Act.

The Minister for Internal Affairs and Communica-
tions must consult with the Commission when issuing
these negotiation orders, rulings, etc. The Commission
deliberates and submits reports on these matters after
being consulted by the Minister.

eration/reporting on consultations. Upon receipt of the
Commission’s recommendations, the Minister for Inter-
nal Affairs and Communications is to publicly announce
the contents of the recommendations.

tion service desk.

From the establishment of the Commission in Novem-
ber 2001 through the end of March 2025, the Commis-
sion processed 72 applications for mediation and three
applications for arbitration, issued 12 reports in re-
sponse to consultations from the Minister for Internal
Affairs and Communications and presented three rec-
ommendations for the Minister of Internal Affairs and
Communications.

Figure (related data): Mediation processing

URL:https://www.soumu.go.jp/main_sosiki/hunso/case/number.html
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Section3 Radio Policy

1. Summary

(1) Past initiatives

Radio waves are a finite and scarce resource widely
used to provide services essential to people’s lives, such
as mobile phones, police, firefighting, etc. Since radio
waves are the common property of the citizenry, their
fair and efficient use must be ensured. Specifically, radio
waves cannot be used in an unregulated manner due to
the nature of interference that occurs when the same
frequency is used in the same area, and a system to en-
sure proper use is necessary. Since the propagation of
radio waves and the amount of information that can be
transmitted differ by frequency band, each frequency
band must be used for suitable applications. Because ra-
dio waves can also propagate across national borders
above a certain power output, it is necessary to establish
treaties and other international agreements and to coor-
dinate on the use of radio waves.

(2) Future issues and directions

Radio waves are becoming the foundation for new
businesses such as next-generation mobility and smart
society endeavors, as exemplified by the evolution from
5G to Beyond5G, and wireless networks are developing
into integrated ones that encompass land, sea, air, and
space. As digitalization progresses, wireless use is ac-
celerating in addition to wired use, and the introduction
of wireless technology is becoming an important key to
the success or failure of digital businesses. The radio
wave environment must be improved so that technologi-
cal innovations can be implemented quickly as new wire-
less systems and services, leading to economic growth.

The Radio Act was enacted in 1950 to promote public
welfare by ensuring the fair and efficient use of radio
waves, replacing the old Wireless Telegraphy Act, which
stated that “Wireless telegraphy and wireless telephony
shall be managed by the government”. Japan has since
promoted the private use of radio waves, which are the
common property of the people, and radio waves have
now become indispensable to people’s lives.

MIC has been allocating frequencies and licensing ra-
dio stations under international coordination, as well as
regulating radio use to ensure a favorable radio wave
environment free from interference and disturbance, en-
gaging in research and development to expand the radio
spectrum, and conducting technical testing on effective
uses of radio technology.

To further promote the effective use of radio waves to
that end, the systems needed to realize non-terrestrial
networks (NTN), etc., must be developed to cope with
the expansion of radio wave use in all spaces. Radio sta-
tion licensing procedures, etc., must be simplified, made
more flexible, and expedited. Frequency migration, re-
organization, and sharing must be promoted to meet the
rapidly growing demand for radio frequencies. Mea-
sures that help bring about safe and secure societies,
such as measures to cope with natural disasters and to
ensure the proper use of radio waves, are also required.

2. Radio policy for digital business expansion

(1) Promoting the effective use of radio waves to expand digital business

With the advancement of technology, the use of radio
waves has spread and evolved in every space - including
land, sea, air and space — and every socioeconomic activ-
ity, thus has become a source of innovative creation. It is
therefore important to use radio waves as a foundation
for growth in the digital society to further expand busi-
ness opportunities.

Against this backdrop, MIC held meetings of the “Ra-
dio Policy Advisory Panel for Expanding Digital Busi-
ness” from November 2023 to discuss the future vision
of radio wave utilization, set new targets for the effective
use of radio waves, and formulate measures to achieve
them, all with a view to expanding digital business. The
Panel submitted its findings via a report in August 2024.

2025 White Paper on Information and Communications in Japan Part Il

Based on the Panel’s discussions, MIC formulated the
“WX Promotion Action Plan” (Figure 2-2-3-1), which
specifies measures to be taken by MIC.

This Action Plan outlines MIC’s efforts in pursuit of
wireless transformation (WX): (1) responding to the
rapid expansion of radio wave use in all spaces, includ-
ing land, sea, air, and space; (2) migrating, reorganizing,
and sharing frequencies to ensure the flexible use of ra-
dio waves, for which demand is rapidly increasing amid
the frequency congestion; (3) developing an environ-
ment for secure, safe, and stable use of wireless net-
works as infrastructure; and (4) establishing a spectrum
user fee system to ensure the appropriate use of radio
waves as a source of digital business expansion.
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Figure 2-2-3-1 WX Promotion Action Plan
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‘Threats such as earthquakes and

Well-being and diversity floods
Reskilling and recurrent training Economic security

Expanded use of radio frequencies

Automated Flying cars

Smart logistics

m Widespread use of radio Expanded scope of wireless %
frequencies applications

Land, sea, air, space, etc.

to the rapid ion of radio

frequency use in all spaces
<Design for use anywhere>

Pursue 5G infrastructure

Diversification of wireless
technolog

(Rapid expansion

<Design for ease of use>

+ Set new 5G development targets to realize
"unique to 5G" communications

Develop systems to
realize NTN, etc.

« Establish technical standards for direct
communication between mobile phones and
satellites by the end of 2024

« Develop systems by the end of FY2025 to introduce
High Altitude Platform Stations (HAPS) in 2026

. instituti for aerial and
maritime use of local 56, etc., sequentially starting
in FY2024

Revitalize the wireless

Li ing system for expanded use
of radio frequencies

MIC'’s efforts to promote WX will be fleshed out in keeping with the RADIO Initiative.

Demand surges amidst grid frequency pressure

ﬂ

reéAlocation

Migration, restructuring, and sharing for flexible use of radio frequencies

<Design for speedy use>

Accelerate frequency migration and
restructuring

Promote frequency sharing and
coordination

« Promptly consider measures to facilitate the

- Promptly consider and develop a new licensing

a new government-led scheme for

system with simplified procedures for local 5G,
etc., while guaranteeing that interference will be
prevented
+ Promptly consider establishing qualifications
that can be obtained through simpler procedures
« Promptly consider simplifying mechanisms to
ensure to technical
etc.

Undertake R&D, etc., with a view to
social implementation
+ Make institutional revisions establishing simplified
for izil i

by the
end of 2025

+ Submit relevant bills to the Diet as soon as

possible with the aim of i

of interference
through the use of operations coordination
organizations

+ Undertake studies of Automated Frequency

conditional auctions in high frequency bands

Wireless networks as infrastructure

C lination (AFC) and compile technical conditions
for frequency expansion of wireless LAN by the
end of FY2025

Establish a safe, secure, and stable environment for use (BEpendable/Reliable

<Design to be always ready for use>

Respond to natural disasters

Encourage the proper use of radio
frequencies

communication industry FY2025

+ Promptly identify institutional issues in the
utilization of loT in space, such as those arising
when actively receiving radio waves in space

+ Promptly consider and sequentially implement
measures to activate regional BWA, local 5G,
etc., in response to a diversity of regional use cases

the use of digital technology
« Promptly institute a system to introduce

the of
etc., mandatory

Introduce a spectrum user fee system to ensure the appropriate use of radio frequencies that will also provide a source of funding for expanding digital businesses
+  Submit a bill to the Diet as soon as possible on reviewing the amount of spectrum user fee and the administrative work for Spectrum Users' Common Benefit

(2) Measures to encourage the effective use of radio waves

MIC has implemented necessary institutional ar-
rangements based on the report of the “Radio Policy
Advisory Panel for Expanding Digital Business” and the
WX Promotion Action Plan, and in February 2025 it sub-
mitted to the Diet a bill to partially amend the Radio Act
and the Broadcasting Act that included the establish-
ment of a system for selecting parties capable of setting

3. Digital infrastructure development

(1) 5G diffusion and deployment
A Features of 56, etc.

5G will enable communications not only with ultra-
high speed, an advancement of 4G, but also with ultra-
low latency, which will enable the smooth operation of
robots and other devices even in remote areas, and mul-
tiple simultaneous connections, with many devices con-
nected to the network simultaneously (Figure 2-2-3-2).
There are thus high expectations for 5G as an indispens-

radio station that will go into effect by the end of

Improve procedural efficiency through

electronic licenses, etc., and gradually make

+ Promptly consider measures to upgrade the
resilience of mobile phone base stations . ¢onduct a study on the best approaches to

against disasters © PP
. mobile monitoring through FY2025 to cope with an
+ Start by the end of FY2024 to consider further iy ;roa¢ in the unintentional transmission of
mobile facilities ete.
for__use _in o _ ""S“S":’ + Study and promptly implement a system by the
londi o T ®  end of FY2024 to prevent the blocking of
iending system for this important radio communications by maritime

spectrum user fee
ancome@utlay

up specified high frequency radio stations based on
price, the digitization of radio station licenses and cer-
tificates for basic broadcasters, and a revamping of the
spectrum user fee system in order to promote the effec-
tive use of radio waves and streamline regulations in re-
sponse to advances in information and communication
technologies; the bill was passed into law in April 2025.

able infrastructure for realizing an IoT society in which
every “thing” is connected to the Internet. In fact, spe-
cific initiatives utilizing 5G are now underway in various
regions and sectors, including automated tractor driv-
ing, product inspections using Al-based image analysis,
and remote control of construction equipment.

2025 White Paper on Information and Communications in Japan Part Il



Figure 2-2-3-2 5G features

<5G Key Performance Features>
Ultra-high speed
Ultra-low latency

Multiple simultaneous connections

Maximum transmission speed: 10Gbps
Delay of about 1 millisecond

One million devices connected per square kilometer

5G is the ICT foundation for the Al/loT era

Low latency

High-speed, high-capacity routes
for mobile wireless technology

| 2G 3G LTE/AG ,5G

1993 2001 2010 2020

Simultaneous connections

Ultra-high speed

Provides broadband service
100 times faster than LTE

= Download a two-hour movie in three seconds (five minutes for LTE)

Ultra-low latency

Users can operate and
control remote robots in real
time without any sense of
latency (time lag)

Remote control of robots
= Robots and other precision operations (ten times more accurate than LTE)
Realize through real-time communication

Massive quantity
Yy " of sensors and

Multiple simultaneous
connections
Smartphones, PCs, and all
other devices around us are
connected to the Internet

= Approximately 100 terminals and sensors in rooms throughout the

joedw je1oos ybiH

i

home are connected to the Internet (Several LTE smartphones, PCs, etc.) -

MIC is actively contributing to the 5G international
standardization activities of the International Telecom-
munication Union (ITU), based on the recognition that

5G will become part of the common global socioeco-
nomic infrastructure.

B Development of 5G, etc., based on the “Digital Infrastructure Development Plan 2030”

Mobile networks, including 5G, have deeply penetrat-
ed people’s lives and economic activities, and their fur-
ther enhancement is essential for digitalizing society as
a whole and for maintaining and developing social func-
tions in the midst of rapid population decline and aging.

In Japan, the government has implemented a series of
institutional improvements and frequency allocations to
promote the spread of 5G ever since the first allocation
of frequencies for 5G in April 2019, and set a target in its
“Infrastructure Development Plan for a Digital Garden
City Nation” of achieving 5G population coverage of 95%
nationwide by the end of FY2023. As a result, 5G infra-
structure is steadily being developed, with the 5G popu-
lation coverage reaching 98.1% nationwide as of the end
of FY2023.

On the other hand, mobile communication volume is
expected to further increase due to the spread of Al,
etc., so, in addition to developing robust and well-bal-
anced 5G infrastructure substantial enough to meet
communication demand and usage scenarios and realiz-
ing advanced communication services utilizing 5G’s fea-
tures, it is necessary to put in place a “connectivity ev-
erywhere” communication environment, including
non-residential areas outside the 5G population cover-
age, from the viewpoints of local safety and security and
regional revitalization.

Against this backdrop, MIC is following the aforemen-
tioned Digital Infrastructure Development Plan 2030 to
promote the use of high-frequency bands (sub-6' and
millimeter waves?) that permit high-speed, large-capaci-
ty communications and the spread of new technologies
such as 5G SA (Stand Alone), which enables multiple
simultaneous connections and communication services
that take advantage of low latency. For roads and other
non-residential areas where a communication environ-
ment needs to be established, the aim is to adopt a vari-
ety of means to make the necessary infrastructure im-
provements.

Specific measures to achieve this Plan include the al-
location of new 5G frequencies, support for the develop-
ment of 5G base stations in disadvantaged areas through
subsidies under the “Mobile Phone Area Development
Project,” assistance through tax measures, and promo-
tion of infrastructure sharing.

Furthermore, MIC has taken an integrated approach
in developing local digital infrastructure that flexibly
combines local 5G and various other wireless systems
and putting into practice advanced solutions that utilize
this digital infrastructure in order to implement wireless
and IoT solutions that meet local needs in ways that al-
low residents to experience first-hand the convenience
of such solutions.

! The band above 3.6 GHz and below 6 GHz allocated for mobile phones
2'The band above 6 GHz allocated for mobile phones
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C Establishment of new development targets for 5G infrastructure
Further enhancement of the 5G infrastructure is nec-
essary to provide users with distinctive 5G mobile phone
services for the future 5G deployment phase.
Against this backdrop, MIC set new development tar-
gets for high frequency bands such as sub-6° and *milli-
meter wave, which can take advantage of the high-speed

and large-capacity communications characteristic of 5G,
and for new technologies such as SA (Stand Alone),
which offers multiple simultaneous connections and ul-
tra-low latency, in the WX Promotion Strategy Action
Plan it formulated in August 2024 (Figure 2-2-3-3).

Figure 2-2-3-3 Concept of Mobile Network Development to be Achieved by Around 2030

development through various means

Aim to develop well-balanced and robust networks tailored to various traffic demands and use cases

» For wider adoption of high-quality communications services leveraging the strengths of 5G, expand
areas where high-frequency bands (sub-6 and millimeter waves ) are available.

» To secure communication environments including non-residential areas, accelerate flexible infrastructure

Expand areas where high-frequency
bands (sub-6 and millimeter waves) are
available through various means

Develop infrastructure in
non-residential areas

Traffic volume

‘Millimeter waves
| (28GHz, etc.)

oS

pueq Aouanbauy auoyd ajiqop

Mid-band (1-3.6GHz)

96/9%

‘ Low-band (-1GHz)

Highly crowded areas with facilities such as
stadiums and event sites, or areas for
advanced usage with plants, etc.

High-traffic area

o ——

(2) Working to establish a connectivity environment that operates even during disasters

The earthquake that struck the Noto region of Ishika-
wa Prefecture in January 2024 had a tremendous impact
on information and telecommunications infrastructure,
causing mobile phone service to be unavailable for ex-
tended periods of time and hampering information ac-
quisition and rescue efforts in the affected areas. Apply-
ing the lessons learned from this disaster, MIC decided

(3) Beyond 5G

Beyond 5G (6G), the next generation of information
and communications infrastructure, is expected to be-
come the foundation for all industrial and social activi-
ties in the 2030s. MIC compiled the “Beyond 5G Promo-
tion Strategy - Roadmap to 6G” in June 2020 and the
“Strategy for Realizing Next-generation Information and
Communications Infrastructure to Support an Al Soci-
ety - Beyond 5G Promotion Strategy 2.0” in August 2024,
both of which advocate, among other actions, thorough-
ly promoting and utilizing 5G, securing frequencies to
meet growing traffic demand, and undertaking efforts
to upgrade radio access networks (RANs).

In keeping with these strategies, MIC has been work-

to promote efforts to make mobile phone base stations
more robust through the installation of large-capacity
storage batteries and the use of satellite links, in order to
avoid outages at mobile phone base stations due to pow-
er blackouts or transmission line breaks during disas-
ters.

ing on upgrading the interconnection and operational
testing environment for base station equipment using
open standards, improving the efficiency of RAN control
using Al, developing the necessary systems for domes-
tic introduction through technical demonstrations of
High Altitude Platform Stations (HAPS), and conducting
research and development related to high-speed, high-
capacity HAPS communications.

The International Telecommunication Union’s Radio-
communication Sector (ITU-R) is responsible for study-
ing and formulating international standards for wireless
communication technologies, radio frequencies, etc.
Within ITU-R, Working Party 5D (WP5D) of Study

3 The band above 3.6 GHz and below 6 GHz allocated for mobile phones

4The band above 6 GHz allocated for mobile phones
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Group 5 (SG5), a special subgroup chaired by Japan
whose area of focus is mobile communications, is work-
ing to develop standards for 6G with a target completion
date of around 2030, and is also studying available fre-
quency bands with 6G in mind. MIC is pursuing stan-
dardization activities within the Working Party by input-

(4) “Beyond 5G-ready Showcase” at Expo 2025 Osaka/Kansai

As part of the initiatives based on the “Strategy for Re-
alizing Next-generation Information and Communica-
tions Infrastructure to Support an Al Society - Beyond
5G Promotion Strategy 2.0”, MIC hosted the “Beyond
5G-ready Showcase” at Expo 2025 Osaka/Kansai from
Monday, May 26 to Tuesday, June 3, 2025, to provide the
world with information on Japan’s Beyond 5G endeav-
ors.

The event offered a wide range of Expo visitors the
opportunity to experience an envisioned future society
and lifestyle made possible by Beyond 5G, with an em-

ting documents contributed by the Japanese government
in cooperation with relevant Japanese organizations and
businesses, and plans to hold a meeting in Japan in June
2025 to maintain and enhance Japan’s presence in the
Working Party.

phasis on reality and immersion. In conjunction with
this, an exhibition of Japan’s R&D and cutting-edge tech-
nologies relevant to Beyond 5G was held to promote in-
ternational collaboration and standardization activities
aimed at fostering connections, encouraging social im-
plementation and international deployment (Figure
2-2-3-4).

A virtual event is also being held from Monday, May
26 to Monday, October 13, 2025 to allow visitors from
Japan and abroad to experience the same content as the
on-site event through an online virtual space.

Figure 2-2-3-4 Beyond 5G-ready Showcase venue layout and main contents

Future City Area + Technology Experience
Booth
Envisioned content (example)

B HAPS Recovery

ZONE 2

Operating HAPS to restore
communications
in areas where communications have
been disrupted due to disasters
True-to-Life Experience Booth

B Remote Moon Operation

An immersive experience booth using VR
goggles in which visitors remotely control a
robot on a lunar base in real time from the
Earth to perform lunar surface operations

o N |y
Future City Area + Technology

B Ocean Cleaning

A theater-type booth allowing visitors to
experience maintenance in a marine
environment by remotely controlling

underwater robots from onshore

® Technology currently under development by
MIC’s/NICT's Beyond 5G Fund Program, etc.,
will be on display.
® The exhibition will introduce visitors to the
developmental status and prospects of cutting-
edge technologies.

¥+

N

ZONE 1

® The phosis of tel from the past to
the future is presented in dynamic images.

©® The exhibit will make the topic of telecommunications more

familiar to visitors and given them a better understanding of

Beyond 5G as the next g of

4. Promotion of advanced radio frequency utilization systems

(1) Non-terrestrial networks

Non-terrestrial networks (NTNs) such as HAPS and
satellite communications can efficiently cover remote
islands, maritime areas, and mountainous regions by
connecting land, sea, air, and space, and can provide
communication services even in areas where communi-
cation infrastructure is not yet developed. They are also
useful as a means of communication in emergencies, in-
cluding natural disasters.

Based on the “Digital Infrastructure Development
Plan 2030” (formulated in June 2025), MIC is undertak-
ing efforts to promote the introduction of services, in-
cluding the development of systems pertinent to the
early deployment of NTNs in Japan.

Specifically, MIC is pushing for the development of

2025 White Paper on Information and Communications in Japan Part Il

domestic systems through technological demonstra-
tions in addition to R&D support for HAPS, and is work-
ing with relevant government ministries and agencies
for social implementation and overseas deployment.
MIC is also striving to secure more frequencies to ex-
pand the frequencies available for HAPS. Japan led the
discussions at the World Radiocommunication Confer-
ence 2023 (WRC-23), where it was decided that the 1.7
GHz, 2 GHz, and 2.6 GHz bands would be made avail-
able for the use of HAPS as mobile phone base stations
worldwide, the 700 MHz band would be available region-
wide in Region 1 (Europe and Africa) and Region 2
(North and South America), as well as in 14 countries
including Japan in Region 3 (Asia).
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In the area of satellite communications, MIC has intro-
duced frameworks for a satellite constellation that will
operate a large number of non-geostationary satellites in
unison to provide high-speed, high-capacity communica-

(2) Upgrading wireless LAN

Wireless LAN is a standard established by the Institute
of Electrical and Electronics Engineers (IEEE) and used
worldwide for smartphones and other devices. In Japan,
access points have been installed in public places such as
train stations and airports, and they have become one of
the key communication infrastructures within the na-
tion’s social infrastructure, not only for offices and homes,
but also for outdoor services, school education, and com-
munications in disaster-stricken areas.

MIC continues to study the upgrading of wireless
LANs based on their introduction in other countries and
on domestic needs. The need for outdoor and aerial use of
devices incorporating wireless LAN has increased in re-
cent years due to the expanding use of drones and other

tion services, and developed the necessary systems for
direct communication services between mobile phone
terminals and satellites; MIC remains committed to se-
curing frequencies and developing systems as needed.

devices that utilize wireless LAN technology. In view of
the current situation, especially the shortage of frequency
channels available for aerial applications, studies were
conducted from 2023 to expand aerial use of the 5 GHz
band. The “Technical Conditions for Aerial Use of 5.2
GHz Band Wireless LAN” was compiled in December
2024, and the Radio Equipment Rules (Radio Regulatory
Commission Rules No. 18 of 1950) and other regulations
were amended in April 2025. With the introduction of
5.2GHz band wireless LAN for aerial applications, it is ex-
pected that its use will expand to infrastructure inspec-
tions of bridges and other structures, and to the creation
of images from aerial photography (Figure 2-2-3-5).

Figure 2-2-3-5 Principal aerial usages of 5.2GHz band wireless LANs
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Bridge inspection

Agricultural drones

Reduced manual effort and efficient crop management

Pesticide and

Aerial photography (high resolution)

Status can be checked even without base
stations or other infrastructure

Disaster damage assessment

Management of growing status

Water quality management

Furthermore, MIC is studying the technical condi-
tions for frequency sharing in connection with frequen-
cy band expansion, including outdoor use of the 6 GHz
band (5925 MHz-6425 MHz) wireless LAN and outdoor
use of the 6.5 GHz band (6425 MHz-7125 MHz), in order
to establish wireless LAN systems that can cope with
future mobile communication traffic growth and diverse

(3) Expansion of radio frequency use in drones

Recent years have seen drones used in a variety of
fields, including agriculture, infrastructure inspection,
logistics, disaster response, and entertainment. The
uses of radio waves are essential when deploying drones.
They include transmitting remote IDs that identify indi-

usage needs. In FY2024, MIC conducted a technical
study on the Automated Frequency Coordination (AFC)
system®, which is needed to prevent harmful interfer-
ence to existing radio stations using the aforementioned
frequency bands, for building and verifying the opera-
tion of this system as well as studies on a framework and
operational model for operating the AFC system.

vidual drones, sending commands to control drones
from the ground, and transmitting images taken by
drones to pilots and other users, and suitable radio sys-
tems are used for each of these purposes (Figure 2-2-
3-6).

5 A system that automatically notifies the user of available frequencies and maximum transmission power in order to avoid harmful interference

to existing radio stations, etc., using the 6 GHz and 6.5 GHz bands.
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Figure 2-2-3-6 Radio systems used for drones (as of December 2024)

) Maximum | (Reference)” | (Reference)™ % Radio
Name/type of radio | Frequency L - L (Reference) ’ o
transmission | Transmission |Communication o station Characteristics, usages
system band ] Utilization .
power speed distance license
Low-power radio - ot E?sy to use for hobby applications,
for radio-controlled 1 5kbps About Tkm Piloting . e L
operation band, etc. required | Mainly used in industry for
’ pesticide spraying
_— Mainly used for aerial
. Up to Pilotin .
Unmanned Mobile P & photography, infrastructure
Image Transmission 169MHz 10mw several About 5km Image Required || ti i t
8 Syetem band hundred transmission q LnSpZCfIOhSi StL{rve/ylng,telc.
Y kbps Data transmission used for piioting/contro
backup, etc.)
Specified low-
power wireless 920MHz 20mwW Up to About 500m Piloting N.Ot - | Used for piloting
: band TMbps required
base station
2.4GHz band -
wirelezs I_a,:N 10mw/MHz Piloting Most widely used for piloting,
2.4GHz band | (3mwy/ Up to Image Not image transmission, and other
(low-power data (2400- About Tkm e o > )
N 2483.5 MHz) | MHz for FH | 54Mbps transmission required” | applications. Crowded due to high
communication - 2) o
system) Data transmission number of users.
system)
. Piloting ) )
Unmanned Mobile | 2.4GHz band Ub to tens Image Mainly used for aerial
Image Transmission | (2483.5 to TwW p About 10km g . Required | photography, infrastructure
2494 MHz) of Mbps transmission ! ) )
System o inspection, surveying, etc.
Data transmission
: Piloti
Unmanned Mobile foting Mainly used for aerial
o 5.7GHz Tens of Image ) ;
Image Transmission W About 5km s Required | photography, infrastructure
System band Mbps transmission ! o , X
3% Data transmission inspection, surveying, etc.
Capable of out-of-sight
Piloting communications and remote
Mobile phones 800MHz 200mW Tens of Within mobile Image . gperatlon. anq used for -
(4G/5G) band. etc (base station Mbos phone transmission 3 infrastructure inspection, logistics,
(limited to FDD) ’ : control) P coverage area o video distribution, etc.
Data transmission ) . .
Not available outside mobile
phone coverage areas.

*1 At a distance of 500m, the electric field strength is 200uV/m or less

*2 Radio stations that do not require a license are limited to those using radio equipment that has received technical standards
compliance certification or construction design certification confirming and certifying in advance that the radio equipment com-

plies with the technical standards stipulated in the Radio Act.

*3 Operated under license by a mobile phone carrier

T

Technical
Conformity Mark

*4 Not stipulated in laws and regulations but based on interviews with manufacturers, etc.>Only radio equipment displaying the “Technical Confor-
mity Mark” shown at right may be used.

MIC is pursuing efforts to improve the aerial radio
wave environment in light of expanding needs for the
utilization of drones. The principal efforts other than the
aforementioned wireless LANs are as follows:

o Aerial use of mobile phones, etc.

Based on the need to mount mobile phones on

drones, etc., and use mobile phone networks for
drone control, image transmission, data transfer, etc.,
MIC developed a system in December 2020 to enable
LTE aerial use in the 800MHz, 900MHz, 1.7GHz and
2GHz FDD frequency bands through simple proce-
dures, and MIC removed altitude restrictions and en-
abled the use of 5G systems in April 2023. Further-
more, MIC set up a system in May 2025 to allow aerial
use of the TDD frequency band used for 5G, local 5G,
etc., in order to meet needs such as high-speed up-
loading of video data taken by drones, etc.

(4) Intelligent Transport Systems
Intelligent Transport Systems (ITS), which connect

people, roads, and vehicles using information and com-
munication technology, contribute to the safe and com-
fortable movement of people and goods by reducing

traffic accidents and traffic congestion.
MIC has been allocating frequencies used in the Ve-

2025 White Paper on Information and Communications in Japan Part |

e Specific experimental test station for drones in the

5.8GHz band

Drones using the 5.8 GHz band are widely em-
ployed in the United States, Europe, China, South Ko-
rea, and other countries. In Japan, the 5.8 GHz band is
used for DSRC, a wireless system for ITS, etc., but
given the need to test functionality on the same 5.8
GHz band in Japan, MIC has worked to include the 5.8
GHz band under the focus of a specified experimental
testing station system that allows the establishment of
experimental testing stations through simple proce-
dures. After studying conditions such as frequencies
that do not affect existing DSRC and other radio sta-
tions and areas where they will be used, MIC promul-
gated a public notice on 5.8 GHz-band specific experi-
mental test stations for drones in November 2024.

hicle Information and Communication System (VICS),
the Electronic Toll Collection System (ETC), on-board
radar systems, and 700 MHz-band Intelligent Transport
Systems, formulating technical standards for these sys-

tems, and promoting their diffusion.

Automated driving is currently being tested and im-
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plemented worldwide, mainly in Europe and the US. In
addition to onboard sensors such as cameras and radar,
V2X (vehicle to everything) communication, which ex-
changes information with surrounding vehicles and

Figure 2-2-3-7

. ‘ VN Wide-area
ﬂs communications

Vehicle-to-Network
Communications utilizing mobile carrier networks
Example: distribution of large-volume map data, etc.

roadside-to-vehicle
communications

Vehicle-to-Infrastructure
Direct communication between roadside units and
onboard units

Example: signal information distribution, etc.

@
| e

bicycle-to-vehicle
V2B communications

R

Vehicle-to-Bicycle

units.

Direct communication between bicycle terminals and onboard

(e.g.. wamning users of a potential intersection collision, etc.)

Given that V2X communication systems utilizing the
5.9 GHz band are being tested and implemented world-
wide, Japan is also studying the idea of additionally allo-
cating the 5.9 GHz band for V2X communication. After
MIC’s “Study Group on Next-generation ITS Communi-
cations in the Era of Automated Driving” concluded in
August 2023 to consider allocating up to 30 MHz be-
tween 5,895 MHz and 5,925 MHz for V2X communica-
tions, taking into consideration international frequency
harmonization, interference with existing radio stations,
and other factors, 20.5 billion yen was allocated in the
FY2023 supplementary budget to “Project for Develop-
ment of Digital Infrastructure for the Social Implementa-
tion of Automated Driving”; the environment is now be-
ing established for the early introduction of V2X
communications in the 5.9 GHz band. The “Automated
Driving Infrastructure Panel” jointly established by the

(5) Spatial transmission wireless power transmission systems
Spatial transmission wireless power transmission sys-
tems transmit power over a distance of several meters
by sending and receiving radio waves without a wired
connection, and they are expected to be used to supply
power to sensor devices used in factories. These sys-
tems enable low power supply without connecting
charging cables or replacing batteries, which should im-
prove convenience and enable flexible installation of
sensor devices, helping bring about Society 5.0 through

roadside infrastructure, is expected to play an important
role in the realization of advanced automated driving
such as merge and diverge assistance (Figure 2-2-3-7).

V2X communication

inter-vehicle
vav communications

Vehicle-to-Vehicle
Direct communication between onboard units

(e.g., warning users of a potential intersection
collision, etc.)

vehicle-to-pedestrian
V2P communications

Vehicle-to-Pedestrian

3 Direct communication between mobile terminals and
[ onboard devices
g.‘ warning users of a potential intersection collision, etc.)

Ministry of Land, Infrastructure, Transport and Tour-
ism, the National Police Agency and MIC has been dis-
cussing the infrastructure most conducive to automated
driving since June 2024. Based on the Panel’s discus-
sions, MIC will begin working in cooperation with rele-
vant ministries and agencies on an automated driving
truck demonstration using 5.9 GHz-band V2X and V2N
communications on the Shin-Toumei Expressway and
other roads in FY2025.

In addition, MIC is contributing to draft reports pre-
pared by the International Telecommunication Union’s
Radiocommunication Sector (ITU-R), disseminating in-
formation at international conferences such as the ITS
World Congress, and promoting the spread of Japanese
technology in India and other Asian countries in order to
aid in the international standardization and overseas de-
ployment of Japan’s ITS technology.

the use of IoT.

Based on past studies on frequency sharing with oth-
er radio systems, radio safety, technical conditions, and
the establishment of a smooth operational coordination
mechanism, etc., for the practical application of these
systems, MIC in May 2022 established a system for on-
premises radio stations in the three frequency bands of
920 MHz, 2.4 GHz, and 5.7 GHz for use indoors if certain
requirements are met.
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5. Promoting overseas deployment of radio wave systems

Radio monitoring systems and other technologies/
systems are playing an increasingly significant role in
ensuring the safe and secure use of radio waves, and
their importance has been recognized in Southeast
Asian countries, where the use of radio waves is rapidly
expanding, and elsewhere. It is therefore vital that Japan
contribute to the international community by deploying
overseas those radio systems for which Japan has supe-
rior technology and by developing Japan’s radio infra-
structure and services into promising businesses that
are internationally competitive, spurring further growth
in its own economy. The public and private sectors are
cooperating from this perspective in pursuing strategic
initiatives for the global development of radio systems
deemed to be among Japan’s strengths, with a focus on
Asian countries. Specifically, MIC has been implement-
ing the “Project for Promoting the International Coop-
erative Use of Frequencies” since FY2017 for the pur-
pose of ensuring the global superiority of these
technologies through the overseas deployment of radio
systems, and it has been conducting demonstration test-
ing in Japan and overseas as well as people-to-people
exchanges at the user level so that technologies that use
frequencies quite efficiently in ways that accord with ra-

6. Improving radio environments

(1) Pursuing bioelectromagnetic environmental measures

MIC is promoting the development of safe and secure
environments for the use of radio waves.

More concretely, MIC has formulated “Radio Wave
Protection Guidelines®” to prevent radio waves from hav-
ing undesirable effects on human health, and has stipu-
lated part of the Guidelines as safety standards on the
strength of radio waves. These reflect the results 7of
many years of research on radio safety. They also ensure
equivalence with international guidelines. No causal re-
lationship between radio waves at levels below these
safety standards and adverse health effects has been
confirmed in previous investigations and studies. MIC
continues to educate the public about radio wave safety
by providing telephone consultations, holding informa-
tion meetings, and distributing leaflets®.

The “Research Survey on the Impact of Radio Waves
on Medical Devices, etc.”” is conducted annually, and

(2) Implementing electromagnetic interference countermeasures
The widespread use of electrical and electronic devic-
es has made it important to take measures to protect ra-
dio use from unwanted radio waves emitted from vari-
ous devices and equipment. Accordingly, the “Radio Use

dio frequency conditions in Japan can be established as
international standards.

In response to growing global demand for secure and
reliable digital infrastructure, MIC is also working on
the overseas deployment of Japanese companies’ Open
RAN and vRAN as well as systems that utilize these. In
Southeast Asian countries such as the Philippines, for
example, MIC is conducting surveys and testing for the
deployment of Open RAN and advocating wider adop-
tion of Open 5G.

“Japan OTIC,” a testing and certification center that
complies with the O-RAN Alliance standards, was estab-
lished in Yokosuka Telecom Research Park in Decem-
ber 2022 by several domestic telecommunications carri-
ers and other companies interested in promoting the
Open RAN ecosystem in Japan with a view to overseas
deployment. Its first certification was issued in June
2023, and a variety of workshops are held regularly to
promote the use of Japan OTIC.

Since FY2024, MIC has also been conducting techni-
cal tests on an interoperability verification environment
that can simulate the networks of multiple telecommuni-
cations carriers in Japan and overseas.

the findings obtained from the surveys to date have
been compiled as “Guidelines for Safeguarding Implant-
able Medical Devices, etc., from the Impact of Radio
Waves from Radio Wave-emitting Devices!.” As the use
of radio waves at medical institutions continues to grow,
MIC is also working to inform medical professionals and
others of necessary precautions and radio wave manage-
ment practices for medical telemetry, mobile phones,
wireless LAN, etc., by delivering briefings on demand to
ensure safe and secure radio wave use. As a related ini-
tiative, MIC has been engaged in a radio shield counter-
measure project for medical facilities since FY2017,
making use of a subsidy provided to help cover the ex-
penses for projects supporting the dissemination of ra-
dio systems in order to create environments in which
mobile phones can be used safely and securely within
medical facilities.

Environment Committee!!” established under the Infor-
mation and Communications Council’s Information and
Communications Technology Subcommittee conducts
research and studies on electromagnetic interference

6 Radio Radiation Protection Guidelines https://www.tele.soumu.go.jp/j/sys/ele/medical/protect/

7 Research on Radio Safety at MIC: https://www.tele.soumu.go.jp/j/sys/ele/seitai/index.htm

8 Radio Safety Initiatives: https://www.tele.soumu.go.jp/j/sys/ele/index.htm

9 Research on the effects of radio waves on medical devices: https://www.tele.soumu.go.jp/j/sys/ele/seitai/chis/index.htm

10 Guidelines for Safeguarding Implantable Medical Devices, etc., from the Impact of Radio Waves from Radio Wave-emitting Devices:

https://www.tele.soumu.go.jp/resource/j/ele/medical/guide.pdf

11 Radio Use Environment Committee: https://www.soumu.go.jp/main_sosiki/joho_tsusin/policyreports/joho_tsusin/denpa_kankyou/index.

html
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countermeasures and contributes to deliberations on in-
ternational standards by the Comité International Spé-
cial des Perturbations des Radiélectriques (CISPR). In
response to reports from the Information and Communi-
cations Council, MIC is working to eliminate interfer-
ence to radio equipment and prevent interference to
electrical and electronic equipment caused by unwanted
radio waves by pursuing standardization in Japan.

International standards for the wireless power trans-
mission systems used in electric vehicles (EVs), multi-
media devices, and home appliances are now being giv-
en full consideration and, as part of its international
activities with respect to CISPR, Japan has been taking
the lead in vigorously studying technologies to prevent
the leakage of radio waves emitted from wireless power
transmission systems used in electric vehicles from in-
terfering with existing radio stations.

(3) Preventing radio interference and jamming

To eliminate interference and maintain a favorable
environment for the use of radio waves amid the ex-
panded adoption of fifth-generation (5G) mobile
phones and other new radio wave applications, MIC
is monitoring radio waves to eliminate interference
and taking stronger steps against radio equipment
that does not conform to technical standards (non-
compliant equipment) that could be the cause of such
interference.

More specifically, MIC’s efforts include trial pur-
chase test of radio equipment’ in which MIC pur-
chases radio equipment that is widely available on
the market through online shopping and other means,
measuring whether the equipment’'s radio wave
strength complies with the standards for “extremely
low-power radio equipment” '2as stipulated in the Ra-
dio Act, and publishes the results annually as infor-
mation to protect general consumers, all for the sake

Robots have been introduced in factories and distribu-
tion centers in recent years, and wireless power trans-
mission systems are expected to be installed as a means
of supplying power to these robots. The Radio Use Envi-
ronment Committee has verified shared use with other
radio equipment and conformity to the Radio Radiation
Protection Guidelines, etc., and examined technical con-
ditions such as the allowable values and measurement
methods for leaked radio waves emitted from wireless
power transmission systems. Based on these examina-
tions, MIC issued a partial report in June 2024 on the
technical conditions for field-coupling wireless power
transmission systems using 6.7 MHz-band frequencies
within the context of the technical conditions for wire-
less power transmission systems, and institutional im-
provements were made by revising the Regulations for
the Enforcement of the Radio Act in December 2024.

of keeping them from violating the Radio Act by pur-
chasing and using equipment that does not conform
to the established standards (illegal establishment of
radio stations) or causing interference with the opera-
tion of other radio stations.

MIC requests dealers of radio equipment determined
through a trial purchase test not to be compliant with the
standards for extremely low-power radio equipment to
ensure that they only handle radio equipment that con-
forms to the technical standards and refrain from selling
non-compliant equipment. Additionally, MIC formulated
the “Guidelines for preventing the distribution of wire-
less devices that do not conform with technical regula-
tions” in FY2020 to control the distribution of non-stan-
dard equipment by clarifying the obligations of
manufacturers, importers, and distributors of radio
equipment and the voluntary efforts of Internet shop-
ping mall operators.

12 Extremely low-power wireless devices: https://www.tele.soumu.go.jp/j/ref/material/rule/
9Implemented since FY2013 Results of wireless equipment trial purchase tests: https://www.tele.soumu.go.jp/j/adm/monitoring/illegal/result/
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1. Summary

(1) Past initiatives
Broadcasting, a foundation of democracy, has served

as social capital for sharing basic social knowledge such
as disaster and community information.

Television broadcasting, previously only available in
analog form, was fully digitalized at the end of March
2012, and further advances in broadcasting services
such as high-definition video images and data broadcast-
ing have since been made. In the interest of promoting
4K/8K broadcasting services with higher resolution and
image quality than HDTV, MIC has teamed up with
broadcasters, manufacturers, etc., to disseminate infor-
mation and raise awareness of how to access 4K/8K sat-
ellite broadcasting and 4K/8K content, as well as to cer-
tify 4K broadcasting operators and make other efforts
needed to ensure that as many people in Japan as possi-
ble can enjoy the dynamic and powerful images avail-
able with 4K and 8K broadcasting.

Applying the lessons learned from January 2024
earthquake in the Noto region of Ishikawa Prefecture in
January 2024 and the September 2024 torrential rainfall
on the Noto Peninsula to ensure that the public receives
necessary disaster and evacuation information, MIC has

(2) Future issues and directions

The environment surrounding broadcasting is chang-
ing dramatically, as viewers’ viewing styles change and
they increasingly move away from television with the
spread of broadband, the growth of Internet video distri-
bution services, and the diversification of viewing de-
vices. Viewers increasingly obtain information not only
from broadcasts but also from the Internet, and advertis-
ing expenditures for terrestrial television broadcasting
may continue to decline in the long term, forcing struc-
tural changes. On the other hand, problems involving
dis-/mis-information have emerged in the Internet
space, and ensuring the soundness of information spac-
es has become an issue. Broadcasting plays a role in dis-

been engaged in efforts aimed at helping make broad-
cast networks more robust and disaster-resistant, in-
cluding projects to restore transmission station facilities
for terrestrial key broadcasting damaged in serious di-
sasters, as well as implementing seismic countermea-
sures. Furthermore, MIC has been promoting the
spread of broadcasting for persons with visual and hear-
ing impairments by, for instance, providing subsidies to
broadcasters for the production of subtitled programs,
commentary programs, sign language programs, etc.,
and for the maintenance of equipment to provide subti-
tles for live broadcast programs, and formulating
“Guidelines for Information Accessibility in the Broad-
casting Field” that set targets for the dissemination of
subtitled broadcasts, etc., to achieve equal-opportunity
access to information through broadcasting.

In addition, it is important to have “receivers” as well
as “transmitters” of broadcast programs, so MIC is
working to improve literacy in broadcast media, espe-
cially for elementary, junior high, and high school stu-
dents, and is providing educational materials and class-
room practice packages for teachers.

seminating reliable information, fulfilling people’s right
to know, sharing basic social information, and promot-
ing mutual understanding of diverse values, so it is pre-
cisely in this digital age that expectations of its role are
on the rise.

In responding to these changing circumstances, it is
necessary to envision the future of broadcasting and
broadcasting systems from a medium- to long-term per-
spective, and to address such issues as reinforcing the
foundations of the broadcasting business, promoting the
distribution of broadcasting content, and enhancing the
robustness and disaster resistance of broadcast net-
works.

2. Examining the state of broadcasting systems in the digital age

MIC has been convening the “Study Group on the
Broadcasting System in the Digital Age” (hereinafter re-
ferred to as the “Broadcasting System Study Group”)
since November 2021 in order to examine the future vi-
sion of broadcasting and the ideal state of broadcasting
systems from a medium- to long-term perspective amidst
the rapid advancement of digitization across society.

The Broadcasting System Study Group published the
“Report on the Future Vision and Ideal System of
Broadcasting in the Digital Age” (hereinafter, the “First
Report”) in August 20221, and the “Second Report on
the Future Vision and Ideal Systems of Broadcasting in
the Digital Age” (hereinafter, the “Second Report”) in
October 20232. Based on the First Report, MIC has re-

1 “Report on the Future Vision and Ideal System of Broadcasting in the Digital Age” (August 5, 2022):
https://www.soumu.go.jp/menu_news/s-news/01ryutsu07_02000236.html

2 “Second Report on the Future Vision and Ideal System of Broadcasting in the Digital Age” (October 18, 2023):
https://www.soumu.go.jp/menu_news/s-news/01ryutsu07_02000269.html
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vised ministerial ordinances® to relax the principle of
excluding concentration of mass media ownership*, and
also enacted partial amendments to the Revised Act®,
which include measures such as enabling multiple spec-
ified basic terrestrial broadcasters to jointly use relay
station equipment in a single broadcasting region.

To improve the management efficiency of specified
key terrestrial broadcasting service providers, a nation-
al council on the joint use of relay station equipment was
established in December 2023 and regional councils
were set up throughout Japan by May 2024 to consider
three matters: creating a roadmap for joint use, defining
the roles of related parties, and formulating/implement-
ing regional plans for upgrading relay stations. In De-
cember 2024, Japan Broadcast Network (hereinafter,
“JBN”), a joint use preparatory company, was estab-
lished with investment from NHK. JBN is studying busi-
ness plans and other measures to realize the joint use of
terrestrial relay stations.

The “Working Group on Public Broadcasting” was con-
vened under the Broadcasting System Study Group to
study NHK’s approaches to Internet streaming, etc., and,
following the two reports® released in October 2023 and
February 2024, the “Act for Partial Amendment of the
Broadcasting Act” (Act No. 36 of 2024) enacted in May
2024 (hereinafter, the “Revised Broadcasting Act”) stipu-
lated that the streaming of broadcast programs via the
Internet is an essential part of NHK’s business. Under the
Revised Broadcasting Act, NHK is required to establish
its own operational rules to distribute program-related in-
formation’ via the Internet at its own discretion and re-
sponsibility, while MIC is required to hear the opinions of
academic experts and interested parties on these rules
and to confirm that the rules are in conformity with the
requirements set out to ensure fair competition®.

The Broadcasting System Study Group subsequently
published the “Third Report on the Future Vision and Ideal
System of Broadcasting in the Digital Age” (hereinafter,

the “Third Report”) in December 2024. The Third Report
summarizes the results of studies on the future of broad-
casting, systems for replacing small relay stations, etc.,
with broadband or other measures (cable TV, streaming
services, etc.), and management options for radio broad-
casting, as well as the findings of specialized studies on (1)
the feasibility of replacing small relay stations with broad-
band, (2) the future of NHK’s international broadcasting,
(3) measures necessary to promote the production and
distribution of broadcasting content, and (4) the reduction
of infrastructure costs for satellite broadcasting®.

Based on the Third Report, MIC submitted to the
217th (regular) session of the Diet in 2025 the “Act for
Partial Amendment of the Radio Act and the Broadcast-
ing Act” that would oblige key terrestrial broadcasting
service providers to take steps to ensure that their
broadcast programs can continue to be viewed through
cable TV or distribution services if relay stations are in-
evitably abolished, and this bill was passed into law in
April 2025 (Act No. 27 of 2025).

Disasters in Japan have also become more severe and
frequent in recent years, and there are concerns about
potential large-scale disasters in the near future, includ-
ing Nankai Trough earthquakes and other wide-area
large-scale disasters such as Japan Trench and Chishi-
ma Trench earthquakes, as evidenced by the issuance
of the first “Nankai Trough Earthquake Extra Informa-
tion (Megathrust earthquake attention)” in August
2024. Given these circumstances, a new “Review Team
to Enhance and Strengthen Measures to Maintain and
Secure Broadcasting Services in the Event of a Large-
Scale Disaster” was established in February 2025 under
the Broadcasting System Study Group to intensively
study ways of enhancing and strengthening measures
above and beyond existing approaches to maintain and
secure broadcasting services in anticipation of future
wide-area large-scale disasters with the cooperation of
relevant service providers.

3. Reinforcing the foundations of the broadcasting business

(1) AM radio broadcasting initiatives

Many of the AM transmission facilities used by com-
mercial AM radio broadcasters are more than 50 years
old and are seriously aging. Commercial AM radio
broadcasters have thus been burdened with the cost of
both AM and FM equipment because of the start of com-

plementary FM broadcasting introduced to eliminate
poor AM radio reception, and they have seen their busi-
ness income decline, making the cost of updating AM
radio broadcasting equipment a significant management
issue.

3 Ministerial Ordinance Partially Amending the Ministerial Ordinance Concerning Definitions of Specified Executives and Relationships of Con-
trol in Key Broadcasting Services and Special Provisions on the Standards for Enjoying Freedom of Expression (Ministerial Ordinance No. 13
of 2023)

4 The guidelines are designed to ensure that freedom of expression through broadcasting is enjoyed by as many people as possible by ensuring
that as many people as possible have the opportunity to broadcast, and that the number of key broadcasting stations owned or controlled by any
single person is limited.

5The Act to Partially Amend the Broadcasting Act and Radio Act (Act No. 40 of 2023)

6 Summary of Working Group on Public Broadcasting (October 18, 2023):https://www.soumu.go.jp/main_content/000907572.pdf Second Sum-
mary of Working Group on Public Broadcasting (February 28, 2024): https://www.soumu.go.jp/main_content/000931107.pdf

7 Information on content closely related to the content of a broadcast program broadcast or to be broadcast by NHK, comprising materials neces-
sary for editing the said broadcast program (including edited versions of the said broadcast program, excluding the said broadcast program)

8 In November 2024, MIC convened the “Panel on Competitive Assessment of NHK’s Program-related Information Distribution Operations” to
hear opinions from academic experts and interested parties on whether NHK’s operational rules conform to the provisions of the revised
Broadcasting Act, and no participants found the content of NHK’s operational rules non-compliant with the revised Broadcasting Act. “Opinions
on NHK’s Operational Rules” (December 18, 2024): https://www.soumu.go.jp/main_content/000982600.pdf

9 “Third Report on the Future Vision and Ideal System of Broadcasting in the Digital Age” (December 13, 2024): https://www.soumu.go.jp/
menu_news/s-news/01ryutsu07_02000296.html
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Given these severe business conditions, MIC has de-
cided to put in place special measures allowing AM sta-
tions to suspend operations for a period of six months or
longer in order to examine the impact on commercial
AM radio broadcasters of making the business decision
to switch from AM broadcasting to FM broadcasting
(switching to FM) or to discontinue AM broadcasting
relay stations without switching to FM, and the details,
requirements and procedures for such measures are
outlined in the “Basic Policy on Special Measures Con-
cerning AM Station Suspension (published in March

(2) Addressing issues in satellite broadcasting
A Study on the future of sustainable satellite broadcasting

Based on the Second Report published in October
2023, MIC convened a “Satellite Broadcasting Working
Group” under the Broadcasting System Study Group
from November 2023 to September 2024 to resolve satel-
lite broadcasting issues arising in the changing environ-
ment surrounding satellite broadcasting and to draw up
a vision of the future for sustainable satellite broadcast-
ing, and this Working Group issued a report in Decem-
ber 2024.

The Satellite Broadcasting Working Group has en-
gaged in concrete and specialized discussions on reduc-
ing infrastructure costs for satellite broadcasting, utiliz-
ing satellite broadcasting as a terrestrial replacement,
making effective use of the right-handed circularly po-

B Efforts to promote 4K8K satellite broadcasting

4K8K satellite broadcasting, which began in Decem-
ber 2018 for BS and 110° East longitude CS broadcast-
ing, is steadily making headway, with cumulative ship-
ments of receivers and other equipment capable of
viewing 4K8K satellite broadcasting exceeding 20 mil-
lion units as of July 2024 (approximately 22.5 million
units had been shipped by the end of March 2025).

MIC is working with broadcasters, manufacturers,
and related organizations to highlight the appeal of ultra-

2023, revised in December 2024). These special mea-
sures based on this Basic Policy were applied to some
AM stations when broadcasters were simultaneously re-
licensed in November 2023, and these stations have
been gradually suspending their operations since Febru-
ary 2024. Another round of special measures will be ap-
plied to stations other than these from December 2025
onward to allow them to suspend operations as well.
MIC plans to study the necessary institutional arrange-
ments based on the outcomes of these operational sus-
pensions.

larized band, handling of infomercials in the certification
of basic satellite broadcasting, and utilizing satellite
broadcasting during disasters. MIC has responded by
taking actions based on the results and recommenda-
tions emerging from the Satellite Broadcasting Working
Group’s discussions, e.g., examining technical issues
and the willingness of viewers to accept extra costs bur-
den for the use of satellite broadcasting as a terrestrial
replacement in February 2025, and establishing a sys-
tem that provides the option to use the HEVC format
with high compression efficiency for 2K broadcasting to
make effective use of the right-handed circularly polar-
ized band in March 2025.

high definition images, a feature of 4K8K satellite broad-
casting, and to promote the development of reception
environments to facilitate the spread of 4K8K satellite
broadcasting.

4K broadcasting in the right-handed circularly polar-
ized band for BS broadcasting, which was approved by
MIC in November 2023, began in April 2025, and MIC
remains committed to promoting 4K broadcasting.

4. Promoting broadcast content production and distribution

(1) Efforts to effectively distribute broadcast content, etc., online

The Broadcasting System Study Group First Report
noted the importance of reducing the equipment burden
on local stations and other broadcasters and of creating
an environment in which they can focus on content pro-
duction.

From the perspective of creating such an environ-
ment, it is crucial to promote the production of content
by broadcasters as well as greater distribution of such
content on the airwaves and on the Internet so that it can
be widely viewed. In Particular, Local broadcasters are
expected to play a major role in disseminating regional
information in the future.

Enabling broadcasting to continue fulfilling its role as
social infrastructure amid changes in the environment
surrounding broadcasting, such as the growth of Inter-
net video distribution services and the diversification of
viewing styles, will necessitate promoting the utilization
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of various Internet platforms and not just broadcasting
waves so that Japan’s broadcasting content can be wide-
ly distributed both domestically and internationally.

From this perspective, the “Working Group on the
Promotion of Broadcasting Content Production and Dis-
tribution” was convened in cooperation with relevant
businesses and other parties in December 2022 under
the Broadcasting System Study Group to discuss ways
of encouraging the production and distribution of broad-
casting content in the Internet age.

The Second Report released in December 2024 rec-
ommended that closer public-private partnership initia-
tives be pursued via demonstrations and other means to
bring about environments where viewers can easily view
broadcast content via the Internet as soon as possible
while paying due attention to a balance between novelty
and diversity for viewers, the presentation of content
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that matches viewers’ tastes and preferences, and the
creation of environments where local viewers can easily
view content from local stations, with the aim of estab-
lishing a virtual platform that ensures a full lineup of

broadcast content from NHK and commercial broad-
casters on Internet-connected TV receivers (e.g., con-
nected TVs) to improve viewer convenience.

(2) Utilizing viewing data and ensuring privacy protection in broadcasting

The viewing histories of broadcast programs collect-
ed from TV receivers connected to the Internet for anal-
ysis can be effectively used, for example, to produce
programs tailored to the specific viewing needs of view-
ers in different locales and to provide disaster informa-
tion, but it is also technically possible to infer sensitive
personal information such as the political beliefs and
medical histories of individual viewers.

In March 2022, MIC established the “Guidelines for

the Protection of Personal Information of Broadcasting
Viewers”, applicable to all parties handling the personal
information of broadcast viewers, etc., in light of the
public nature of broadcasting, and has since made a se-
ries of revisions. MIC will continue striving to both im-
prove the benefits to broadcast viewers through the use
of viewing data and other information and to protect
their privacy.

(3) Facilitating rights handling in the simultaneous distribution of broadcast programs, etc.

In light of changes in viewing environments due to the
popularity of smart devices and other factors, broadcast-
ers are pursuing initiatives such as simultaneous distri-
bution of broadcast programs on the Internet (including
simultaneous streaming, chasing streaming, and catch-
up streaming; the same applies hereinafter). This is an
important initiative from the viewpoints of improving
viewer convenience, promoting the content industry,
and ensuring international competitiveness, as it ex-
pands opportunities to view high-quality content. On the
other hand, a large number and variety of copyrighted
works are used in broadcast programs, and issues relat-
ed to rights handling such as masking might arise due to
the inability to handle copyrights and other rights in the
case of simultaneous distribution, etc. In pursuing simul-
taneous transmission, etc., it was thus necessary to cre-
ate environments that would allow copyrighted works to
be used more quickly and smoothly.

MIC, together with the Agency for Cultural Affairs,

which has jurisdiction over the Copyright Act (Act No.
48 of 1970), solicited opinions from relevant parties and
studied possible system revisions that would facilitate
rights handling with regard to simultaneous distribu-
tion, etc. Consequently, the “Act for Partial Amendment
of the Copyright Act” (Act No. 52 of 2021) was passed in
the 204th (regular) Diet session in 2021 and facilitation
measures were implemented. MIC has been closely
monitoring developments pertaining to rights handling
and is studying ways of further facilitating simultaneous
transmission, which is now entering full-scale imple-
mentation with all five commercial broadcasters having
adopted simultaneous transmission in April 2022 after
the revisions came into effect. Since local broadcasters
lack the personnel and know-how to carry out the ad-
ministrative tasks involved in rights handling, verifica-
tion is being conducted to establish a system that will
help make rights handling more efficient.

(4) Engaging in appropriate production transactions for broadcast content

MIC has since FY2018 convened the “Study Group on
Verification and Review on Promotion of Production and
Trade of Broadcast Content” consisting of experts and
others in order to improve the production environment
for broadcasting content and to boost the motivation to
produce content. Based on the Panel’s discussions, a
series of revisions were made to the “Guidelines for
Regulation on Production and Trade of Broadcast Con-
tent” (formulated in February 2009; hereinafter, the
“Guidelines”) and efforts have been made to encourage
broadcasters and program production companies to un-
dertake proper production transactions for broadcasting
content.

Specifically, MIC strives to gain an accurate picture of
circumstances by conducting periodic questionnaire
surveys to ascertain the status of production transac-
tions of broadcast content as well as interviews with

(5) Expanding broadcast content overseas

With the growth of video distribution services, pro-
ducing content for overseas broadcasting and distribu-
tion and actively pursuing overseas expansion are neces-

broadcasters and program production companies to as-
certain their compliance with the Guidelines, provides
guidance, if any issues are found, under Article 4 of the
Act on the Promotion of Subcontracting Small and Medi-
um-sized Enterprises (Act No. 145 of 1970), and holds
seminars to raise awareness of the Guidelines; MIC has
also set up a “Legal Consultation Hotline for Transaction
of Produced Broadcast Content” to provide free consul-
tation with attorneys on specific issues related to pro-
duction transactions.

The Panel has been discussing the ownership of copy-
rights, appropriate production costs, and working condi-
tions at program production sites since FY2023, and a
revised version of the Guidelines (8th edition) was pub-
lished in October 2024 based on the results of these dis-
cussions.

sary steps to ensure the competitiveness of Japanese
broadcast content and to capture shares in expanding
markets.
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The overseas dissemination of content is also ex-
tremely important from a diplomatic perspective, as it
will likely convey Japan’s attractiveness to the rest of the
world, increase interest in Japan’s natural beauty and
culture, and help enhance Japan’s image.

To this end, MIC will continue supporting the over-
seas expansion of broadcast content by effectively dis-
seminating information at international content trade
fairs held in Japan and elsewhere (TIFFCOM (Japan),

ATF (Singapore), MIPCOM (France), etc.) through
seminars organized via public-private collaboration.
From FY2025, MIC will newly support the production of
live-action content using advanced equipment, etc., and
human resource development, as well as working to-
ward the overseas dissemination of Japanese content in
cooperation with domestic distribution companies, tak-
ing into account the viewing environment changes that
have taken place vis-a-vis streaming.

(6) Ensuring the competitiveness of the broadcasting and treaming content industry

The global content market is expected to grow further
in the future, and Japan has positioned the content in-
dustry as a key industry and is making strategic efforts
in this area.

In particular, Broadcast content is vulnerable to
changes in the external environment and in profit struc-
tures, and it is essential that the broadcast content indus-
try be competitive for it to achieve sustainable develop-
ment.

A new “Broadcast and Streaming Content Industry
Strategy Review Team” was therefore organized in
March 2025 under the Broadcasting System Stydy
Group to work with relevant businesses in intensively
studying issues and measures to further promote the
broadcast content industry, the most suitable approach-
es to public-private partnerships, the current status of
streaming content markets, and future measures for
promoting streaming content.

5. Promoting broadcasting for people with audiovisual disabilities

MIC has formulated “Guidelines for Information Ac-
cessibility in Broadcasting” (first published in February
2018, revised in October 2023) to set dissemination tar-
gets for subtitled programs, commentary programs, and
sign language programs in order to enable people with
audiovisual disabilities to access information smoothly
through television broadcasting, and MIC facilitates vol-
untary efforts by broadcasters in this regard.

In accordance with the “Act on Advancement of Facili-
tation Program for Disabled Persons’ Use of Telecom-

munications and Broadcasting Services, with a View to
Enhance Convenience of Disabled Persons” (Act No. 54
of 1993), subsidies are provided for the production costs
of subtitled programs, commentary programs, sign lan-
guage programs, etc. Since subtitling live broadcast pro-
grams requires considerable manpower and costs as
well as personnel with special skills, subsidies have also
been provided since FY2020 for the cost of the equip-
ment needed to subtitle live broadcast programs, includ-
ing systems that utilize cutting-edge ICT.

6. Enhancing the robustness and disaster resilience of broadcasting networks

(1) Strengthening the disaster resilience of cable networks
MIC has been carrying out the “Project to Strengthen
the Disaster Resilience of Cable Television Networks”
under the FY2024 supplementary budget and the
FY2025 initial budget to support efforts aimed at making
cable television networks more resilient to disasters, in-
cluding conversions to optical fiber lines and the installa-
tion of multiple lines, as well as supporting disaster re-
covery efforts for cable television facilities damaged by
the January 2024 earthquake in the Noto region of
Ishikawa Prefecture, in order to ensure that information
can be transmitted reliably and stably in the event of a
disaster (Figure 2-2-4-1). Starting with the FY2024
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supplementary budget, the requirements to qualify as a
disadvantaged area have been relaxed and the fiscal ca-
pacity index requirement eliminated, and measures
have been taken to support projects limited to the instal-
lation of emergency power supply facilities.

Assistance is also being offered to upgrade and re-
place aging shared antenna facilities in remote areas,
etc., through the “Project to Replace Small Relay Sta-
tions for Basic Terrestrial Broadcasting with Broad-
band, etc.” in the initial budget for FY2025 (Figure 2-2-
4-2).
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Figure 2-2-4-1 (able Television Network Disaster Resilience Enhancement Project
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(Project implementer) Municipality, municipal partnership or third sector
(Includes those who continue to play a role in providing cable television services by accepting transfers of facilities from these parties
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(Project scheme) Subsidized project
(Areas eligible for subsidy) (1) Municipalities where cable TV is positioned within local disaster prevention plans
*Limited to disadvantaged areas only for projects being carried out by parties whose operational areas include more than 10 municipalities
(Subsidy ratios) @@ (1) municipalities and municipal partnership entities (successor entities): 1/2, (2) third sector (successor entities): 1/3
@ Municipalities with a financial strength index of more than 0.5: 1/3
*1/3 for Maintenance by successor operators accepting transfers of opticalized public networks to the private sector.
@:112 ,®2/3
(Subsidy-eligible expenses (red line in the above figure)) Optical fiber cables, transmission/reception equipment, antennas, etc.
(3*This also covers the restoration of facilities other than those previously maintained and the extension of cable coverage areas to temporary
housing under MIC’s budget
@*Maintenance of emergency power supply facilities (only) is also covered
(Plan year) From FY2018

Figure 2-2-4-2 Project to Support Broadband Substitution of Small Relay Stations for Basic Terrestrial Broadcasting

Project Image

O Project implementer O Expenses to be subsidized (red dotted line in the figure below)
(1) Municipalities, municipal partnerships, broadcasters, telecommunications Optical fiber cables, transmission/reception equipment, antennas, etc.
providers, and broadcaster/telecommunications provider partnerships *Limited to areas where relay stations have not been discontinued

*Includes transmission line facilities, etc., necessary for replacement by
cable TV (including that using IP multicast systems) as part of the

) . opticalization of remote-area community reception facilities (coaxial cables).
O Subsidy ratios *For replacements, the cost of removing existing facilities is included.
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(2) Supporting efforts by broadcasters, etc.

MIC is supporting efforts by broadcasters, local gov- ect for Eliminating Poor Commercial Radio Reception”,
ernments, etc. to make broadcasting networks more ro- and the “Support Project for Strengthening the Disaster
bust through the “Support Project for Improving Broad- Resilience of Basic Terrestrial Broadcasting, etc.” (Fig-
casting Networks (Project for Improving Basic ure 2-2-4-3) under the FY2024 supplementary budget
Terrestrial Broadcasting Networks)”, the “Support Proj- and the FY2025 initial budget.
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Figure 2-2-4-3 Project for Improving Basic Terrestrial Broadcasting Networks, Support Project for Eliminating Poor
Commercial Radio Reception, and Support Project for Strengthening the Disaster Resilience of Basic Terrestrial Broadcast, etc.
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Section5 Developments

1. Summary

(1) Past initiatives

In 2015, the Cybersecurity Strategic Headquarters
was established under the Cabinet in accordance with
The Basic Act on Cybersecurity (Act No. 104 of 2014),
enacted against a background of rising cybersecurity
threats becoming more serious on a global scale, setting
forth the basic principles, etc., of Japan’s cybersecurity
policy. Since then, cybersecurity policies have been pur-
sued in line with the “Cybersecurity Strategy'” approved
by the Cabinet in September 2021, taking into account
socioeconomic changes as well as increasing cybersecu-
rity threats,

The “Cybersecurity Action Plan for Critical Infrastruc-
ture®” (approved by the Cybersecurity Strategic Head-
quarters in June 2022 and revised by the Headquarters in
March 2024), which defines the basic framework for the
protection of critical infrastructure, designates the infor-
mation and telecommunications sector (telecommunica-
tions, broadcasting, and cable TV) as one of 15 areas of
critical infrastructure that could have a significant impact
on people’s lives and socioeconomic activities if their func-
tions were suspended or made unavailable. As the minis-
try responsible for critical infrastructure, MIC must con-
tinue its efforts to ensure the safety and reliability of
information and telecommunications networks.

Furthermore, the Cabinet Secretariat convened an
expert panel in June 2024 to discuss the legislation nec-
essary to undertake new cybersecurity initiatives in or-
der to improve response capabilities in the cybersecurity
field to a level on par with major Western countries or

(2) Future issues and directions

The cybersecurity situation facing Japan is becoming
more complex and sophisticated with each passing year.
There have been ransomware attacks targeting the data
centers of major businesses that disrupted their opera-
tions, and cases of persons without technical knowledge
creating ransomware by using generative Al. The rising
number of IoT devices stemming from rapid digitaliza-
tion as well as the diversification of supply chains con-
tinue to expand the range of targets subject to attack,
while accelerating changes in international relations are
making the security situation more severe.

As cyberattacks become more complex and intricate,
the security risks surrounding cyberspace are becom-

n cybersecurity

better and thereby ensure the safety of the nation and
critical infrastructure, etc., in keeping with the National
Security Strategy approved by the Cabinet in December
2022. In November 2024, a “Proposal for Enhancing Re-
sponse Capabilities in the Field of Cybersecurity” was
compiled and, on this basis, “the Act on the Prevention
of Damage from Unauthorized Acts Against Critical
Computers” and “the Act Concerning Development of
Laws Related to Enforcement of the Act on the Preven-
tion of Damage from Unauthorized Acts Against Critical
Computers” were both submitted to the 217th (regular)
Diet session in 2025 and approved and passed in May
2025 after amendment, leading to the progress being
made by the government in pursuing cybersecurity ini-
tiatives.

MIC has convened a Cybersecurity Task Force con-
sisting of experts in the security field since 2017, and the
Task Force has repeatedly compiled issues and mea-
sures to be addressed by MIC in light of changing cir-
cumstances, the Tokyo Olympic and Paralympic Games,
the COVID-19 pandemic, etc. More recently, the ICT
Cybersecurity Policy Subcommittee formed in Febru-
ary 2024 met to study the direction of cybersecurity
policies that MIC should adopt over the medium to long
term in light of the rapid spread of new technologies and
services such as generative Al and the trends toward
diversification and complexity in supply chains, and pub-
lished its “Key Medium-term Strategies for ICT Cyber-
security Policy” in July 2024.

ing more serious, since the targets of such attacks can
include critical infrastructure, etc., that significantly im-
pacts citizens’ lives and economic activities.

With cyberspace transforming into a public space, it is
becoming increasingly important to recognize the
changing circumstances and ensure cybersecurity so
that each and every citizen can use the information and
communication technologies (ICT) forming the founda-
tion of cyberspace with peace of mind.

Accordingly, MIC, in cooperation with relevant orga-
nizations and the private sector, will take the lead in Ja-
pan’s cybersecurity policy, thereby helping ensure safe-
ty and security in cyberspace.

2. Cybersecurity in critical infrastructure, etc.

(1) Implementing comprehensive loT botnet countermeasures
In seeking to ensure the safety and reliability of infor-

mation and telecommunications networks that support

cyberspace, the impact of large-scale cyberattacks such

as DDoS attacks that could disrupt the functioning of
information and telecommunications networks is of ma-
jor concern. Typical DDoS attacks comprise two phases:

! Cybersecurity Strategy: https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021.pdf
2 Cybersecurity Action Plan for Critical Infrastructure: https://www.nisc.go.jp/pdf/policy/infra/cip_policy_2024.pdf
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(1) infecting a large number of IoT devices with malware
and bringing them under the attacker’s control (expan-
sion of attack infrastructure), and (2) using this attack
infrastructure to carry out attacks through the network.
In fact, as the number of IoT devices increases and their
functions improve, the number and scale of cyberattacks
that exploit IoT devices are also on the rise. NICTER,
the cyberattack observation networks operated by
NICT, showed in 2024 that cyberattack-related commu-
nications still targeted IoT devices most frequently.

Responding to such large-scale cyberattacks requires
comprehensive countermeasures against IoT botnets,
including both terminal-side (IoT device) countermea-
sures to prevent the expansion of the attack infrastruc-
ture and network-side countermeasures to deal with the
command and control (C&C) servers that issue com-
mands to the attack infrastructure.

MIC has been working with NICT and Internet ser-
vice providers (ISPs) to investigate online IoT devices
with easily guessable passwords such as “password” and
“123456” and to alert users of such devices — with these
terminal-side countermeasures showing some success
—as part of “NOTICE (National Operation Towards IoT
Clean Environment)”.

However, the risk of cyberattacks exploiting IoT de-
vices remains high, as seen in the recent increase in cy-
berattacks targeting software vulnerabilities in IoT de-
vices, so cyber-attacks exploiting IoT devices remain an
issue. Accordingly, responsibility for investigating IoT

devices with software vulnerabilities or terminals al-
ready infected with malware as well as offering advice to
device users and IoT device manufacturers was newly
assigned to NICT as of FY2024 in addition to its existing
tasks.

Furthermore, MIC will be implementing comprehen-
sive countermeasures, in addition to previous notices
provided to IoT device administrators, and these will in-
clude promoting security measures for IoT devices in
cooperation with manufacturers and system vendors
and raising awareness of security measures for IoT de-
vices through video distribution and online advertising.

As a network-side measure, MIC began in FY2022
verifying the effectiveness of technology that allows tele-
communications carriers to analyze flow information (IP
addresses, port numbers, time stamps, etc.) related to
communications traffic to detect C&C servers that are
the source of cyberattack commands, and examining ap-
proaches to sharing and utilizing the detected C&C
server list among carriers. MIC’s efforts to date have
confirmed the effectiveness of flow information analysis,
including the successful detection of a number of C&C
servers, and the goal from FY2025 will be to shrink the
number of IoT botnets by visualizing overall structure of
IoT botnets and implementing effective countermea-
sures tailored to the characteristics of each botnet, all
the while coordinating these efforts with terminal-side
countermeasures.

(2) Encouraging proactive cybersecurity measures by telecommunications carriers

To make security measures for IoT devices more ef-
fective, developing an environment that provides more
agile measures on the network side through which com-
munication traffic passes is considered a necessary
complement to the comprehensive IoT botnet counter-
measures mentioned above.?

A comprehensive demonstration of cybersecurity
measures was conducted from FY2021 to enable tele-
communications carriers to more efficiently and proac-
tively deal with cyberattacks that are becoming larger,
more sophisticated, and more complex. In the “Demon-
stration of Techniques for Detecting and Sharing Phish-
ing Websites and Other Malicious Websites”, a refer-
ence on practical phishing countermeasures was
prepared for web service providers and awareness-rais-
ing activities were conducted for the general public; a
reference outline was released in May 2024. In the

“Demonstration of the Introduction of Network Security
Countermeasure Techniques”, a draft guideline for the
introduction and operation of network security technolo-
gies such as RPKI*, DNSSEC®, and DMARC® was pre-
pared using knowledge obtained through technical
demonstrations of these technologies, which are not
widely used in Japan despite the fact that their employ-
ment is becoming standard internationally. Based on
this draft guideline, the Japan Network Information Cen-
ter published the “Guidelines for Countermeasures
against Unauthorized Internet Pathways Using RPKI
ROA” and the Japan Data Communications Association
published “Guidelines for the Introduction of DMARC
Transmission Domain Authentication Technology®” in
FY2024. MIC continues in FY2025 to promote efforts to
spread the use of these technologies.

3 The “ICT Cybersecurity Comprehensive Countermeasures 2021” formulated in 2021 stipulate the need to consider means of developing ad-
vanced and flexible countermeasures for information and telecommunications networks managed by ISPs on the Internet as part of the efforts
by telecommunications carriers to devise proactive countermeasures against cyberattacks.
https://www.soumu.go.jp/menu_news/s-news/02cyber01_04000001_00192.html

4 RPKI (Resource Public-Key Infrastructure): A technology to verify the IP addresses and AS numbers of autonomous networks with digital

certificates to prevent the hijacking of communication routes, etc.

> DNSSEC (DNS Security Extensions): A technology that prevents server spoofing by verifying the linkage between domain names and IP ad-

dresses with digital certificates

§ DMARC (Domain-based Message Authentication Reporting and Conformance): A technology that verifies the authenticity of the domain from
which an e-mail is sent and automatically handles instances of spoofing, etc.
7 Guidelines for Countermeasures against Unauthorized Internet Pathways Using RPKI ROA

https://www.nic.ad.jp/doc/jpnic-01324.html

8 Guidelines for the Introduction of DMARC Transmission Domain Authentication Technology

https://www.dekyo.or.jp/soudan/data/anti_spam/dmarc_guideline.pdf
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(3) Initiatives involving supply chain risk countermeasures

MIC conducted technical verification over the entire
5G network, including virtualization infrastructure and
management systems, from FY2019 to FY2021, and in
April 2022 published the first edition of the 5G Security
Guidelines® outlining security issues of which operators
should be aware and measures to address them. The
Guidelines were approved as an international standard
by ITU-T SG17Y in September 2024.

Telecommunications system configurations are be-
coming more complex as functions become more so-
phisticated, and OSS" is being used as a software com-
ponent. Such changes in the software supply chain have
resulted in the introduction of malicious code into soft-
ware components, etc., and if the configuration of the
software is not known, it is difficult to respond quickly to
attacks.

In light of this situation, MIC carried out a demonstra-
tion project for introducing SBOM* in the telecommuni-

(4) Efforts to ensure the safety of cloud services

MIC has formulated the “Guidelines for Information
Security Measures in the Provision of Cloud Services,”
which compiles information security measures for cloud
service providers as an initiative to promote the safe and
secure use of cloud services. A revised edition (the third
edition) reflecting actual cloud service provision and use
was published in September 2021.

Recent years have witnessed cases of cloud service
users being unable to use cloud services appropriately,
resulting in information leakage, so the “Guidelines for

(5) Trust service initiatives

Real space and cyberspace will be highly integrated in
Society 5.0, and various interactions in real space must
be carried out smoothly in cyberspace as well. To
achieve this, it will be essential to build infrastructure
enabling the safe and secure distribution of data; trust
services (Figure 2-2-5-1), a mechanism to prevent
data falsification and spoofing of transmission sources,

A Development of a government time stamp certification system
Time stamps were examined by the “Panel on Time
Stamp Certification Systems” launched by MIC in
March 2020, and the “Regulations on the Accreditation
of Time Certification Services” (MIC Notification No.
146 of 2021) were set forth in April 2021 to establish a
government accreditation system overseen by the Min-
ister for Internal Affairs and Communications. Because

cations sector starting in FY2023 to help enhance cyber-
security through the use of SBOM, and prepared a draft
set of points to keep in mind when creating and using
SBOM.

Another demonstration project was conducted from
FY2023 to ascertain the level of analysis capabilities and
user information handling practices in Japan by having a
third party carry out technical analyses of smartphone
applications to determine the application behavior. With
the “Act Concerning the Promotion of Competition in Re-
lation to Specified Software Used in Smartphones” (Act
No. 58 of 2024) coming into force as of FY2025, greater
use of alternative distribution channels for apps other
than the official stores operated by smartphone OS pro-
viders is anticipated in Japan. A survey is therefore being
conducted to determine whether the operators of alterna-
tive distribution channels are taking measures to ensure
security, etc., in compliance with the SPSI*.

Appropriate Settings in the Use and Provision of Cloud
Services” were formulated in October 2022 after discus-
sions among a wide range of entities, including provid-
ers and users, on ways to ensure that users make appro-
priate use of cloud services. The “Guidebook of
Countermeasures for Improper Cloud Settings” was
published in April 2024 to explain the contents of the
Guidelines to cloud service users in an easy-to-under-
stand manner.

are becoming increasingly important.

Based on the “Priority Plan for the Realization of a Dig-
ital Society” (approved by the Cabinet on June 21, 2024) %,
MIC is endeavoring to ensure proper implementation of
time stamp systems and to formulate standards for evalu-
ating the reliability of private-sector e-seal services," as
well as to put in place conformity assessments.

of revisions made to the taxation system in FY2022, only
those time stamps compliant with this accreditation sys-
tem of the Minister for Internal Affairs and Communica-
tions are to be used for tax-related documents in the
scanner preservation system under the Electronic
Bookkeeping Act!® (Act No. 25 of 1998). As of May 2025,
four companies have been accredited as time stamp

9 5G Security Guidelines Version 1
https://www.soumu.go.jp/main_content/000812253.pdf

10 International Telecommunication Union Telecommunication Standardization Sector Study Group 17
11 Refers to open source software, where the source code is released free of charge and can be used, improved, and redistributed by anyone

12 Software Bill of Materials

3 Smartphone Privacy Security Initiative (SPSI) (https://www.soumu.go.jp/main_content/000981875.pdf)

14 Priority Plan for the Realization of a Digital Society

https://www.digital.go.jp/assets/contents/node/basic_page/field_ref resources/5ecac8cc-50f1-4168-h989-2bcaabffe870/6329b727/20240621_policies_

priority_outline_03.pdf

> An e-seal is electronic data that is attached to or logically associated with information recorded in an electromagnetic record and that meets the
following two requirements: being used to indicate the source or origin of said information and being able to confirm whether or not said infor-

mation has been altered.

16 Act on Special Provisions for the Methods of Preserving Books and Documents Relevant to National Taxes Prepared by Use of a Computer

(Act No. 25 of 1998)
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businesses. MIC will continue to run the accreditation
system appropriately and reliably, and will seek to fur-

B Efforts to institutionalize e-seals

In April 2020, MIC launched the “Panel on Systems to
Ensure the Reliability of Data Issued by Organizations,”
which examined suitable approaches to the use of e-
seals in Japan, and set out the “Guidelines for e-Seals” in
June 2021 to provide certain standards regarding e-seal
technologies and uses in Japan. In September 2023, the
“Panel on e-Seals” was created to discuss the formula-
tion of standards for evaluating the reliability of private-
sector e-seal services and the establishment of confor-
mity assessments'’, and the “Guidelines for e-Seals (2nd
Edition)®” were published along with the Panel’s final
report in April 2024. The “Expert Committee for the For-

ther expand the use of time stamps.

Chapter 2

mulation of Relevant e-Seal Regulations” was convened
in June 2024 for the purpose of helping formulate rele-
vant regulations needed in preparation for an e-seal ac-
creditation system, and in March 2025, the “Regulations
for the Accreditation of e-Seal Certification Businesses”
(MIC Notification No. 113 of 2025) established an ac-
creditation system run by the national government
(Minister for Internal Affairs and Communications). Go-
ing forward, MIC will work on designating an autho-
rized investigative organization and related actions for
full-scale operation.

Figure 2-2-5-1 Trust services
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3. Improving cyberattack response capabilities and adapting to new technologies

(1) Efforts to develop security personnel

Cyberattacks are becoming more sophisticated and
complex even as Japan’s cybersecurity personnel re-
main inadequate both qualitatively and quantitatively, so
developing human resources for cybersecurity is an ur-

A Practical cyber defense exercise for information system managers (CYDER)
CYDER (CYber Defense Exercise with Recurrence)

is a practical cyber defense exercise for information sys-

tem personnel from national government agencies, local

governments, independent administrative agencies, and

critical infrastructure providers. Participants experience

a series of cyberattack response methods, from incident

detection to response, reporting, and recovery, while

operating actual equipment in a large-scale virtual LAN

environment that simulates an organization’s network

gent issue. To that end, MIC has been actively promot-

ing cybersecurity human resource development initia- z
tives (CYDER, CIDLE and SecHack365) through NICT’s =
National Cyber Training Center.

environment (Figure 2-2-5-2).

In FY2024, the existing beginner, intermediate, and
semi-advanced level group exercises were joined by the
“Pre-CYDER” program (Figure 2-2-5-3), in which par-
ticipants can learn the basics of cyberattack mecha-
nisms, trends, and incident handling.

4,225 people participated in the CYDER group exer-
cise in FY2024, bringing the cumulative total to over
25,000 since FY2017.

17 Final Report of the Panel on e-Seals (https://www.soumu.go.jp/main_content/000942601.pdf)
18 Guidelines for e-Seals (2nd Edition) (https://www.soumu.go.jp/main_content/000942602.pdf)
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Figure 2-2-5-2 CYber Defense Exercise with Recurrence (CYDER)

[ Depiction of Exercises ]

The latest cyber-attack information
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Figure 2-2-5-3 CYDER exercises in FY2024

Course name Delivery Level Target audience Ta.r geF Course venue Course period
method organizations
A Beginner . System novices qu at'l All 47 prefectures July - January of the following
(Incident response procedures) organizations year
B1 o Local 11 regions October - January of the
System administrators and governments nationwide following year
CYDER [ Classroom Intermediate operators —
instruction (proactive incident handling Organizations Tokyo, Osaka, .
B-2 and security management) other than local Nagoya January of the following year
8Oy
governments
c Pre- Security speoal\stg qu aLF Tokyo, Osaka November - .January of the
advanced | (advanced security techniques) organizations following year
All information systems
| ; personnel For all (Participants’ First half: May - July
Pre-CYDER Online (Acquisition and updating of organizations workplaces, etc.) Second half: October - January
minimum required knowledge)

B Cyber Incident Defense Learning for EXPO (CIDLE)

CIDLE is a cyber defense training course for informa-
tion system personnel from organizations connected
with the Osaka-Kansai Expo, and it was designed to help
ensure a complete security system for Expo 2025 (Osa-

C Training program for young security personnel (SecHack365)
SecHack365 is a program for young ICT professionals
under the age of 25 residing in Japan that seeks to de-
velop cutting-edge security personnel (security innova-
tors) who can create new security countermeasure tech-
niques. Utilizing NICT data from actual cyberattacks,

ka-Kansai Expo). Lectures and seminar programs were
offered from FY2023 to FY2024, utilizing the legacy of
the Tokyo 2020 Olympic and Paralympic Games.

leading researchers and engineers provide continuous
and committed guidance on security technology R&D
over the course of one year. In FY2024, 39 students com-
pleted the program, bringing the cumulative total since
FY2017 to 328.

(2) Integrated platform for cybersecurity intellectual and human resource development (CYNEX)

Security providers in Japan mostly install and operate
foreign security products. As a result, Japan’s cybersecu-
rity measures rely heavily on foreign products and for-
eign-derived information, and do not adequately collect
and analyze domestic cyberattack information. In addi-
tion, the use of foreign security products continues to
cause domestic data to flow to foreign operators and, with
Japan’s security-related information being analyzed over-
seas, the threat information obtained as a result of these
analyses must be purchased from foreign operators.

Domestic security providers are consequently unable
to accumulate core expertise and knowledge, and it is
difficult for them to effectively contribute to information
sharing at the global level and to train internationally
competent engineers. User companies also lack the per-
sonnel needed to properly handle security products and
security information. To enhance Japan’s ability to au-
tonomously cope with cyberattacks by developing cy-
bersecurity personnel and adopting other approaches, it
is necessary to establish an ecosystem that accelerates

cybersecurity information generation and human re-
source development in Japan.

In cooperation with NICT, which conducts top-level cy-
bersecurity R&D in Japan, MIC has since FY2021 been
promoting CYNEX (CYbersecurity NEXus), an initiative
to improve Japan’s cybersecurity response capability by
establishing and operating an integrated platform for cy-
bersecurity intellectual and human resource develop-
ment as cutting-edge infrastructure that will serve as a
major hub for cybersecurity-related industry-academia-
government collaboration. The CYNEX Alliance, consist-
ing of organizations from industry, academia, and govern-
ment participating in CYNEX, was launched in October
2023 to begin full-scale deployment of CYNEX. In FY2025,
MIC will continue to collect and analyze a wide range of
cybersecurity information in Japan and utilize such infor-
mation to promote the development of domestic security
products, while expanding cooperation with other minis-
tries/agencies, private companies, educational institu-
tions, etc. MIC will also seek to further improve Japan’s
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cybersecurity response capabilities by fostering high-lev-
el security personnel and supporting human resource

development in government agencies, private companies,
and educational institutions.

(Data collection)

Figure (related data): Integrated platform for cybersecurity intellectual and human resource development (CYNEX)
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00393

In FY2023, MIC launched an initiative to strengthen
Japan’s security measures by installing sensors that can
verify security and transparency in some ministries and
agencies, aggregating the collected cybersecurity infor-
mation for analysis by NICT, and analyzing it by utilizing
NICT’s capabilities as part of the “Demonstration Proj-
ect for the Collection and Analysis of Cybersecurity In-

formation Using Government Terminal Information
(CYXROSS)”. In FY2025, MIC will continue to expand
the aggregation and analysis of cybersecurity informa-
tion, and to bolster Japan’s unique cyberattack analysis
capabilities by expanding the number of government
ministries/agencies that have introduced sensors.

Government Terminal Information (CYXROSS)

(Data collection)

Figure (related data): Demonstration Project for the Collection and Analysis of Cybersecurity Information Using

URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00394

(3) Cybersecurity efforts connected with generative Al, etc.

‘While the employment of generative Al has been rap-
idly advancing in all fields in recent years, the risks associ-
ated with generative Al now include not only the spread of
dis-/mis-information, privacy violations and infringe-
ments of intellectual property rights but also the exploita-
tion of generative Al for cyberattacks. As cyberattacks
become larger, more complex, and more sophisticated,
the workload involved in implementing cybersecurity
countermeasures is becoming an issue, and expectations
are high that generative Al and other technologies will be
utilized in cyberattack countermeasures as well.

Given this background, it is necessary to work on “Se-
curity for Al” to avoid or reduce security risks stemming
from Al as much as possible while keeping abreast of

the latest trends in generative Al and other Al technolo-
gies, and to tackle “Al for Security” to effectively utilize
Al in security measures.

In addition to formulating security guidelines for the
safe and effective development and provision of Al, MIC
will join together with NICT and specialist organizations
in the US and elsewhere to conduct research and devel-
op on Al safety and to promote the safe and secure use
of generative Al through the “Security for AI” approach.

As an “Al for Security” initiative, MIC will promote the
active use of generative Al in cybersecurity measures by
collecting and analyzing cyberthreat information and us-
ing generative Al, etc., to refine and accelerate the de-
tection of attack infrastructures.

(Data collection)

Figure (related data): Cybersecurity efforts connected with generative Al, etc.
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00395
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4. Efforts to strengthen cybersecurity across local communities and beyond

(1) Forming locally-rooted security communities (local SECUNITY)

Ensuring cybersecurity in communities is also an im-
portant issue from the perspective of ensuring a safe and
secure cyberspace nationwide. Local companies and lo-
cal governments may have difficulty in taking sufficient
security measures on their own or fail to recognize the
necessity of security measures due to the cybersecurity
information gap between themselves and companies op-
erating in the Tokyo metropolitan area or nationwide;
they may also lack the required human and other man-
agement resources.

MIC promotes the formation of communities in the
security field (“local SECUNITY”) based on “mutual

aid” relationships among interested local parties; by
FY2022, such communities had been established in all
11 regions defined by the jurisdictions of the Regional
Bureaus of Telecommunications and related offices. In
FY2024, 20 seminars, 14 incident response exercises,
and three Capture The Flag (CTF) competitions for
young people were conducted, and additionally nation-
wide CTF events were held simultaneously at seven ven-
ues. In 2025, MIC will continue supporting the expan-
sion of local SECUNITY initiatives by holding events
and engaging in other activities.

MIC Support for Strengthening Local Security Communities (SECUNITY)
URL: https://www.soumu.go.jp/main_sosiki/cybersecurity/localsecunity/index.html

(2) Telework security initiatives

According to a survey of companies that have intro-
duced telework?, security has been the biggest issue in
introducing telework. MIC has established and pub-
lished “Telework Security Guidelines” since 2004 to dis-
pel such security concerns and to enable companies to
introduce and utilize telework with peace of mind.

Telework has spread in the wake of the COVID-19
pandemic and has taken center place in work style re-
form. In light of such changes in security as growing
cloud utilization and more sophisticated cyberattacks,
the Guidelines were revised in May 2021 in a complete
overhaul of security measures to be implemented and
the specific trouble cases to be considered.

(3) Wireless LAN security initiatives

Wireless LANs are used widely at home and at work,
and public wireless LAN services can even be accessed
in town. If appropriate security measures are not taken,
though, wireless LAN devices can be used as a stepping
stone for attacks and information theft. For this reason,
MIC has established guidelines for both users and pro-
viders regarding security measures for wireless LANSs;
these guidelines were revised in February 2025 to re-
flect the latest security and technology trends®.

The “Simple Manual for Public Wi-Fi Users” for users
of public wireless LAN services and the “Simple Manual
for Home Wi-Fi Users” for those who install and use

(4) Cybersecurity Site for Citizens

MIC has created a “Cybersecurity Site for Citizens”
2lto promote widespread awareness and understanding
of cybersecurity among the general public so that Inter-
net users can protect themselves from cyberattacks and
prevent others from unintentionally causing trouble.

Since it is assumed that small and medium-sized en-
terprises, etc.,, may not have a dedicated person in
charge of security or that the person in charge of secu-
rity measures may lack specialized knowledge, MIC has
since 2020 formulated and published the “Telework Se-
curity Guide (Checklist) for Persons in Charge at Small
and Medium Enterprises, etc.” with a focus on maintain-
ing at least a minimum level of security. MIC has also
published an “Explanation of Settings” that describes
how to configure products used for teleworking when
implementing security measures according to the
Checklist; the “Explanation of Settings” was updated in
July 2024.

wireless LAN at home explain the security measures
that users should keep in mind. The “Guide to Security
Measures for Public Wi-Fi Providers” for restaurants,
retail stores and other wireless LAN providers explains
the required measures from two perspectives: that of us-
ers and that of the providers themselves.

To raise awareness of security measures for wireless
LANS, free online courses on the latest security measures
and related topics are also offered every year during Cy-
bersecurity Month (February 1 - March 18). In FY2024,
the online course “Learn Now: Wi-Fi Security Measures”
was offered from February 5 to March 18, 2025.

In May 2024, the article content was updated in light
of the latest security trends to systematically present ex-
amples of damage caused by cyberattacks, steps to take
in the event of a cyberattack, and preventive measures.

9 Fact-finding survey on telework security: https://www.soumu.go.jp/main_sosiki/cybersecurity/telework/
% Guidelines for Wireless LAN (Wi-Fi) Security: https://www.soumu.go.jp/main_sosiki/cybersecurity/wi-fi/
21 Cybersecurity Site for Citizens: https://www.soumu.go.jp/main_sosiki/cybersecurity/kokumin/
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5. Further promotion of international cooperation

Since cyberspace has a global reach, cooperation with
other countries is essential for establishing cybersecu-
rity. To this end, MIC is actively engaged in discussions,
information dissemination, and information gathering at
various international conferences and cyber dialogues
with the aim of contributing to the formation of interna-
tional consensus on cybersecurity.

Support for developing countries’ capacity building ef-
forts in the field of cybersecurity is also important to re-
duce cybersecurity risks worldwide. MIC is engaged in
human resource development projects in the ASEAN
region through the ASEAN-Japan Cybersecurity Capac-
ity Building Centre (AJCCBC) and other related actions,
thereby contributing to the improvement of cybersecu-

rity capabilities in the ASEAN region and elsewhere®.
Utilizing the know-how gained through AJCCBC activi-
ties, MIC has since FY2023 been expanding the scope of
its activities to include, for example, new capacity-build-
ing support exercises for island countries and other lo-
cales in Oceania.

Additionally, for the sake of sharing information on
international cybersecurity at the private-sector level
with telecommunications carriers and others, MIC has
hosted workshops attended by ISPs from ASEAN coun-
tries and has taken part in Japan-US and Japan-EU meet-
ings via the Information Sharing and Analysis Center
(ISAC).

22 See also Part II, Chapter 2, Section 8, “Pursuing International ICT Strategies” for more information on MIC’s efforts at the ASEAN-Japan Cy-

bersecurity Capacity Building Centre.
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1. Summary

(1) Initiatives so far

Since the establishment of the Information and Com-
munication Technology Strategy Headquarters in 2000
and the enactment of the Basic Act on the Formation of an
Advanced Information and Telecommunications Network
Society (Act No. 144 of 2000)*, Japan has been promoting
the utilization of ICT through various national strategies
such as the e-Japan Strategy and the Comprehensive
Strategy for the Vision for a Digital Garden City Nation.
Based on these policies, MIC has been promoting the

(2) Future challenges and directions

Japan faces a challenging economic environment, in-
cluding a declining workforce due to a declining birth-
rate and aging population and a projected shrinkage of
the domestic market. Additionally, there are mounting
challenges such as coping with severe and frequent di-
sasters and addressing the aging public infrastructure
that has been in place for over 50 years.

For the solution of these issues, digitalization has the
potential to significantly enhance the productivity and
convenience of local communities, improve the quality
of industries and livelihoods, and enhance the attractive-
ness of regions. The Government of Japan established
the “Headquarters for Creating New Regional Econo-
mies and Living Environments” in FY2024 and started to
examine large-scale regional revitalization measures to
boost Japan’s economic growth based on the idea that
local regions are the main drivers of growth. The basic
policy on Regional Revitalization 2.0 and the basic con-
cept for Regional Revitalization 2.0 identify the thorough

Section6 Promotion of ICT usage

utilization of ICT in various fields, including the digitaliza-
tion of local communities and the revitalization of society
through the use of new information and communication
technologies and data circulation, in order to address so-
cial and economic issues such as the declining workforce
due to a declining birthrate and aging population, the in-
crease in medical and nursing care costs, and the exacer-
bation of natural disasters, as well as new issues arising
from the expansion of digital spaces.

utilization and social implementation of new technolo-
gies such as Al and digital technologies as one of the
pillars.

On the other hand, issues such as defamation, slan-
der, and dis-/mis-information have become apparent in
the information circulated on the Internet, while servic-
es provided by social media platform operators contrib-
ute to the improvement of daily convenience. Addition-
ally, the emergence of new information and
communication technologies such as generative Al and
the metaverse is significantly transforming the digital
space.

Considering these challenges, it is important to pro-
mote digital transformation (DX) to contribute to the
revitalization of local communities and economies. Fur-
thermore, it is crucial to ensure the soundness and drive
the growth of the digital space and build a safe and se-
cure environment for the use of information.

2. Promotion of DX to contribute to stimulate local communities and economy

Local communities and economies are facing a range
of challenges, including declining workforce due to de-
creasing birthrate and aging population, shrinkage of
the domestic market, frequent natural disasters and ag-
ing infrastructure. As mentioned in 1. (2) above, the
Government of Japan identifies the thorough utilization
and social implementation of new technologies, such as
Al and digital technologies, as one of the pillars for re-
gional revitalization in the “Basic Approach to Basic Ap-
proach to Regional Revitalization 2.0” (decided by the
Cabinet on October 11, 2024) and in the “Basic Concept
for Regional Revitalization 2.0” (decided by the Cabinet
on June 13, 2025).

In order to maintain and further develop regional
economy, thereby supporting the lives of local residents,
it is necessary to solve regional issues through the full-

scale use of Al and other digital technologies (regional
community DX) and create more value through innova-
tion. To this end, it is important for companies making
effective use of digital technologies to receive support in
developing their business in response to local needs as
the core players for regional community DX.

In recognition of these requirements, the MIC has
been consulting the Information and Communications
Council on the information and communications policies
to foster regional community DX since February 2025.
In response, the council has been identifying the issues
regarding the information and communications policies
for regional community DX in consideration of the situa-
tion of Japan’s local communities and economies and the
latest trends of Al and other digital technologies to ex-
amine the direction of necessary measures.

! This act was abolished by the Basic Act on the Formulation of a Digital Society (Act No. 35 of 2021).
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(1) Effective use of digital technologies to solve social issues more speedily

A Regional Community DX Promotion Package Project

In order to solve regional issues through the social
implementation of digital technology (regional commu-
nity DX) and realize Regional Revitalization 2.0, the MIC
started implementing the “Regional Community DX
Promotion Package Project” in FY2024. Under this proj-
ect, the ministry aims to create good examples of digital
implementation and speed up the practical application of
digital technologies nationwide through comprehensive
measures such as those to support the (1) securing of
digital talent and systems, (2) the practical implementa-
tion of advanced solutions (pilot projects) and (3) estab-

B Spread and promotion of the use of digital technologies

Issues including the following are identified as hin-
drances to the promotion of regional community DX by
municipalities: lack of expertise, know-how and informa-
tion, and the dispersion of information. For the solution
of these issues, the MIC opened the “Local Community
DX Navi” website? to centrally provide regional commu-
nity DX-related information obtained by conducting sur-
veys on advanced examples in each region in October
2024. By providing information on a continual basis
through this website, the ministry is fostering the use of
digital technologies by municipalities and local compa-

lishment of regional communication infrastructure (sub-
sidy programms). In particular for (1), the ministry is
implementing multiple support measures that each mu-
nicipality can choose according to their respective
needs, including those to support the prefectures and
others in establishing a sustainable regional DX promo-
tion system, to identify and summarize regional issues
toward the implementation of digital technologies, and
to offer experts’ advice on introduction and operation
plans.

nies.

Also, in order to encourage the introduction of 5G
equipment with ensured safety, reliability, supply stabil-
ity and openness, the MIC treats certain local 5G equip-
ment obtained by local 5G licensees preferentially in
terms of fixed asset taxation. The main application tar-
get for this treatment has been revised to local 5G equip-
ment used for the provision of residential Internet ser-
vices, and the application period has been extended to
the end of FY2026.

(2) Enhancement of support for regional digital talent and promotion of telework

A Fostering and securing talent to support regional community DX
(A) Regional informatization advisor dispatch system

Since FY2007, the MIC has been dispatching experts
with knowledge and know-how in ICT (referred to as
“Regional Informatization Advisors”) to municipalities
and other entities upon request. These advisors provide
advice, recommendations, and information to promote
the use of ICT in solving regional issues, thereby con-
tributing to the creation of vibrant and attractive com-
munities and fostering human resources who can play a
central role in the region. Furthermore, in FY2025, the
MIC started dispatching the Regional Informatization

(B) Establishment of a digital talent hub (tentative name)

There are multiple sharing schemes for the dispatch
of digital talent to regions, which differ in targets, peri-
ods, purposes and skills of the experts to be dispatched.
In view of this fact, a “digital talent hub” (tentative name)
is planned to be established within FY2025 to help re-
gions in need of digital talent select schemes and per-
sonnel fitted for their own goals.

The main functions of the digital talent hub are as fol-
lows: support regions in selecting the schemes appropri-

B Promotion of telework
(A) Overview of telework

Due to the spread of COVID-19 since 2020, the tele-
work introduction rate among companies reached
47.3% at the national average in 2024. The introduction

Advisors also to local companies on the condition that
they were implementing projects jointly with municipali-
ties as well as upon recommendation by municipalities.

In FY2025, 242 private sector experts with knowledge
and know-how in regional informatization through re-
search activities at universities, business activities in the
region, NPO activities, etc., were appointed as “Regional
Informatization Advisors,” and 297 dispatches were con-
ducted.

ate for their own goals from among the digital talent
sharing schemes implemented by the MIC; and provide
municipalities and regional areas in need of DX talent
with information about the personnel that meet their
needs from the lists of human resources provided by the
schemes. The digital talent hub is thus expected to
speed up regional informatization through appropriate
matching.

of telework has thus been promoted to some extent, but
a trend towards returning to the office is observed in
some companies. Also, there remain disparities between

2 Local Community DX Navi website: https://dx-navi.soumu.go.jp/
32024 Communications Usage Trend Survey

https://www.soumu.go.jp/johotsusintokei/statistics/data/250530_1.pdf
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urban and rural areas and between industries with re-
gard to the introduction rate.

To foster momentum for telework, the Telework
Month Executive Committee (comprising the Cabinet
Bureau of Personnel Affairs in the Cabinet Secretariat,
the Office for Promotion of Regional Revitalization in the
Cabinet Office, the Digital Agency, the MIC, the Minis-
try of Health, Labour and Welfare, the Ministry of Econ-
omy, Trade and Industry, the Ministry of Land, Infra-
structure, Transport and Tourism, the Japan Tourism
Agency, the Japan Telework Association, and the Japan
Telework Society) designates November each year as
“Telework Month,” a period for concentrated telework
initiatives. During this month, surveys are conducted on
the effects of telework (such as contributions to work
style reform and operational efficiency), and events and
seminars are organized by related ministries and agen-
cies. Additionally, since 2015, the MIC has been giving

(B) Support for the promotion of telework

To support the adoption of telework among SMEs and
in regional areas, where implementation rates remain
low, the MIC has established regional consultation
desks in collaboration with local chambers of commerce
and local governments nationwide. These desks provide
consultation services and other support. Additionally,
the MIC offers free individual consultations by experts
(telework managers) to companies considering the in-
troduction or improvement of telework, aiming to pro-
mote the effective use of telework. Since FY2022, these

(3) Promotion of the safe and secure use of important data
A Development of disaster information systems

Japan is one of the world’s most disaster-prone coun-
tries, and each time a large-scale natural disaster occurs,
it suffers significant social and economic damage. Given
the ongoing predictions of large-scale natural disasters,

commendation to companies with significant telework
achievements to incentivize telework adoption and pro-
vide reference examples for other companies consider-
ing telework.

In 2024, considering the situation where the adoption
of telework had become relatively widespread, the MIC
selected and announced companies and organizations
that not only implemented telework systems and
achieved significant utilization but also demonstrated
management effectiveness through telework or imple-
mented unique and excellent measures to make effec-
tive use of telework for operational reforms and others
in industries considered unsuitable for telework. These
entities were recognized as “Telework Top Runners
2024,” with the most outstanding initiatives receiving
the “Minister for Internal Affairs and Communications
Award.”

support services have been operated in an integrated
manner with the Ministry of Health, Labour and Wel-
fare’s labor-related telework consultation services and
are now jointly implemented as the “Telework One-Stop
Support Project.”

Furthermore, to address the common concern of in-
formation security in telework, the MIC has developed
the “Telework Security Guidelines” and the “Telework
Security Handbook for SMEs (Checklist)” to serve as
references for companies implementing telework.

such as the Nankai Trough Earthquake, it is crucial to
efficiently utilize ICT to mitigate human and material
damage caused by disasters.

(A) Development of a disaster-resilient fire and disaster prevention communication network

To collect and transmit information related to damage
situations, a communication network that can reliably
function even during disasters is essential. Therefore,
the current infrastructure includes several key commu-
nication networks that connect the national government,
the Fire and Disaster Management Agency, local gov-
ernments, and residents. These networks are: (1) the
Central Disaster Prevention Radio Network for collect-
ing and transmitting information within the government;
(2) the Fire and Disaster Prevention Radio Network con-
necting the Fire and Disaster Management Agency with

(B) Deployment of mobile communication equipment for disaster response

The MIC lends mobile communication equipment for
disaster response to local governments to ensure com-
munication in affected areas even if mobile phone net-
works are disrupted. (As of May 2025, 1,065 simple ra-
dios, 179 MCA radios, and 100 satellite phones are
deployed across the Regional Bureau of Telecommuni-
cations and other sites nationwide.)

prefectures; (3) the Prefectural Disaster Prevention Ad-
ministrative Radio Network connecting prefectures with
municipalities; (4) the Municipal Disaster Prevention
Administrative Radio Network connecting municipali-
ties with residents; and (5) the Satellite Communication
Network connecting the national government with local
governments or between local governments. Addition-
ally, efforts are being made to introduce high-perfor-
mance and cost-effective next-generation systems for
the satellite communication network.

Following the Noto Peninsula Earthquake, which oc-
curred in January 2024, more satellite internet equip-
ment and public safety mobile systems were installed.
These devices are used to build communication environ-
ments in evacuation centers and to support the collec-
tion and transmission of disaster information, as well as
the smooth execution of emergency recovery activities.
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(C) Securing emergency communication means during disasters

To prepare for situations where public telecommuni-
cation services become difficult to use during disasters,
the MIC has been deploying ICT units (attaché case
type) to the Regional Bureaus of Telecommunications
and other related agencies nationwide since FY2016.

(D) Stable operation of the Nationwide Instantaneous Warning System (J-Alert)

The Fire and Disaster Management Agency has es-
tablished the “Nationwide Instantaneous Warning Sys-
tem (J-Alert)” to instantly transmit information on ur-
gent situations, such as ballistic missile alerts,
emergency earthquake warnings, and major tsunami
warnings, from the national government to residents via
emergency alert emails to mobile phones and municipal

(E) Promotion of the use of L-Alert

The MIC promotes the use of the common platform
(L-Alert) that allows local governments to simultane-
ously send disaster-related information, such as evacua-
tion orders, to various media, including numerous
broadcasters and internet service providers. L-Alert has
achieved nationwide operation across all 47 prefectures
and has become an essential part of the disaster infor-
mation infrastructure.

Amid the intensification and more frequent occur-

B Promotion of ICT utilization in the medical field

Japan has entered a super-aging society, facing chal-
lenges such as increasing medical and nursing care
costs and the uneven distribution of medical resources.

To address these issues, the MIC is working to build
and enhance a foundation for utilizing medical, nursing,
and health data to improve and streamline medical and
health services. The main focus is on promoting “Tele-
medicine” and “Utilization of PHR* data.”

Specifically, to promote the spread of telemedicine,
which is expected to be a key solution to the uneven dis-
tribution of medical resources, the Japan Agency for
Medical Research and Development (AMED) has been
conducting R&D activities to support telesurgery by the
use of robots since FY2022, with the results scheduled
to be announced in the summer of 2025 in the form of
the revised guidelines for telesurgery by the Japan Sur-
gical Society. Since FY2023, research and development
have been conducted to build a data distribution infra-
structure necessary for obtaining PHR data required by
doctors from various PHR services to enhance medical

C  Promotion of ICT utilization in the education field

During the period from FY2021 to FY2022, in order to
promote the utilization of ICT in the education field, the
MIC, in collaboration with the Ministry of Education,
Culture, Sports, Science and Technology, formulated
the necessary technical specifications (reference mod-
el) to realize the “Digital Education Platform” that en-
ables data linkage between digital learning systems

These units are lent to disaster-related organizations
upon request to ensure necessary communication
means. (As of May 2025, 25 units are deployed across
the Regional Bureau of Telecommunications and other
sites.)

disaster prevention administrative radios. To ensure the
rapid and reliable transmission of emergency informa-
tion via J-Alert, municipalities are urged to thoroughly
check the proper functioning of J-Alert-related equip-
ment, and efforts are being made to promote the redun-
dancy of J-Alert information transmission methods.

rence of disasters, measures are being taken to increase
the stability and reliability of L-Alert for the system to
continue to play its role. Moreover, studies are being
made for data linkage between L-Alert and other disas-
ter control systems for contribution to the entire govern-
ment’s DX for disaster control. Furthermore, for more
effective use of L-Alert, the MIC conducts seminars for
users of the system, such as employees of municipali-
ties.

care and refine diagnostic content.

In addition, in consideration of the changes caused to
the security measures for medical information systems
and services due to the diversification and sophistica-
tion of cyberattacks on them and of the increased impor-
tance of agreements concluded between medical facili-
ties and medial information system providers, the
“Guidelines for Safety Management in Information Sys-
tems and Service Providers Handling Medical Informa-
tion” (the MIC and the Ministry of Economy, Trade and
Industry) were revised in FY2024. Furthermore, to pro-
mote the safe and secure use of PHR services, the “Ba-
sic Guidelines for Handling Medical Checkup and Re-
lated Information by PHR Service Providers” (MIC, the
Ministry of Health, Labour and Welfare, and the Minis-
try of Economy, Trade and Industry) were revised in
FY2025 for the first time in about three years, following
the diversification of PHR services and the revision of
the security requirements.

owned by companies outside schools.

Moreover, since FY2023, the MIC has been conduct-
ing studies to make effective use of PDS (Personal Data
Store) in the education field towards the goal of provid-
ing individuals with optimal learning opportunities
through the safe and secure use of educational data.
Specifically, to this end, the ministry has checked and

4 PHR stands for Personal Health Record. It generally refers to an individual’s lifelong health and medical information, including health check-
ups, vaccination history, medication information, test results, and other medical-related information, as well as personal vital signs measured
daily. Itis expected to be accurately understood by the individuals as an electronic record and utilized for their own health promotion.
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clarified the technical requirements to be met for PDS
and identified the points to be noted for practical opera-

D Social implementation of information banks

From the perspective of promoting the appropriate
utilization of personal data, including personally identifi-
able information, the MIC and the Ministry of Economy,
Trade and Industry established a study group on the
certification scheme for information trust functions. In
June 2018, they compiled the “Guidelines for Certifica-
tion of Information Trust Functions ver1.0,” which out-
lines a voluntary certification system for information

(4) Discovery and development of ICT startups

In Japan, 2022 was designated as the inaugural year
for startup creation, with the goal of increasing invest-
ment in startups tenfold over five years. This goal was
set forth in the “Startup Development Five-year Plan”
(decided at the New Capitalism Realization Conference
in November 2022), aiming to create an ecosystem that
fosters and nurtures startups.

The MIC has been implementing the ICT STARTUP
LEAGUE project since FY2023, under which the public
and private sectors are sharing roles to support startups
throughout the process-from exploratory R&D activi-
ties through to commercialization—in an integrated man-
ner for the development of next-generation industries by

tion, while carrying out demonstration tests.

banks by a private sector organization, with ongoing re-
views of the guidelines. Based on these guidelines, the
Information Technology Federation of Japan is serving
as a certification body for information banks.

Continuously, in FY2025, the MIC is conducting stud-
ies on information banks and how to utilize them, in con-
sideration of the changes made to services and busi-
nesses using personal data and their expansion.

the creation and use of advanced ICT.

The MIC and the NICT host the “Entrepreneur Ko-
shien” and “Entrepreneur Expo” to award and support
excellent business plans from students aiming to start
businesses and from startup companies, with the objec-
tive of solving regional issues and revitalizing the econo-
my through the creation of ICT startups originating
from local areas. At Expo 2025 Osaka, Kansai, Japan, the
MIC and the NICT plan to organize an exhibition titled
“Initiatives by ICT Startups Shaping the Future,” featur-
ing displays by past award winners from Entrepreneur
Koshien and Entrepreneur Expo and others.

3. Responses to dis-/mis-information on the Internet

(1) Promotion of comprehensive measures
A Summary

Dis-/mis-information on the Internet, such as social
media, circulates and spreads quickly and could exert
serious influence on people’s daily lives and socioeco-
nomic activities. In light of this fact and related interna-
tional trends, the MIC has been proactively implement-

B Institutional measures
(A) Information Distribution Platform Act and others

Illegal and harmful information has continued to be
distributed on the Internet, and in view of the serious-
ness of the situation, the MIC has been continuously
implementing measures in cooperation with relevant
parties against a range of illegal and harmful informa-
tion, including defamation, slander and piracy.

Due to the aggravation of issues related to defamation
and slander on platform services, such as social media,
the MIC is implementing the following measures in co-
operation with related organizations and based on the
policy package to deal with defamation and slander on
the Internet compiled and announced in September
2020: (1) awareness-raising activity to improve informa-
tion ethics and ICT literacy among users; (2) support for
platform operators’ voluntary measures and the im-
provement of their transparency and accountability; (3)
disclosure of sender information; and (4) enhancement

ing comprehensive measures against such information,
including institutional measures, support for the devel-
opment of countermeasure technologies, and the im-
provement of literacy across generations, while giving
due consideration to freedom of expression.

of consulting services.

Also, via the “Study Group on Platform Services™, the
MIC interviewed platform operators and published the
second summary on the future direction of measures
against dis-/mis-information in August 2022.

Based on the discussion results, the “Working Group
on Countermeasures against Illegal and Harmful Infor-
mation such as Defamation and Slander,” was organized
in December 2022 for experts to discuss the following in
a technical and intensive manner: (1) how to ensure the
transparency and accountability regarding the deletion
of information by platform operators and (2) roles to be
played by platform operators to effectively prevent the
distribution of illegal and harmful information. As a re-
sult of discussion made by this working group, it was
deemed appropriate to require service providers offer-
ing services for interaction among unspecified users,

5This study group met during the period from October 2018 to January 2024 to discuss how to ensure the appropriate handling of user informa-
tion by platform operators and how to deal with illegal and harmful information on the Internet (chaired by SHISHIDO George, Graduate

School for Law and Politics, The University of Tokyo).

2025 White Paper on Information and Communications in Japan Part |



specifically those above a certain size to do the following
with regard to the removal of illegal and harmful infor-
mation, such as defamation and slander, including the
establishment of legal arrangements: (1) make manda-
tory responses within a predefined period; (2) set crite-
ria and disclose the operational situation for higher
transparency.

In reference to the report made by this working
group, the “Study Group on Platform Services” pub-
lished the third summary in February 2024, based on
which the Act to Partially Amend the Act on the Limita-
tion of Liability of Specified Telecommunications Ser-
vice Providers® was enacted in May 2024. Under this re-
vised law, the Act on the Limitation of Liability of
Specified Telecommunications Service Providers was
renamed as the Act on Measures Against Rights In-
fringement, etc. Arising from Distribution of Informa-
tion by Specified Telecommunications (“Information
Distribution Platform Act”).

In order to enforce this amended act, the MIC clari-
fied what kind of information distribution constitutes an
infringement of rights or a violation of laws and regula-

(B) Digital advertising

The number of investment scams on social media re-
ported and the amount of damage caused by these
scams reached 8,684 and about 114.9 billion yen, respec-
tively, over two years from January 2023 to December
2024. Victims of these scams are cheated out of money,
making payments for “investment” or for “withdrawal
fees” to swindlers, who make the victims trust them
through frequent online communication without meet-
ing in person?.

Banner ads for about 50% of all the means of initial
contact for the purpose of investment scams on social
media. In particular, SNS-based investment fraud, initi-
ated through advertisements that impersonate well-
known individuals or major corporations by using their
names, photos and other materials without permission
(spoofing-type “false advertisements”) to induce users
to participate in investment seminars and businesses,
has become a serious issue.

In response, the MIC requested large-scale social net-
working service (SNS) operators respond to spoofing-
type “false advertisements” on their platforms based on
the “Comprehensive Measures to Protect People from
Frauds” (decided by the Ministerial Meeting Concern-
ing Measures against Crime on June 18, 2024)°.

In October 2024, after the request was made, the
“Working Group on Digital Advertising,” held under the
“Study Group on Addressing Issues Related to Informa-

tions, and formulated the “Guidelines on Illegal
Information” to provide examples of illegal information
that large-scale specified telecommunications service
providers should refer to when formulating the “stan-
dards for the implementation of transmission prevention
measures.”

In addition, as measures against piracy on the Inter-
net, the MIC has been conducting the following activi-
ties based on the “Policy Menu of Anti-piracy Measures
on the Internet” (December 2020): awareness-raising to
improve information ethics and ICT literacy among us-
ers; promotion of the introduction of security software
for access control; review of the sender information dis-
closure system; and enhancement of international col-
laboration through discussions at international forums
such as ICANN.

Moreover, based on the summary report (in Septem-
ber 2022) made by the “Study Group on Measures to
Suppress Access to Piracy Sites on the Internet,” the
MIC confirmed progress with the Policy Menu and ini-
tiatives implemented by related companies and others.

tion Distribution in the Digital Space” (hereinafter,
“Study Group”) interviewed five platform operators to
whom the request was made (ByteDance, Google, LINE
Yahoo!, Meta and X) about their measures against spoof-
ing-type “false advertisements” and published an evalua-
tion report on the interviews in November. In the
evaluation report, the platform operators were request-
ed to make further improvements regarding the ad-
vance screening of ads and the removal of spoofing-type
“false advertisements”. Also, the report stated that the
MIC would monitor the measures taken by the opera-
tors in its effort to identify the measures that need to be
implemented for the protection of users of social media
and other services.

On the distribution of digital ads, it is also required to
implement measures to address risks caused by the
placing ads unintendedly on the media that infringe
copyright or provide dis-/mis-information. These risks
include damage to the brand of the advertiser, waste of
advertising costs and contribution to the spread of dis-/
mis-information. In order to deal with these risks, the
MIC published the “Guidance on the Appropriate and
Effective Distribution of Digital Ads for Advertisers” on
June 9, 2025, based on the recognition that it is impor-
tant for those in charge of ads and the management
team to raise their awareness of the risks concerning
digital advertising.

6 Act to Partially Amend the Act on the Limitation of Liability of Specified Telecommunications Service Providers for Damages and the Right to
Demand Disclosure of Sender Identification Information (Act No. 25 of 2024)
7 Guidelines on Article 26 of the Act on Measures Against Rights Infringement, etc. Arising from Distribution of Information by Specified Tele-

communications (Enacted on March 11, 2025)

8 Number of special frauds, investment scams via social media and romance scams reported and the number of arrests for these crimes in

FY2024 (data finalized by the National Police Agency)

https://www.npa.go.jp/bureau/criminal/souni/tokusyusagi/hurikomesagi_toukei2024_teisei.pdf
9 https://www.soumu.go.jp/menu_news/s-news/01ryutsu02_02000411.html

10 https://www.soumu.go.jp/main_content/000978858.pdf
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(C) Further examination for institutional improvement

As mentioned above, the Healthiness Study Group
made recommendations related to institutional mea-
sures. However, the environment surrounding the distri-
bution of information in digital space has continued to
change, making it necessary to examine measures
against new issues, such as those concerning the post-
ing of messages on social media to recruit people for il-
legal part-time jobs. Based on the fact that trials and er-
rors were repeated also outside Japan to deal with issues
concerning the distribution of information in digital

C  Development and demonstration of technologies to address the issues
Effective use of generative Al, which is featured with
the speed of technological innovation, contributes to the
solution of social issues and greater industrial competi-
tiveness. However, it can also cause risks to people’s
daily lives, and in order to deal with dis-/mis-information
on the Internet, it is necessary to be prepared for further
elaboration and sophistication of generative Al and oth-

(2) Promotion of ICT literacy for a wide range of generations
A Development of awareness-raising materials

To address changes in the ICT environment, includ-
ing the expansion of opportunities for ICT use across a
wide range of generations and the issue of the distribu-
tion of dis-/mis-information on the Internet, the MIC has
been holding the “Study Group on Improving ICT Liter-
acy for ICT Utilization!” since November 2022 and es-
tablished the “Working Group on Improving ICT Litera-
cy for Youth” in December 2022, advancing discussions
on literacy required in the future digital society and on
strategies for promoting literacy enhancement. Based
on the results of discussions held by the groups, a
“Roadmap for Improving ICT Literacy for ICT Utiliza-
tion” was compiled and published in June 2023. The
roadmap shows the direction of measures to be imple-
mented on a short- and medium-term basis. In FY2023,
as an initiative to be implemented on a short-term basis,
the competencies necessary to improve literacy for ICT
utilization were identified, and learning content to deal
with issues shared by a range of age groups was devel-

space, the “Working Group on Institutional Measures
for the Distribution of Information in Digital Space” was
organized in January 2025 under the Study Group to dis-
cuss how to improve the systems related to the distribu-
tion of information in digital space.

The working group plans to identify the desirable di-
rection of institutional improvement by the summer of
2025 based on the results of surveys conducted on rele-
vant trends in foreign countries and of interviews with
platform operators.

er technologies.

Accordingly, the MIC is working on the development
and demonstration of technologies to check whether or
not images posted on the Internet were created by gen-
erative Al and to ensure the authenticity and reliability
of information senders.

oped. Subsequently in FY2024, awareness-raising mate-
rials were developed in consideration of the features of
different age groups (the youth, their parents and the
elderly) as an initiative to be implemented on a medium-
to long-term basis.

On the “Let’s Use the Internet Wisely! - A Guide to
Safe and Secure Internet Use -” website, which is in-
tended to raise awareness for safe and secure use of the
Internet'?, content for pre-school children, parents of
these children, the youth, their parents and teachers,
and the elderly is posted to help them improve their ICT
literacy.

In FY2024, against dis-/mis-information, the MIC re-
vised its awareness-raising material, “How to Use the
Internet: To Avoid Being Misled by Dis-/Mis-Informa-
tion,” created to prevent people from being deceived by
such information®, in consideration of the latest cases,
impact of generative Al and others.

B Implementation of public-private collaboration projects to improve ICT literacy in a comprehensive manner

In 2025, the MIC launched DIGITAL POSITIVE AC-
TION as a public-private collaboration project in coop-
eration with platform operators, telecommunications
carriers, IT-related companies, and other related organi-
zations. Under this project, the MIC is collaborating
with relevant companies and organizations to implement
measures for the improvement of ICT literacy, including
the opening of a website on measures taken by the pub-
lic and private sectors and conducting a range of PR ac-
tivities.

The slogan of this project, “DIGITAL POSITIVE AC-
TION” expresses the strong commitment of the national
government, companies, organizations and individual
citizens to taking actions one after another to make the
digital society a positive one. This slogan, along with the
slogan that states, “Create and protect a safe information
society” in Japanese and a mark symbolizing the happi-
ness of people constitute the logo of the project.(Figure
2-2-6-1)

11 “Study Group on Improving ICT Literacy for ICT Utilization”

https://www.soumu.go.jp/main_sosiki/kenkyu/ict_literacy/index.html

12 https://www.soumu.go.jp/use_the_internet_wisely/

5 https://www.soumu.go.jp/use_the_internet_wisely/special/nisegojouhou/
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Figure 2-2-6-1 DIGITAL POSITIVE ACTION logo and slogan
DLBS5 I FR3 I BIOTEDBHRULES

(3) Promoting the use of Al and responding to associated risks

Recently, the development of Al technologies has
been rapidly progressing, leading to the widespread use
of Al services, including OpenAl's ChatGPT service,
which was launched in November 2022. Al technologies,
particularly generative Al, pose concerns and risks
about the spread of dis-/mis-information, but are also
expected to make great contributions to higher produc-
tivity and addressing labor shortage issues, attracting
far more attention to the potential of Al across the world.

Furthermore, based on the outcomes of the G7 Hiro-
shima Summit held in May 2023, the “Hiroshima AI Pro-
cess” was initiated to discuss issues related to genera-
tive Al and international rules on such Al.

In December of the same year, the “Comprehensive
Policy Framework for the Hiroshima Al Process” was
compiled and approved by the G7 leaders. The Hiro-
shima Al Process will continue to advance, led by the G7
countries and supported through cooperation with mul-
tilateral platforms such as the OECD, the GPAI, and the
United Nations, under the “Work Plan to Advance the
Hiroshima Al Process™.

Domestically, in response to the rapid changes in Al
technology and international discussions, the national
government established the Al Strategic Council in May
2023 as a command center to conduct intensive discus-
sions with experts possessing a wide range of knowl-
edge on various issues. Based on the “Tentative Sum-
mary of Al Issues” (May 2023) compiled by the Al
Strategic Council, the MIC and the Ministry of Econo-
my, Trade and Industry formulated and announced the
“Al Guidelines for Business'” Version 1.0 in April 2024.
In line with the rule of updating them as necessary in
consideration of the trends of Al, international discus-
sions and other developments, the guidelines were up-
dated to version 1.01 in November of the same year and
again to version 1.1 in March 2025, taking into account

(4) Promoting safe and secure metaverse utilization
Recognizing the need to ensure a safe and secure cy-
berspace, the MIC has been working to identify and or-
ganize new issues related to cyberspace, anticipating the
future widespread adoption of the metaverse. In and af-

DIGITAL
POSITIVE
= ACTION

the latest trends both in Japan and overseas, including
the widespread use of RAG and multimodal Al

Furthermore, as the development of rules regarding
Al continued both in Japan and overseas, the first meet-
ing of the Al Institutional Study Group'¢ was held to dis-
cuss issues for institutional improvement, including the
necessity of Al-related laws, in August 2024 under the Al
Strategic Council. Then, an “Interim Report”” was com-
piled in February 2025, and based on this report, the Act
on Promotion of Research and Development, and Utili-
zation of Artificial Intelligence-related Technology was
enacted at the 217th session of the Diet (ordinary ses-
sion) (Act No. 53 of 2025). This law provides for the es-
tablishment of the Artificial Intelligence Strategic Head-
quarters for the national government to do the following
to promote Al innovation while mitigating risks posed by
it as its basic approach: formulate the Artificial Intelli-
gence Basic Plan that shows the basic policy on Al mea-
sures to be implemented by the government, establish
guidelines to ensure the appropriateness of Al in accor-
dance with the international norms, and conduct re-
search and studies, collect information and give advice
to relevant companies.

Moreover, as mentioned above, in light of the fact that
the development of Al technologies and the use of Al
have been rapidly progressing both in the public and pri-
vate sectors, the national government needs to promote
the utilization of generative Al in its operations while
controlling the associated risks. Accordingly, the Digital
Agency made studies for the formulation of “The Guide-
line for Japanese Governments’ Procurements and Utili-
zations of Generative Al for the sake of Evolution and
Innovation of Public Administration” which were ap-
proved at the Council for the Promotion of a Digital So-
ciety Executive Board Meeting on May 27, 2025 for
announcement.

ter August 2022, meetings of the “Study Group on the
Utilization of Metaverse toward the Web3 Era!®” were
held and a report® was compiled by the Study Group in
July 2023.

1 For discussions by G7 countries, refer to (1) “G7/G20,” (2) “Hiroshima Al Process” and (10) “GPAI” in Section 8.5, Chapter 2, Part II.

15 AI Guidelines for Businesshttps://www.soumu.go.jp/main_sosiki/kenkyu/ai_network/02ryutsu20_04000019.html
https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jisso/20240419_report.html

16 AT Institutional Study Grouphttps://www8.cao.go.jp/cstp/ai/ai_kenkyu/ai_kenkyu.html

7 Interim Report https://www8.cao.go.jp/cstp/ai/interim_report_en.pdf

18 https://www.digital.go.jp/en/resources/standard_guidelines

9 Holding “Study Group on the Utilization of Metaverse toward the Web3 Era” (Press release)

https://www.soumu.go.jp/menu_news/s-news/01iicp01_02000109.html

2 https://www.soumu.go.jp/main_content/000892205.pdf
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Based on the report, a new “Study Group on Realizing
Safe and Secure Metaverse?” was launched in October
2023 to examine principles based on the democratic val-
ues of the metaverse, follow up on technological trends,
and contribute to international discussions on the meta-
verse toward the realization of safe and secure meta-
verse for users. In October 2024, this study group pub-
lished “2024 Report”*?which includes the first version of
the ”Principles of the Metaverse” that summarize the
measures to be implemented by metaverse-related ser-
vice providers to ensure the safety and security of users
through the provision of democratic value of metaverse.

Based on “2024 Report,” the MIC has been striving to
realize and promote safe and secure metaverse utiliza-
tion while implementing measures to build a common
international understanding about the metaverse based
on the first version of the Principles of the Metaverses.
On the international front, the MIC introduced the out-
comes of discussions held in Japan, such as the first ver-
sion of the Principles of the Metaverse, at meetings in-
cluding the OECD’s Digital Policy Committee’s meeting
and the “Global Multistakeholder High Level Confer-

ence on Governance of Web 4.0 and Virtual Worlds”
held from March to April 2025 by the European Com-
mission. Also, in Japan, the MIC held a “Symposium on
Considering the Promotion of Safe and Secure Meta-
verse Utilization”® in March 2025 for metaverse-related
companies, organizations and researchers to discuss
measures for users’ safety and security, points to be
noted for successful metaverse introduction, and the ef-
fect of introduction.

The “Study Group on Realizing Safe and Secure Meta-
verse” expanded its discussion target to include the use
of the metaverse for various purposes other than the
provision of VR for communication and entertainment
between individuals, regardless of the details of tech-
nologies used for the realization and utilization of the
metaverse. This was done in view of the advancement of
devices for augmented reality (AR) and mixed reality
(MX), the multipurpose use of metaverse, and the prog-
ress of the market. Also, in reference to the results of
discussions held at the aforementioned symposium, the
study group is continuing discussion for the revision of
the first version of the Principles of the Metaverse.

4. Creation of the safe and secure environment of ICT usage

(1) Improvement of support for digital utilization by the elderly and others

As the digitalization of society progresses, the MIC
has been working on the “Project on Digital Utilization
Support for Users” since FY2021 to provide support
through training sessions in the form of advice and con-
sultations for the elderly and others who are anxious
about using smartphones for online administrative pro-

(2) Establishment of a safe internet environment for the youth
The MIC is promoting filtering to prevent the youth
from accessing harmful information on the Internet and
raising ICT literacy of children, parents, and others for
the safe and secure use of the Internet by the children.
Specifically, the MIC has been conducting “e-Net Car-
avan” free outreach sessions at schools and other educa-
tional institutions for children, students, parents, and
educators to ensure a safe and secure Internet environ-
ment. Additionally, the ministry created and published
an “Internet Trouble Case Collection”? that summarizes
methods for preventing Internet-related issues, and an-

cedures and other services, with the aim of eliminating
the digital divide and creating an environment where
everyone can benefit from digitalization. In FY2024,
these efforts were expanded to include conducting train-
ing sessions at over 6,000 locations nationwide, mainly
at mobile phone shops.

nually conducts the “Internet Literacy Assessment Indi-
cator for Students (ILAS)”* test nationwide targeting
first-grade senior high school students to visualize their
ability to cope with risks and threats on the Internet and
assess the current situation.

Also, the MIC is working to effectively raise the
awareness of parental controls that can be set up in line
with the growth stage of children and their Internet us-
age status?, in light of the fact that the youth are sharing
more information via the Internet and the lowering
trend in the age of children using the Internet.

2 Holding “Study Group on Realizing Safe and Secure Metaverse” (Press release)

https://www.soumu.go.jp/menu_news/s-news/01iicp01_02000121.html

2 https://www.soumu.go.jp/main_content/000974751.pdf

% Holding a “Symposium on Considering the Promotion of Safe and Secure Metaverse Utilization” (press release)
https://www.soumu.go.jp/menu_news/s-news/01ryutsu20_02000001_00012.html
Report on the “Symposium on Considering the Promotion of Safe and Secure Metaverse Utilization” by the MIC

https://prtimes.jp/main/html/rd/p/000000002.000157444.html
2 Internet Trouble Case Collection (2025)
https://www.soumu.go.jp/use_the_internet_wisely/trouble/

% Survey on the Internet Literacy Assessment Indicator for Students (ILAS)

—ILAS (Internet Literacy Assessment indicator for Students)—
https://www.soumu.go.jp/use_the_internet_wisely/special/ilas/

% It means that parents oversee their children’s internet use appropriately, considering their developmental stage and life cycle. This includes
preventing troubles that may arise from children’s information dissemination. Management methods are divided into technical means (such
as filtering, billing restriction functions, and time management functions) and non-technical means (such as creating rules between parents and
children). (General Principles for Child-Related Measures (Cabinet Decision on December 22, 2023), P50
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(3) Support for research and development towards information barrier-free

The MIC provides partial subsidies to companies con-
ducting research and development of technologies re-
lated to communication and broadcasting services for
people with disabilities and the elderly, as part of the
“Research and Development for Eliminating the Digital
Divide” program. In FY2024, subsidies were provided to
five entities.

Additionally, under the Act on Advancement of Facili-

(4) Improvement of information accessibility

To make it easier for everyone, including the elderly
and people with disabilities, to use public institution
websites, the MIC conducted a partial revision of the
“Guidelines for Operating Everyone’s Public Websites”
in FY2024. In the same fiscal year, the ministry conduct-
ed a survey on JIS compliance of public institution web-
sites and online workshops for public institutions.

Efforts are also being made to promote the use of self-
assessment forms for information accessibility among
companies and organizations.

The “Information Accessibility Self-Assessment
Form” is a tool for companies and organizations to pub-
licly disclose the results of their self-assessment of
whether or not their ICT equipment and services meet

(5) Provision of telephone relay service as publicinfrastructure

The “Telephone Relay Service” is a service where
sign language interpreters and other operators act as
intermediaries, interpreting sign language and text from
individuals with hearing impairments or other disabili-
ties that affect auditory, speech, or vocal functions which
make it difficult for them to communicate through spo-
ken language, to facilitate communication via telephone
between these individuals and those without such im-
pairments.

To ensure the proper and reliable provision of the
“Telephone Relay Service,” the Act on Facilitating the
Use of Telephones by Persons with Hearing Impair-
ments, etc. (Act No. 53 of 2020) was enforced in Decem-
ber 2020. Subsequently, in July 2021, the Nippon Foun-
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tation Program for Disabled Persons’ Use of Telecom-
munications and Broadcasting Services, with a View to
Enhance Convenience of Disabled Persons (Act No. 54
of 1993), the NICT provides subsidies to companies and
organizations developing and providing communication
and broadcasting services for people with disabilities. In
FY2024, subsidies were provided to four entities.

information accessibility standards, serving as a refer-
ence for companies, public institutions, and people with
disabilities when selecting ICT equipment and services.
This self-assessment form was created by the MIC,
drawing on the Voluntary Product Accessibility Tem-
plate (VPAT) used in the U.S. In the U.S,, the law man-
dates that the government must procure accessible elec-
tronic information equipment.

The MIC has been promoting the use of these forms
in both the public and private sectors through the estab-
lishment of support centers, seminars, and the collec-
tion of good practices, as well as the updating of guide-
books.

dation Telephone Relay Service, which was designated
as the provider of the telephone relay service, started to
provide the telephone relay service as part of public in-
frastructure (Figure 2-2-6-2). On January 23, 2025,
under the service, the "Yometeru” phone voice tran-
scription service began to be offered to callers who have
hearing impairments but want to talk on the phone (Fig-
ure 2-2-6-3), so that they can “read” what the receiver
says. The MIC has been conducting PR activities in co-
operation with related governmental agencies in order
to further promote the use of the telephone relay ser-
vice, and the number of users registered with the ser-
vice reached 17,480 people as of the end of FY2024.
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Figure 2-2-6-2 Promoting the use of the telephone relay service
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1. Summary

(1) Initiatives so far

The MIC has been promoting technology policies in
the field of information and communication, focusing on
efforts towards Beyond 5G, which is expected to be-
come the next-generation fundamental information and
communication infrastructure, serving as the founda-
tion for various industries and social activities and being
utilized across borders.

Specifically, since the establishment of the “Beyond
5G Promotion Strategy” by the MIC in June 2020, dis-
cussions on the “Strategy for Information and Communi-
cation Technology towards Beyond 5G” have been pro-
gressing within the Information and Communications
Council. Additionally, a research and development fund
has been established based on this strategy, aiming to
strengthen support for research and development activi-
ties related to Beyond 5G and international standardiza-
tion efforts by private entities and others.

Furthermore, the “6th Science, Technology, and In-

(2) Future challenges and directions

For Beyond 5G, the MIC announced the “Strategy for
Realizing Next-Generation Information and Communi-
cation Infrastructure to Support Al Society - Beyond 5G
Promotion Strategy 2.0 -” on August 30, 2024 in view of
the progress of measures implemented by the public
and private sectors and a shift to the phase aimed at so-
cial implementation and overseas deployment and of the
environmental changes and issues, such as the explo-
sive spread of Al systems. Based on this strategy, the
ministry has been pressing forward with measures in-
cluding R&D, international standardization, social im-

2. Beyond 5G

On September 30, 2021, the MIC consulted the Infor-
mation and Communications Council on the “Strategy
for Information and Communication Technology to-
wards Beyond 5G,” and an interim report was compiled
on June 30, 2022, containing recommendations for Ja-
pan’s focus on key technology areas for Beyond 5G and
the establishment of a framework enabling multi-year
budgeting.

Based on this interim report, the Act to Amend the
Act on the National Institute of Information and Com-
munications Technology, National Research and Devel-
opment Agency and the Radio Act (Act No. 93 of 2022)

ds in ICT technology

novation Basic Plan” was approved by the Cabinet on
March 26, 2021, and relevant governmental ministries
and agencies are collaborating and cooperating to foster
R&D in advanced fields, aiming to achieve a sustainable
and resilient society that ensures the safety and security
of citizens. Accordingly, the MIC is pushing ahead with
measures in the fields of Al, quantum technology, re-
mote sensing, space and others.

The NICT is promoting fundamental and foundational
research and development in five key areas (advanced
electromagnetic wave technology!, innovative net-
works?, cybersecurity®, universal communication?, and
frontier science®) during the 5th medium- to long-term
plan period (from April 2021 to March 2026).

Additionally, the MIC is providing support for the cre-
ation of technological innovations and for startups,
which are one of the key players in implementing ad-
vanced ICT and fostering next-generation industries.

plementation and overseas deployment.

Moreover, the Information and Communications
Council has been conducting studies on the R&D fields
and issues to be prioritized by the national government
and the NICT in the ICT field and on the measures to
promote the deployment of the R&D results based on
the “6th Science, Technology and Innovation Basic Plan”
and the NICT’s medium- to long-term targets for the
next term, while paying attention to recent social chang-
es, technological progress and market trends.

was enacted in December 2022, leading to the full-scale
operation of the research and development fund estab-
lished at the NICT in March 2023.

Furthermore, following the compilation of the final
report on June 18, 2024, the MIC announced the “Strat-
egy for Realizing Next-Generation Information and
Communication Infrastructure to Support Al Society -
Beyond 5G Promotion Strategy 2.0 -” on August 30, 2024
to support companies in the private sector in implement-
ing measures including those for R&D, international
standardization, social implementation and overseas de-
ployment.

1 R&D into fundamental and basic technologies for advanced data collection and high-precision observation by using various sensors as well as
the promotion of standardization and the diffusion and social implementation of R&D results

2 R&D into fundamental and basic technologies for connecting terrestrial and satellite networks in a multilayered manner to respond to the ex-
plosive increase of communication volume as well as promotion of standardization and the diffusion and social implementation of R&D results

3 R&D into cybersecurity technologies to protect social systems from rapidly increasing cyberattacks and as well as promotion of standardization

and the diffusion and social implementation of R&D results

4 R&D into fundamental and basic technologies for the creation of new knowledge and value by the use of artificial intelligence and others as well

as the diffusion and social implementation of R&D results.

> R&D into advanced and basic technologies for the creation of innovations as well as the diffusion and social implementation of R&D results.
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(1) Implementation of the Innovative Information and Communication Technology (Beyond 5G (6G)) Fund Project

The MIC is implementing the Innovative Information
and Communication Technology (Beyond 5G (6G))
Fund Project based on the Act to Amend the Act on the
National Institute of Information and Communications
Technology, National Research and Development Agen-
cy and the Radio Act (Act No. 93 of 2022) enacted and
enforced in December 2022, establishing a permanent
fund at the NICT in March 2023 as a successor to the
temporary fund set up in February 2021.

Under the aforementioned fund project, three pro-
grams have been established: the “Social Implementa-
tion and Overseas Deployment-Oriented Strategic Pro-
gram” that fosters research and development projects
for social implementation and overseas deployment; the
“Element Technology and Seed Creation-Oriented Pro-
gram” targeting the establishment of long-term element
technologies and the creation of technology seeds; and
the “Radio Effective Utilization Research and Develop-
ment Program” targeting the research and development
of technologies specified in Article 103-2, Paragraph 4,
Item 3 of the Radio Act (Act No. 131 of 1950).

In particular, for the “Social Implementation and Over-
seas Deployment-Oriented Strategic Program,” which is
the major target of the fund project, based on the interim
report made by the Information and Communications
Council, “all photonics network technology®”, “non-ter-
restrial network (NTN) technology’,” and “secure virtu-
alization and integration network technology®” are re-
garded as priority technology areas. Also, the program
is divided into two categories: “business strategy sup-

port type” to intensively support research and develop-
ment projects that have social implementation and over-
seas deployment strategies and commitments; and
“common infrastructure technology establishment type”
for the national government to lead the development of
technologies in cross-industrial common infrastructure
or cooperation domains necessary for the early realiza-
tion of social implementation and overseas deployment.
In FY2023, 17 major research and development proj-
ects were adopted in the Social Implementation and
Overseas Deployment-Oriented Strategic Program
(business strategy support type) and others based on
the “Appropriate Evaluation of Business Aspects of the
Innovative Information and Communication Technology
(Beyond 5G (6G) Fund Project” (announced on March
10, 2023), which was compiled by the “WG on Innovative
Information and Communication Technology Project
Business Evaluation™ under the Information and Com-
munications Council (Information and Communication
Technology Subcommittee on Technology Strategy).
Also, support started to be provided to international
standardization activities to be conducted as part of the
projects. Furthermore, in FY2024, new initiatives for Be-
yond 5G were launched in the Social Implementation
and Overseas Deployment-Oriented Strategic Program
(common infrastructure technology establishment type)
through the effective use of the fund, including the de-
velopment of common infrastructure technology for in-
ter-operator cooperation in all-photonics networks.

(2) Promotion of intellectual property and standardization activities for Beyond 5G

The MIC has been promoting R&D in the priority
technology field including all-photonics network tech-
nology through the Innovative Information and Commu-
nication Technology (Beyond 5G (6G)) Fund project.
Also, the ministry is working for the international stan-
dardization of the R&D results by supporting companies
promoting the social implementation and overseas de-
ployment of their R&D results through the fund project
in conducting international standardization activities.

In order to make achievements in international stan-
dardization activities, companies need to regard interna-
tional standardization as part of their business strategy
and strategically work on standardization based on man-
agement’s commitment. Based on this recognition, the
MIC set the “Requirements for Supporting International
Standardization Activities” (announced on March 18,
2024) to be met for companies conducting international
standardization activities through the fund project to re-
ceive support from the ministry and has been support-
ing these companies that meet the requirements. The
requirements for support were set based on the “Ap-

proach to Support for International Standardization Ac-
tivities through the Innovative Information and Commu-
nication Technology (Beyond 5G (6G)) Fund Project”
(announced on March 8, 2024), which was compiled
based on discussions by the “Innovative Information and
Communication Technology Project Business Evalua-
tion WG” under the Technology Strategy Committee of
the Information and Communication Technology Sub-
committee of the Information and Communications
Council. Specifically, companies are required to (1) con-
duct activities under a system led by top management
based on the business strategies; (2) regard internation-
al standardization as part of the business strategies; and
(3) conduct specific activities for international standard-
ization. In FY2024, the MIC supported nine entities in
conducting international standardization activities from
among those implementing R&D projects under the So-
cial Implementation and Overseas Deployment-Orient-
ed Strategic Program (business strategy support type).”

Furthermore, in preparation for Beyond 5G, the “Be-
yond 5G New Business Strategy Center” was estab-

6 Technology for the end-to-end transformation of a wired network into an optical network by the use of photonics-electronics convergence tech-
nology to realize ultra-high-speed, ultra-low-latency and ultra-energy-efficient communication infrastructure

7Technology for seamless HAPS and communication satellite connection across land, sea, air and space to establish communication infrastruc-
ture in non-residential areas and to make information infrastructure redundant in case of large disasters

8 Technology to transform hardware into software to build highly flexible communication infrastructure to meet user needs, thereby ensuring

safe and highly reliable communication environment for users

9 Changed the name of the WG from “Innovative Information and Communications Technology Project WG” (February 22, 2024)
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lished in December 2020 to strategically promote inter-
national standardization and intellectual property
activities under corporate management strategies and
through industry-academia-government collaboration.
The Center has been conducting a range of activities to
develop leaders for standardization and intellectual
property activities, promote industry collaboration,
raise awareness and disseminate information. Specific
activities include cross-organizational training programs
for young talent at the core of next-generation corporate
management, such as the “Leader Forum,” and aware-
ness-raising and information dissemination seminars for
companies, especially for their management and busi-
ness departments, known as the “New Business Strate-
gy Seminar.” Additionally, a new industry collaboration
activity, “XG Ignite,” bridging information and communi-
cation technologies, digital domains and various other
fields and industries, has been conducted since FY2023.

Additionally, in order to advance international stan-
dardization activities from the early stages of research
and development, the MIC has been fostering interna-
tional joint R&D with research institutions of countries
and regions that can generate synergy effects with Ja-
pan as its reliable strategic partners. Specifically, in
2025, international joint R&D was started with the Euro-
pean Commission for the Al-based autonomous opera-
tion and control of wireless networks based on the “Ja-
pan-EU Digital Partnership” (May 2022) under the
Innovative Information and Communication Technology

(3) Initiatives for the diffusion and expansion of Beyond 5G systems

Beyond 5G Promotion Strategy 2.0 expects that the
next-generation information and communication infra-
structure to support the Al society of 2030s will be a low-
latency, energy-efficient, high-quality, flexible and low-
cost infrastructure. To meet this expectation, it is
essential to establish and sophisticate all-photonics net-
work technologies, for which Japan has strengths, to-
wards social implementation and full-scale utilization.

The MIC has been conducting R&D to build an ultra-
high-speed, ultra-low-latency and energy-saving commu-
nication infrastructure by using all-photonics network
technologies under the Innovative Information and
Communication Technology (Beyond 5G (6G)) Fund
project. In addition, for social implementation and full-
scale utilization of developed technologies by around
2030, it is necessary to enable a range of stakeholders to

(4) Trends in Japan and overseas surrounding Beyond 5G
A Initiatives by private sector entities

The number of domestic and international partici-
pants in the industry forum “lOWN Global Forum,” es-
tablished by NTT, Intel and Sony in 2019 as part of
NTT’s IOWN concept'’, has been steadily increasing. In
addition, Japan’s telecommunications industry has been
making efforts as a whole, with KDDI joining the forum

(Beyond 5G (6G)) Fund project “Element Technology
and Seed Creation Program.” Moreover, based on the
Letter of Intent for Cooperation in Communication Tech-
nologies signed by the Minister for Internal Affairs and
Communications of Japan and the Minister for Educa-
tion and Research of the Federal Republic of Germany in
May 2023 as well as on the results of the 7th Japan-Ger-
many ICT Policy Dialogue held in June of the same year,
the two sides started to conduct international joint R&D
on digital twin technology for all-photonics networks in
2025.

In April 2024, the “Beyond 5G Promotion Consor-
tium” and the “5th Generation Mobile Communications
Promotion Forum (5GMF)” were integrated into the
“XG Mobile Promotion Forum (XGMF)” to enhance the
promotion structure for next-generation mobile commu-
nications and further accelerate efforts toward the so-
cial implementation of Beyond 5G technologies. The
XGMF has been conducting studies based on the future
technological trends of Beyond 5G and its use scenarios
as part of its activities and announced the “Beyond 5G
‘White Paper version 4.0” in December 2024.

Furthermore, in October 2024, in cooperation with
XGMF, the Association of Radio Industries and Busi-
nesses, and the University of Tokyo, MIC held the “5G
International Workshop,” “Local 5G International Work-
shop” and “5G/6G International Conference” as 5G/6G
Special Day events at CEATEC 2024.

actually test and verify the technologies for commercial-
ization and other purposes at an early stage. The earlier
establishment of such a verification environment is ex-
pected to help Japan speed up the technology, product
and service commercialization cycles leveraging Japan’s
strengths and enable the early social implementation of
all-photonics networks ahead of other countries. More-
over, it will help Japan enhance its international competi-
tiveness through the overseas deployment of commer-
cialized technologies, products and services.

Against this backdrop, the MIC decided to build an
innovation hub for various stakeholders to conduct tests
and verification activities for commercialization step by
step and aims to start the full-scale establishment and
expansion of the hub in FY2026 after formulating a de-
velopment plan for it within 2025.

in March 2023, following Rakuten Mobile’s participa-
tion.

In March 2023, NTT East and West commenced com-
mercial services for “lOWN 1.0,” which is an all-photon-
ics network that achieves ultra-low latency, and in 2025
offered the services to Expo 2025 Osaka, Kansai pavil-

10 The “Innovative Optical and Wireless Network (IOWN) concept” is led by NTT to create an affluent society rich in diversity by optimizing so-
ciety as a whole and as individuals, for which photonics-based innovative technologies will be utilized to realize high-speed large-volume com-
munication beyond the limitations of conventional infrastructure and provide a vast amount of computing resources to build networking and

information processing infrastructure including terminals.
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ions and event facilities at the Yumeshima venue. Also,
KDDI and SoftBank announced the introduction of all-
photonics networks into their core networks.
Regarding non-terrestrial network (NTN) technolo-
gies such as low-earth orbit satellites and high- altitude
platform station (HAPS) technologies, SoftBank is pro-
moting the utilization of HAPS through the “HAPS Alli-
ance,” aiming to integrate various communication tech-
nologies into a single system to provide ubiquitous

B Initiatives towards social implementation

Various private sector entities and organizations are
advancing efforts towards social implementation for Be-
yond 5G.

The IOWN Global Forum is collaborating with vari-
ous industries to consider use cases for the realization
and proliferation of the IOWN concept, targeting practi-
cal use and commercialization around 2025, in addition
to envisioning the future around 2030. They have cited
early adoption examples around 2025, such as data cen-
ter connections for the financial industry and remote/
cloud media production for the broadcasting industry.
They plan to proceed with specification development
and verification towards commercialization.

In fact, in June 2023, Tokyu Land Corporation agreed
to collaborate with NTT and its affiliates on new urban

C Initiatives towards overseas expansion

In preparation for Beyond 5G, NTT and its group com-
panies are working on global deployment, including the
establishment of the IOWN Global Promotion Office.
NTT and NTT Data Group have conducted demonstra-
tions of data center interconnection using all-photonics
networks in the U.S. and the UK. In October 2023, NTT
and Chunghwa Telecom in Taiwan signed a basic agree-
ment to realize international network connections based
on IOWN. Subsequently, in August 2024, an all-photon-
ics network was opened, connecting Chunghwa Tele-

3. Al technologies

Since the proposal of deep learning in 2006, the third Al
boom has arrived, leading to significant technological in-
novations in fields such as image recognition and natural
language processing. Furthermore, in 2022, the trend of
generative AI", which can automatically generate images
and text based on learned data, began to gain popularity
worldwide, intensifying the competition in the develop-
ment of generative Al. In Japan, the development of gen-
erative Al has become active in numerous companies in
the private sector, academia, and other entities. Simulta-
neously, the utilization of generative Al in a wide range of
industrial sectors is progressing, showing signs of bring-
ing about a major transformation in society.

communication on land, at sea and in the air. Space
Compass and NTT DoCoMo have been implementing
measures for the launch of HAPS services in 2026. To
this end, they announced that they had succeeded in
data communication demonstration experiments in Ke-
nya in February 2025. Also, in February 2024, Rakuten
Mobile announced a plan to provide domestic services
using satellite-to-mobile direct communication in 2026 in
collaboration with AST SpaceMobile.

development utilizing IOWN-related technologies and
services, with the initial implementation being the intro-
duction of IOWN 1.0 to “Shibuya Sakura Stage” in De-
cember 2023.

Furthermore, towards international standardization,
organizations such as the NICT and the “Beyond 5G
Promotion Consortium” have been contributing to the
international vision for Beyond 5G. In November 2023, a
framework recommendation was approved by ITU-R,
reflecting proposals from Japan, outlining the capabili-
ties and use cases for “IMT-2030,” with 6G in mind.

Additionally, at the World Radiocommunication Confer-
ence 2023 (WRC-23), frequencies and other resources were
secured for the realization of Beyond 5G, including non-ter-
restrial network (NTN) technologies such as HAPS.

com’s data center to NTT’s Musashino R&D Center over
a distance of about 3,000 km. Additionally, in February
2024, Fujitsu announced joint discussions with Chungh-
wa Telecom to build all-photonics networks based on the
IOWN concept in Taiwan. Subsequently in August 2024,
the company opened an open APN laboratory, aiming to
expand its all-photonics network business in Europe. In
the optical field, Japanese companies have been expand-
ing their share of major transmission equipment in the
global market, particularly in North America.

The MIC, based on the “Al Strategy 2022” (decided by
the Integrated Innovation Strategy Promotion Council in
April 2022) and the “Tentative Summary of Al Issues”
(AI Strategic Council in May 2023), is collaborating with
the NICT, a member of Al core related centers, to con-
duct a wide range of research and development and so-
cial implementation related to natural language process-
ing technologies such as large-scale language models
and multilingual speech translation, distributed federat-
ed machine learning technologies, and Al technologies
based on cognitive models of the brain and brain-in-
spired mechanisms.

(1) Strengthening the development capability and risk response capability of LLMs

The NICT has accumulated one of the largest collec-

tions of language data in Japan through years of research

1 In 2022, generative Al systems, such as Stable Diffusion (capable of converting text to images) and ChatGPT (capable of automatic text gen-

eration) were released.
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and development in Al technology. In addition, in July
2023, it prototyped a large language model (LLM) based
on high-quality Japanese data created from the language
data, demonstrating expertise in constructing high-quali-
ty language data for learning, which is required for LLM
development. Leveraging the data and expertise pos-
sessed by the NICT, efforts are underway to enhance Ja-

pan’s LLM development capability by preparing large-
scale and high-quality Japanese-centric language data for
learning required for the development of LLMs and pro-
viding LLM developers in Japan with access to the data.
Additionally, research and development efforts are being
made for technologies to support the verification, analysis
and improvement of LLM generated text.

(Data collection)

Figure (related data) Process of the development and use of LLMs and initiatives by the NICT
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00400

(2) Research and development for advanced multilingual translation technology

The MIC, in collaboration with the NICT, is working
on research and development of multilingual translation
technology to eliminate the “language barrier” world-
wide and achieve free global communication. The
NICT’s multilingual translation technology, utilizing the
latest Al technology, has achieved practical-level transla-
tion accuracy for 21 languages, in anticipation of use by
foreign visitors to Japan and foreign residents in Japan,

and for diplomatic responses. Furthermore, the MIC
and the NICT are promoting the social implementation
of multilingual translation technology. The NICT pro-
vides “VoiceTra,” a research app for individual travelers,
and over 40 private services have been deployed through
technology transfer'?, utilized by government agencies
and in a wide range of fields such as disaster prevention,
transportation, and healthcare.

(Data collection)

Figure (related data) Multilingual translation technology
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00401

In anticipation of Expo 2025 Osaka, Kansai, Japan, to
further advance NICT’s multilingual translation technol-
ogy, the MIC formulated the “Global Communication
Plan 2025” in March 2020. Based on this plan, the MIC is
working on the establishment of a computing environ-
ment for the NICT to conduct Al research and develop-

ment at the world’s top level and has been conducting
research and development since FY2020 to achieve “si-
multaneous interpretation” that goes beyond the con-
ventional short-sentence sequential translation, address-
ing business and international conference discussions.

(Data collection)

Figure (related data) Initiatives to further advance multilingual translation technology
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00402

In FY2025, a translation engine developed by the
NICT was utilized at Expo 2025 Osaka, Kansai, Japan for
simultaneous interpretation in 30 languages through a
translation app and at seminars. Furthermore, the MIC

4. Quantum technologies

(1) Trends in quantum security network policy

Quantum technology is an innovative technology
that has the potential to bring about transformative
and discontinuous advances in future society and the
economy, and it is also of critical importance from the
perspective of economic security. In response, coun-
tries and regions such as the U.S,, Europe, and China
have formulated promotion strategies for quantum
technology and are implementing strategic initia-
tives, including the promotion of research and devel-

is collaborating with Global South and other countries
for the demonstration and evaluation of LLMs that sup-
port multiple languages.

opment, the establishment of research hubs, and hu-
man resource development.

In order to lead global innovation in quantum technol-
ogy ahead of the rest of the world, Japan formulated the
Quantum Technology Innovation Strategy (decided by
the Integrated Innovation Strategy Promotion Council in
January 2020), which comprehensively organized a
wide range of initiatives spanning from research and de-
velopment to social implementation across various tech-

12 Council for the Promotion of Global Communication Development: Examples of Products and Services by Private Companies Utilizing Multi-
lingual Translation Technology from the NICT https://gcp.nict.go.jp/news/products_and_services_GCPpdf
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nological fields, including quantum computing, quan-
tum software, quantum security and quantum networks,
and quantum measurement and sensing / quantum ma-
terials. Subsequently, in light of expanding international
investment and other developments, Japan formulated
the Quantum Future Society Vision (decided by the In-
tegrated Innovation Strategy Promotion Council in April
2022), the Quantum Future Industry Creation Strategy
(decided by the Integrated Innovation Strategy Promo-

tion Council in April 2023), and the Promotion Measures
toward the Creation and Development of the Quantum
Industry (reported by the Quantum Technology Innova-
tion Council in April 2024). Through these initiatives,
Japan aims to strengthen its technological development
capabilities by promoting research and development,
while also advancing the development of a broad range
of human resources related to quantum technology.

(2) Research and development of quantum cryptographic communication technology

With the practical realization of quantum computers,
there are concerns that cryptographic systems current-
ly in widespread use may become compromised. In re-
sponse, the MIC, in collaboration with NICT, private-
sector companies, universities, and other stakeholders,
is promoting research and development on quantum
cryptographic communication technologies and related
technologies that can reliably detect eavesdropping
based on the physical properties of quantum mechanics.

In addition, in line with the government-wide strategy,
MIC established a Quantum Security Hub at NICT in
fiscal year 2021 as a core base under the Quantum Tech-
nology Innovation Strategy in the field of quantum secu-
rity and quantum networks, and is undertaking a broad
range of initiatives, including the promotion of social
implementation through the construction and utilization
of testbeds, as well as human resource development.

A Research and development for the social implementation of quantum cryptographic communication

Quantum Key Distribution (QKD) technology, which
transmits encryption key information on photons, is uti-
lized for quantum cryptographic communication, and
for its practical use, it is necessary to increase the com-
munication speed, extend the communication distance
and expand the communication area. In order to meet
these major challenges, the MIC has been working on
the research and development of long-distance link tech-
nology and relay technology for terrestrial quantum
cryptographic communication for five years since
FY2020. In FY2025, the MIC decided to start conducting
R&D into technologies to further increase the speed of
quantum cryptographic communication networks and

sophisticate these networks, and large-scale networking
technologies for the early social implementation of these
networks. In addition, through the Space Strategy Fund
established at the Japan Aerospace Exploration Agency
(JAXA) in March 2024, technologies for quantum cryp-
tographic communication devices that can be mounted
on small satellites will be developed based on the tech-
nological development theme of “developing and dem-
onstrating satellite quantum cryptographic communica-
tion technologies.” Through these measures, the MIC
will continue to work for the early establishment of
global quantum cryptographic communication net-
works.

B  Establishment of quantum cryptographic communication testbeds and promotion of social implementation

In Japan, NICT has been engaged from an early
stage in research and development of the elemental
technologies for quantum cryptographic communica-
tion. For the purpose of demonstration and verification
of quantum cryptographic communication, NICT es-
tablished the quantum cryptographic communication
testbed known as the “Tokyo QKD Network” in 2010,
and has continuously operated it since then. Based on
the long-term operational experience of the Tokyo
QKD Network, the basic specifications for quantum
cryptographic communication equipment were formu-
lated and adopted in 2020 as international standards
(ITU-T Y.3800 series), and these specifications possess

C  Research and development for the realization of a quantum internet

The quantum Internet, which enables stable long-
distance communication while preserving quantum
states, is expected to serve as a foundational communi-
cation technology underpinning the utilization of a wide
range of quantum technologies, including secure com-
munications and distributed quantum computing. Ac-
cordingly, since FY2023, the MIC has initiated research
and development aimed at realizing a quantum Internet,

a high level of international competitiveness.

In addition to applications for information exchange
among critical domestic institutions, quantum crypto-
graphic communication is also expected to be deployed in
commercial services such as finance and healthcare, and
there is a strong demand for its early practical implementa-
tion. Accordingly, since FY2021, the MIC has been devel-
oping a quantum cryptographic communication testbed
that enables demonstrations of network configurations, in-
cluding route control, in a multi-node architecture connect-
ing multiple sites, including private-sector entities, and is
working to accelerate social implementation through us-
age verification in real-world environments.

including the development of technologies such as
quantum entangled photon sources and quantum mem-
ories, as well as the integration of highly precise phase
synchronization technologies—such as those based on
optical clocks—with quantum networks, and research
and development to establish fundamental and core
technologies including multi-party quantum communi-
cation and quantum communication protocols.
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(Data collection)

Figure (related data) Image of communication network of quantum cryptographic at the global level
URL:https://www.soumu.go.jp/johotsusintokei/whitepaper/ja/r07/html/datashu.html#f00403

5. Remote sensing technologies

At the NICT, research and development of remote
sensing technology is being conducted to observe con-
ditions such as rainfall, water vapor, wind, and the
earth’s surface with high temporal and spatial resolu-
tion. This is aimed at early detection and elucidation of
the development mechanisms of sudden atmospheric
phenomena such as linear precipitation zones and local-
ized torrential rainfall, as well as rapid assessment of
damage situations during disasters.

Research and development efforts include the deploy-
ment of a Multiparameter phased array weather radar
(MP-PAWR) capable of high-speed and high-precision
three-dimensional observation of rain clouds and pro-
moting the utilization of its data. Other efforts include
the R&D of technology to estimate the amount of water
vapor in the atmosphere using the propagation delay of

digital terrestrial broadcasting waves, wind profiler
technology capable of observing wind speed in the up-
per atmosphere, ground-based water vapor and wind Li-
DAR technology using eye-safe infrared pulse lasers ca-
pable of simultaneously observing water vapor and
wind, and satellite-based cloud and precipitation obser-
vation technology.

At Expo 2025, Osaka, Kansai, Japan, three-dimension-
al observations of cumulonimbus clouds and other rain
clouds in the Osaka area will be conducted by using two
Multiparameter Phased Array Weather Radars (MP-
PAWR), and the results will be analyzed by a supercom-
puter and others to provide highly accurate weather
forecast information that has never been available be-
fore to the Japan Association for the 2025 World Exposi-
tion as well as to visitors to the Expo.

Osaka, Kansai, Japan

Figure (related data) Demonstration of the provision of “highly accurate weather forecast information” at Expo 2025

URL:https://www.soumu.go.jp/main_content/001003941.pdf

6. Space ICT

Among space activities, space communication is a
field that provides a large market and is expected to
grow further. Space communication is being increas-
ingly utilized during disasters, on isolated islands, at sea
and in mountainous areas in Japan, with its importance
growing for national security and resistance against di-
sasters. Also, outside Japan, various companies are
working on the development of new technologies and
services for space communication. For Japan to increase
its independence and autonomy in space communica-
tion, it is necessary for Japanese communication service
providers and manufacturers of communication devices
and other related equipment to have sufficient interna-
tional competitiveness. Based on this recognition, the
MIC is implementing measures to sophisticate commu-
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nication and radio use in space. Specifically, the ministry
is pushing ahead with R&D and demonstration projects
through the Space Strategy Fund for the provision of sat-
ellite optical communication-based data relay services
and for frequency-sharing technologies aimed at the in-
tegrated operation of satellite communication and ter-
restrial network systems.

While solar radiation following the occurrence of so-
lar flares could hinder radio communication and satellite
positioning, the NICT makes space weather forecast 24
hours a day, 365 days a year. Furthermore, the institute
is developing space environment data acquisition equip-
ment to be mounted on the next-generation geostation-
ary meteorological satellite (Himawari-10).
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otion of international strategies for ICT

1. Summary

(1) Initiatives so far

Based on the “Infrastructure System Overseas Pro-
motion Strategy 2030” (decided by the Ministerial Meet-
ing on Strategy relating to Infrastructure Export and
Economic Cooperation on December 24, 2024)!, the
MIC has been actively engaged in the overseas expan-
sion of digital infrastructure and digital solutions. This
includes activities such as project discovery, proposal
and formation, as well as providing comprehensive sup-
port for companies, including support for human re-
source development, maintenance, and finance, from
the stage of development to commercialization.

Furthermore, the ministry has actively participated in

(2) Future challenges and directions

The acceleration of social and economic digitalization
is leading to an increased demand for the development
and enhancement of communication networks and ef-
fective digital solutions for problem-solving. Moreover,
the importance of high-quality infrastructure has been
highlighted as discussions on economic security have
intensified. In this context, leveraging bilateral and mul-
tilateral frameworks to expand Japan'’s high-quality infra-
structure overseas not only contributes to addressing
domestic social issues in various countries but also
helps tackle global challenges such as climate change,
and further contributes to the realization of the SDGs.
Additionally, enhancing the international competitive-
ness and global presence of Japan through the dissemi-
nation and development of digital technologies is crucial
for the economic development of the nation.

In light of these circumstances, in June 2025, the MIC
decided the basic policies and measures to be imple-

bilateral policy dialogues, including dialogues with the
U.S., as well as multilateral forums such as the G7 and
G20, actively engaging in discussions on the digital
economy and international rule-making, thereby con-
tributing to the formation of global frameworks.

In addition, as digital infrastructures such as subma-
rine optical cables and 5G networks have become essen-
tial supporting people’s daily lives and economic activi-
ties, the MIC has worked to ensure their safety and
reliability from the perspective of economic security as
well through international cooperation.

mented for the core digital fields of the “Infrastructure
System Overseas Promotion Strategy 2030” to enhance
Japan’s international competitiveness and economic se-
curity toward 2030 and formulated the “Comprehensive
Strategy for Digital Overseas Promotion 2030%.” Going
forward, based on this strategy, the MIC will set the pri-
ority fields to enhance Japan’s international competitive-
ness and economic security based on concepts such as
“global-first” and “market-in” and through the enhance-
ment of collaboration with like-minded countries for the
promotion of strategic measures from R&D through to
the acquisition of shares in the global market.

Furthermore, in order to take a leading role in inter-
national rule-making in the digital field, the MIC will
proactively participate in international discussions
through international conferences and other opportuni-
ties.

2. Expansion of digital infrastructures overseas

In the context of the increasing global demand for
communication infrastructure and services due to the
advancement of digitalization in society and the econo-
my, the MIC is enhancing the international competitive-

(1) Overseas promotion support tools by the MIC
The MIC is implementing initiatives that take into ac-
count the circumstances and challenges of each coun-
try, providing support tailored to each phase from basic
research to demonstration projects for the overseas ex-
pansion of Japan’s high-quality digital infrastructure.
Additionally, in February 2021, the MIC established
the “Japan Platform for Driving Digital Development,” a
public-private partnership framework to support the

ness of Japan’s digital industry and promoting global
problem-solving using digital technology by measures
such as supporting overseas deployment of digital infra-
structure.

overseas expansion of Japan’s ICT (Figure 2-2-8-1). As
of the end of January 2025, more than 200 members in-
cluding Japanese ICT companies and related govern-
mental ministries and agencies are participating in this
framework to share information about 70 countries and
regions through a database, hold workshops, form
teams, and discuss specific projects.

! Infrastructure System Overseas Promotion Strategy 2030
https://www.kantei.go.jp/jp/singi/keikyou/dai58/siryou6.pdf

2 Announcement of the “Comprehensive Strategy for Digital Overseas Promotion 2030” (June 11, 2025)
https://www.soumu.go.jp/menu_news/s-news/01tsushin06_02000319.html
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Figure 2-2-8-1 Japan Platform for Driving Digital Development

Japan Platform for Driving Digital Development: JPD3
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(2) Fund Corporation for the Overseas Development of Japan’s ICT and Postal Services (JICT)

The Fund Corporation for the Overseas Development
of Japan’s ICT and Postal Services (JICT), a public-pri-
vate fund under the jurisdiction of the MIC, provides in-
vestment and hands-on support to those conducting or
supporting communication, broadcasting, and postal
services overseas (Figure 2-2-8-2). As of the end of
March 2025, the JICT has decided to support invest-
ments and loans in a cumulative total of approximately
153.5 billion yen.

Furthermore, considering the recent developments in
ICT, the needs, and the policy trends of various coun-

tries, the support criteria of the JICT were revised in
February 2022 (Ministry of Internal Affairs and Com-
munications Notification No. 34 of 2022). This revision
allows the JICT to support projects that do not involve
the construction of physical infrastructure (ICT service
projects) and to make LP investments in funds. This has
made it easier to support the overseas expansion of not
only large enterprises but also medium-sized, small, and
regional companies. As a result, the JICT decided to give
new financial support to five entities.

Figure 2-2-8-2 Support through the Fund Corporation for the Overseas Development of Japan’s ICT and Postal Services (JICT)
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(3) Initiatives towards overseas expansion in each area
A Core communication infrastructure

Regarding mobile communication networks, in 2021,
the Ethiopian government approved the granting of li-
censes to an international consortium, including Japa-
nese companies, for the country’s mobile phone busi-
ness, and commercial communication services

commenced in October 2022. This provides Japan with
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an opportunity to promote the expansion of digital solu-
tions in Ethiopia and the African region.

In the area of submarine optical cables, the JICT is
supporting submarine optical cable projects in South-
east Asia, with a total project cost of approximately 400
million dollars, including support decisions for up to 78
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million dollars in investment. Furthermore, Japan par-
ticipated in a submarine optical cable installation project
in the Indian Ocean region announced by Prime Minis-
ter Modi of India in August 2020, with Japanese compa-
nies starting to participate in the project in September
2021, and this project was completed in July 2023. Ef-
forts are also being made to improve communication
environments in Pacific Island countries with the coop-
eration of willing countries and relevant ministries and
agencies. Additionally, Japan signed a memorandum of
cooperation with the European Commission for the es-
tablishment of safe, resilient, and sustainable global sub-
marine cable connectivity® in July 2023.

Regarding 5G, as the importance of safe and secure
5G networks is discussed internationally, efforts are be-
ing made to deploy “Open RAN,” which is gaining atten-
tion as a technology to realize open and secure networks
as well as systems that utilize it for overseas expansion.
For example, surveys on the potential for Open RAN de-
ployment were conducted in Vietnam and the Philip-
pines in FY2022, and in Australia and Indonesia in
FY2023. In the Philippines, based on the results of the
survey conducted in FY2022, a demonstration experi-
ment was conducted in FY2023 to verify the usefulness
of Open RAN devices. Subsequently in FY2024, another
demonstration was carried out for a field trial. Also, in
the U.K,, the test environment for Open RAN was estab-
lished and the conformance of RAN devices to the inter-

B Utilization models for digital technology

Regarding the utilization of digital technology in the
medical field, Japanese companies have been winning
contracts for smartphone-based telemedicine systems,
primarily in the Central and South American region.
Since FY2020, the MIC has been working on the dis-
semination and deployment of endoscopes developed by
using high-definition imaging technology and Al-based
diagnostic support systems to Southeast and Southwest
Asian countries. This effort includes conducting demon-

C Broadcasting content

In order to increase the overseas sales revenue relat-
ed to broadcast content by 1.5 times by FY2025 com-
pared with FY2020, the MIC will continue to support the
measures implemented by broadcasting companies and
others by organizing seminars and other events at rele-
vant international fairs, including TIFFCOM (in Japan),

D Otherareas
(A) Fire prevention

Since the signing of the “Memorandum of Cooperation
in the Field of Firefighting between the Minister for Inter-
nal Affairs and Communications of Japan and the Minis-
try of Public Security of the Socialist Republic of Vietnam”
on October 8, 2018, the MIC has been highlighting the
high quality of Japanese firefighting equipment through
exchanges of opinions on preventive policies and stan-

face specifications defined by the O-RAN Alliance was
tested in FY2022. Moreover, in FY2024, a demonstration
experiment was conducted locally in Cambodia for the
adoption of Japan’s Open RAN devices in the country.
Furthermore, a field test and survey on the effective-
ness of 5G/Open RAN communication networks and a
survey for the field demonstration of flexible communi-
cation terminal architecture for Beyond 5G/6G were
conducted in India in FY2024.

Regarding data centers, since March 2021, Japanese
companies have been participating in projects aimed at
improving the telecommunications environment in Uz-
bekistan, including the development of data centers and
other telecommunications infrastructure. Additionally,
through the JICT, the MIC has been supporting the devel-
opment and operation of data centers in India, with a deci-
sion made in October 2022 to provide funding of up to 86
million dollars (and another decision made in May 2024 to
provide additional funding of up to 91.2 million dollars).

The Japanese Digital Terrestrial TV Broadcasting
System (ISDB-T System) has been adopted by 20 coun-
tries, primarily in Central and South America. In Octo-
ber 2022, Botswana completed the transition to digital
broadcasting nationwide, becoming the first country
outside Japan to do so. Costa Rica and Chile also com-
pleted the transition in January 2023 and April 2024, re-
spectively. The MIC will continue to give support for
smooth transitions to digital broadcasting.

strations in local hospitals.

For the utilization of digital technology for traffic in-
frastructure, demonstration experiments were conduct-
ed on expressways and airports in Thailand in FY2024,
in which Japanese infrastructure maintenance and man-
agement systems were used to centrally manage ground
and underground information by using three-dimen-
sional image information captured by in-vehicle equip-
ment and other devices.

AFT (in Singapore) and MIPCOM (In France). Also, in
FY2025, the MIC will start implementing new measures
to support the creation of live-action content using ad-
vanced equipment and to promote overseas distribution
of the content in cooperation with domestic content dis-
tributors.

dards for firefighting equipment. Additionally, during the
period from February to March 2025, the MIC conducted
advanced training on fire prevention technology. Moving
forward, the ministry will continue to engage with Viet-
nam and other Southeast Asian countries to promote the
overseas expansion of firefighting equipment that meets
Japanese standards.

3 https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000155.html
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(B) Postal service

Targeting mainly emerging and developing countries
in Southeast Asia, Europe, and the Caucasus region, the
MIC is promoting the overseas expansion of the Japa-
nese postal infrastructure system through a public-pri-
vate partnership. This involves understanding the chal-

(C) Administrative consultation

In the field of administrative consultation, the MIC
has been collaborating and cooperating with public om-
budsmen from various countries. The ministry has
signed memorandums of cooperation on administrative
complaint resolution with four countries: Vietnam, Uz-

lenges and needs related to improving the quality of
postal services and optimizing postal operations, and
providing Japanese expertise, experience, technology,
and systems to address and meet these needs. *

bekistan, Iran, and Thailand. Based on these agree-
ments, the MIC has implemented initiatives such as ac-
cepting a total of approximately 310 trainees from
Vietnam.

3. Contribution to formulation of international rules on the digital economy

(1) Data Free Flow with Trust (DFFT)

Regarding Data Free Flow with Trust (DFFT), an in-
ternational framework for the realization of DFFT (Insti-
tutional Arrangement for Partnership: IAP) was agreed
upon at the G7 Digital and Technology Ministers’ Meet-

(2) Response to discussions on international rules in cyberspace
A Formulation of international rules in cyberspace

The MIC attributes importance to two points in the
formulation of international rules in cyberspace: (1) full
consideration to the free flow of information, which not
only supports democracy but also serves as a source of
innovation and an engine for economic growth; and (2)
the necessity of a multi-stakeholder framework that in-
cludes the participation of all the related stakeholders
such as companies in the private sector, academia, and
civil society, who actually use and manage the internet,
to ensure sufficient cybersecurity. Based on these

B Bilateral and multilateral dialogues on cybersecurity

Regarding bilateral government discussions on cyber-
security, the “9th Japan-US Cyber Dialogue®” was held in
June 2024, followed by the “8th Japan-UK Cyber Dia-
logue®” in September 2024 and the “6th Japan-EU Cyber
Dialogue™ in November 2024. These dialogues included
discussions on situational awareness, initiatives in both
countries or those implemented between Japan and the
EU, international cooperation, and capacity-building
support, helping Japan strengthen cooperation with vari-
ous countries.

In terms of multilateral discussions on cybersecurity,

(3) Promotion of trade liberalization in the ICT sector

From the perspective of complementing the multilat-
eral free trade system centered around the World Trade
Organization (WTO) and promoting bilateral economic
partnerships, Japan is actively working on concluding
Economic Partnership Agreements (EPA) and Free
Trade Agreements (FTA).

ing held in Takasaki, Gunma in April 2023. Subsequent-
ly, the establishment of the IAP was approved at the G7
Summit held in May, and the IAP was established under
the OECD in December of the same year.

points, the ministry has been addressing related topics
in bilateral dialogues such as the U.S.-Japan Dialogue on
Digital Economy (the U.S.-Japan DDE) and strengthen-
ing cooperation with like-minded countries. Additional-
ly, in April 2022, Japan, the U.S., Australia, Canada, the
EU, and the UK, along with other willing countries,
launched the “Declaration for the Future of the Inter-
net,” and the MIC has actively participated in discus-
sions at multilateral meetings.

the ASEAN-Japan Cybersecurity Policy Meeting has
been a platform for exchanging opinions and informa-
tion on the status of initiatives in each country and ca-
pacity-building support for the ASEAN region. Addition-
ally, under the framework of the so-called Quad (Japan,
the U.S,, Australia, and India), cooperation on cyberse-
curity has been agreed upon, and discussions aimed at
strengthening cooperation within the Quad countries
have been conducted. The “Quad Cybersecurity Part-
nership: Joint Principles®” was announced in the joint
statement of the Quad Leaders’ Meeting in May 2022.

For example, since 2018, Japan has discussed and
reached the signing and enforcement of several agree-
ments, including the Comprehensive and Progressive
Agreement for Trans-Pacific Partnership (CPTPP), the
Japan-EU Economic Partnership Agreement (Japan-EU
EPA), the Japan-US Digital Trade Agreement, the Japan-

Chapter 2

4 For specific measures, refer to (2) “Support for overseas deployment of Japanese postal infrastructure” in Section 9. 3, Chapter 2, Part II.
5 https://www.mofa.go.jp/press/release/pressite_000001_00394.html

6 https://www.mofa.go.jp/press/release/pressite_000001_00588.html

" https://www.mofa.go.jp/press/release/pressite_000001_00728.html

8 https://www.mofa.go.jp/files/100347801.pdf
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UK Comprehensive Economic Partnership Agreement
(Japan-UK EPA), and the Regional Comprehensive Eco-
nomic Partnership (RCEP). Additionally, negotiations
for the Japan-UAE EPA are ongoing. In all EPA negotia-
tions, Japan aims to achieve liberalization commitments
exceeding WTO standards in the telecommunications

(4) Promotion of strategic international standardization

International standardization in the information and
communication sector is a crucial policy issue that leads
to the creation of global markets through the unification
of standards. Securing strategic initiatives in the formu-
lation of international standards is extremely important
from the perspective of enhancing Japan’s international
competitiveness. Based on this recognition, the MIC is
strategically promoting international standardization ac-
tivities.

Specifically, the ministry is conducting trend surveys
on de jure standards in the information and communica-
tion field® and on forum standards, which have been in-
creasing their presence', fostering the development of
personnel versed in international standardization, and
implementing initiatives to deepen understanding of the
roles and effects of standardization activities.

In FY2024, initiatives to enhance the human resourc-
es foundation to support the continuous promotion of

4. Economic security in the digital field

In view of the importance of economic security in the
communication field, such as 5G, initiatives have been un-
dertaken in the digital field. For example, the “Global Digi-
tal Connectivity Partnership” (GDCP) was launched in
April 2021 following the Japan-U.S. summit, and the “Coop-
eration Memorandum on 5G Supplier Diversification and
Open RAN” was signed at the Japan-U.S.-Australia-India
(Quad) summit in May 2022. Building on these, in May
2023 at the Japan-U.S.-Australia-India summit, an “Open
RAN Security Report” was released. Furthermore, the
Global Coalition on Telecommunications (GCOT), which
was launched by Japan, the U.K., Australia, Canada and the
U.S. in October 2023, released an outcome document on
the Open RAN and AI* in January 2025. Japan has been
making these efforts to ensure the safety and reliability of

sector, by demanding the removal or relaxation of for-
eign investment restrictions, negotiating the establish-
ment of competition-promoting regulations such as in-
terconnection rules, and holding discussions on
cooperation among the signatory countries.

international standardization activities were started by
the effective use of the Cabinet Office’s Standard Utiliza-
tion Acceleration Support Program. Specifically, the
MIC is developing training curriculum based on a set of
roles, knowledge and skills required of talent engaged in
standardization (formulation of rules) in the information
communication and digital fields. Also, the ministry is
designing and building a business model related to edu-
cational programs to encourage companies in the pri-
vate sector to make practical and effective use of rele-
vant educational programs and popularize them. In
addition, in consideration of the importance of develop-
ing managers who can lead discussions on international
standardization and of increasing the number of people
engaged in standardization, the MIC started to imple-
ment measures to support promising personnel in con-
ducting international standardization activities.

global digital infrastructure in collaboration with the U.S
and other like-minded countries.

Furthermore, under the Act on the Promotion of En-
suring National Security through Integrated Implemen-
tation of Economic Measures established in 2022, four
systems were created. Among these, under the system
related to “Ensuring the Stable Provision of Specific So-
cial Infrastructure Services,” the establishment of the
cabinet order and the ministerial ordinance'® was com-
pleted in November 2023. Under this system, specific
operators in the telecommunications, broadcasting, and
postal sectors that meet the designated criteria have
been designated. The operation of this system com-
menced in May 2024.

5. International cooperation in multilateral frameworks

The MIC actively leads international cooperation ef-
forts in the ICT sector through policy discussions within
multilateral frameworks such as G7/G20, APEC, APT,
ASEAN, ITU, the United Nations, WTO, and OECD.
These efforts aim to promote the free flow of informa-

tion, ensure a safe and secure cyberspace, develop high-
quality ICT infrastructure, and contribute to the achieve-
ment of the United Nations Sustainable Development
Goals (SDGs).

9 Standards formulated by official international standardization organizations such as the International Telecommunication Union (ITU)

10 Standards formulated through consensus among multiple companies, universities, and other stakeholders

1 https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000163.html

12 https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000185.html

13 “Cabinet Order of the Act on the Promotion of Ensuring Security by Taking Integrated Economic Measures” and “Ordinance of the Minister
for Internal Affairs and Communications on Specified Social Infrastructure Operators Based on the Act on the Promotion of Ensuring Security

by Taking Integrated Economic Measures”
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(1) G7/G20

Within the G7 framework, active discussions on poli-
cies for the development of the digital economy have
been ongoing since the G7 ICT Ministers’ Meeting was
held in Takamatsu, Kagawa in April 2016.

Similarly, within the G20 framework, which includes
countries like China and India, continuous discussions
on the digital economy have been taking place. Specifi-
cally, at the “G20 Ministerial Meeting on Trade and
Digital Economy in Tsukuba, Ibaraki” held in Tsukuba,
Ibaraki Prefecture, in June 2019, the G20 agreed for the

first time on Al principles based on a “human-centered”
approach. These principles were also endorsed at the
G20 Osaka Summit at the leaders’ level. The concept of
promoting the Data Free Flow with Trust (DFFT) was
also supported at the leaders’ level and its importance
was reaffirmed at the G20 Digital Economy Ministers’
Meeting (Saudi Arabia) in 2020. Subsequently, the im-
portance of the concept was reaffirmed again in G20 Rio
de Janeiro Leaders’ Declaration in 2024 and other relat-
ed discussions (Figure 2-2-8-3).

Figure 2-2-8-3 Overview of discussion on ICT and digital policy in G7/G20
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(2) Hiroshima Al Process
In light of the rapid development and widespread shima Al Process” was formulated, outlining future G7
adoption of generative Al, which is becoming a signifi- initiatives. These outcomes were endorsed in the G7 —
cant issue for the international community, the “Hiro- Leaders’ Statement issued in the same month. Based on ,II;I
shima Al Process'?” was established to discuss interna- this work plan, Italy, the G7 chair for 2024, expressed its =

tional governance concerning generative Al This
process involved intensive discussions among G7 mem-
bers starting in May 2023, culminating in the “G7 Hiro-
shima Al Process Digital and Tech Ministers’ Meeting”
in September of the same year, where an interim report
was compiled. Subsequently, another G7 Digital and
Tech Ministers’ Meeting was held in December 2023,
under Japan’s G7 presidency, to finalize the “Hiroshima
Al Process Comprehensive Policy Framework,” the
first international policy framework concerning the de-
velopment and use of advanced Al systems like genera-
tive Al. Additionally, the “Work Plan to Advance Hiro-

commitment to continuing the “Hiroshima Al Process.”
In the “G7 Industrial, Technology, and Digital Ministeri-
al Declaration” adopted in March, the countries agreed
to develop and introduce a Reporting Framework to en-
courage Al developers to voluntarily make and release
reports about the status of their compliance with the
Hiroshima Al Process International Code of Conduct,
thereby fostering transparency and accountability in
generative Al development. Subsequently, in December,
following discussions by G7, the countries reached an
agreement on the basic implementation method of the
Reporting Framework and on the final draft of the ques-

1 Hiroshima Al Process: https://www.soumu.go.jp/hiroshimaaiprocess/

1> This policy framework consists of four components: the “OECD Report Towards a Common Understanding of Generative Al by the G7,” the
“Hiroshima Process International Guidelines for All Al Stakeholders and Organizations Developing Advanced Al Systems,” the “Hiroshima
Process International Code of Conduct for Organizations Developing Advanced Al Systems,” and “Project-Based Cooperation.”
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tionnaire form, and in February 2025, the Reporting
Framework started to be implemented officially. In
April 2025, 19 organizations, including seven Japanese
companies, submitted their first responses, which were
disclosed on the OECD’s website.

At the OECD Ministerial Council Meeting held in
May 2024, a side event titled “Towards Safe, Secure, and
Trustworthy Al: Promoting Inclusive Global Al Gover-
nance” was held. Prime Minister Kishida (then) an-
nounced the establishment of the “Hiroshima Al Pro-

(3) Asia-Pacific Economic Cooperation (APEC)

The Asia-Pacific Economic Cooperation (APEC) is an
economic cooperation framework aimed at sustainable
development in the Asia-Pacific region, involving major
countries and regions within the area. Discussions on
telecommunications are primarily conducted through
the Telecommunications and Information Working
Group (TEL) and the Ministerial Meeting on Telecom-
munications and Information Industry (TELMIN).

Following the adoption of the “Aotearoa Plan of Ac-

(4) Asia-Pacific Telecommunity (APT)

The Asia-Pacific Telecommunity (APT) is an interna-
tional organization in the Asia-Pacific region established
in 1979, focusing on balanced development in telecom-
munications and information infrastructure. It aims to
foster the development of human resources through
training and seminars and coordinate regional policies
on standardization and wireless communications. Since
2021, Mr. KONDO Katsunori from the MIC has been
serving as the Secretary-General.

The MIC supports APT activities through contribu-
tions, facilitating training programs, and promoting ex-
changes among ICT engineers and researchers in areas
where Japan excels, such as broadband, wireless com-
munications and cybersecurity. In FY2024, support was

(5) Association of South-East Asian Nations (ASEAN)

The Association of South - East Asian Nations (ASE-
AN) is a regional cooperation organization comprising
ten Southeast Asian countries. Its main objectives are to
promote economic growth, social and cultural develop-

A Contribution to achieving the goals of the “ASEAN Digital Masterplan 2025”

To achieve the goals set out in the “ASEAN Digital
Masterplan 2025,” formulated in January 2021, Japan an-
nually proposes the “ASEAN-Japan Digital Work Plan”
for cooperation and collaboration in the ICT field over
the coming year. This plan is implemented with the ap-
proval of the ASEAN side. For example, utilizing the

B Strengthening cooperation in the field of cybersecurity

Currently, the ASEAN-Japan Cybersecurity Capacity
Building Centre (AJCCBC)! continuously conducts
practical cybersecurity defense exercises (CYDER) and
other cybersecurity exercises, both online and in-per-

cess Friends Group,” a voluntary framework of countries
supporting the spirit of the Hiroshima Al Process, with
participation from 49 countries and regions. Since then,
meetings continued to be held online to exchange infor-
mation. The first in-person meeting was held in Febru-
ary 2025 to further foster the Hiroshima Al Process and
strengthen collaboration among countries participating
in the Friends Group for ongoing discussions on Al gov-
ernance in the international community.

tion” at the 2021 APEC Leaders’ Meeting, TEL is cur-
rently examining the implementation of “Innovation and
Digitalization,” one of the economic drivers highlighted
in the action plan.

The MIC actively contributes to TEL's operations by
participating in its discussions at TEL held twice a year,
and at TELMIN fostering a project for the solution of
aging society-related social issues by the use of ICT, and
introducing ICT policies implemented in Japan.

provided for nine training sessions, three international
joint R&D projects, and one pilot project.

The APT holds a ministerial meeting once in around
five years, with the participation of ministers and those
in similar positions from APT members. At this meeting,
participating ministers decide on the direction of future
measures for the enhancement of regional cooperation
toward the development of the ICT field in the Asia-Pa-
cific region and announce it in the form of a statement.
In May 2025, the Asia-Pacific Telecommunity Ministeri-
al Meeting was held in Tokyo, and the Tokyo State-
ment'® was unanimously adopted as a vision to foster
sustainable, inclusive and equitable digital transforma-
tion (DX) in the Asia-Pacific region.

ment, ensure political and economic stability, and foster
cooperation on regional issues. Policies in the digital
field are discussed at the “ASEAN Digital Ministers’
Meeting (ADGMIN).

ASEAN-Japan ICT Fund established with contributions
from Japan, various joint projects with ASEAN countries
are carried out. In FY2024, the “Workshop for Regional
CERT Cooperation and Cybersecurity Standards in
ASEAN” was held for Japan and ASEAN countries to ex-
change information and views on cybersecurity.

son, for cybersecurity personnel from government agen-
cies and critical infrastructure operators in ASEAN
countries. Activities have started to be conducted under
a new project framework since 2023 and will be contin-

16 https://apt.int/sites/default/files/file_tag/2025/05/APT-MM_2025-Tokyo_Statement_for_press_1.pdf

17 https://ajcche.ncsa.or.th/
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ued until 2027, with efforts to enhance exercise content.

Additionally, the MIC regularly holds ASEAN-Japan
Information Security Workshops for ISP operators in
ASEAN countries to promote information sharing and
strengthen cooperation frameworks among stakehold-

(6) International Telecommunication Union (ITU)

The International Telecommunication Union (ITU)
(headquartered in Geneva, Switzerland) is a specialized
agency of the United Nations (UN) with 194 member
countries and regions. Its mission is to promote interna-
tional cooperation for the improvement and rational use
of telecommunications, enhance the efficiency of tele-
communications operations, and promote the develop-
ment and efficient operation of technical means to in-
crease the use and dissemination of telecommunications.
The ITU is composed of the following three sectors,
which engage in activities such as frequency allocation,
telecommunication technology standardization, and

ers. A meeting was held in March 2025 to maintain and
develop cooperative and collaborative relationships in
the field of cybersecurity between Japan and ASEAN
countries.

support for the development of telecommunications in
developing countries (Figure 2-2-8-4).

(1) Radiocommunication Sector (ITU-R)

(2) Telecommunication Standardization Sector ITU-T)

(3) Telecommunication Development Sector (ITU-D)

In September 2022, elections were held at the Plenipo-
tentiary Conference, and Mr. ONOE Seizo from Japan
(former Chief Standardization Strategy Officer of Nip-
pon Telegraph and Telephone Corporation) was elected
as the Director of the Telecommunication Standardiza-
tion Bureau. He assumed office in January 2023 (the
term is four years, with a maximum of two terms).

Figure 2-2-8-4 Organizationsin ITU

General Secretariat (GS)

Plenipotentiary Conference
Supreme decision-making body,
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Secretary-General (D. Bogdan-Martin (US)) |
(Lithuania))

ITU Council
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Director, Radiocommunication Bureau
(M. Maniewicz (Uruguay))

Director, Telecommunications Standardization Bureau|
(Seizo Onoe (Japan)) (C. Zavazava (Zimbabwe))

Director, Telecommunication Development Bureau

A Initiativesin ITU-R

In ITU-R, activities are conducted to ensure the effec-
tive, efficient, economical, and fair use of radio frequen-
cies by all radiocommunication services. This includes
conducting studies on frequency usage and developing
standards related to radiocommunication.

Among these activities, the Radiocommunication As-
sembly (RA), which approves draft recommendations
submitted by various Study Groups (SGs) and deliber-
ates on issues and organizational structures for the next
study period, and the World Radiocommunication Con-
ferences (WRC), which aim to revise the Radio Regula-
tions governing international frequency allocation, are
the largest meetings held by ITU-R every three to four
years. The MIC has actively contributed to these discus-
sions.

At RA-23, held in Dubai, the UAE, in November 2023,
new draft recommendations, including those
providing an overall picture of the capabilities and use
cases required for the development of specifications for
the next-generation mobile phone systems expected to

B Initiativesin ITU-T

ITU-T conducts technical studies necessary for the
formulation of international standards related to com-
munication network technologies and operational meth-
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be realized around 2030, were approved.

Furthermore, at WRC-23, held from November to De-
cember of 2023, participants agreed on the expansion of
the frequency bands for International Mobile Telecom-
munication (IMT) and the securing of a frequency band
for high-altitude platform stations (HAPSs) to serve as
base stations for IMT. Deliberations were made also on
the agenda for WRC-27, which is slated to be held in
2027, and participants agreed to discuss frequency allo-
cation for mobile phone-satellite direct communication,
the moon surface and lunar orbit, and space weather
Sensors.

For the next study period (2024 to 2027), Mr. KONO
Takahiro (SKY Perfect JSAT), Mr. IMATA Satoshi
(KDDI) and Mr. OIDE Satoshi (NHK) were appointed
vice-chair of SG 4 (satellite services), SG 5 (terrestrial
services) and SG 6 (broadcasting services), respective-
ly. Also, Mr. KAWAI Nobuyuki (KDDI) was selected to
be the chair of the APT Conference Preparatory Group
for WRC-27 (APG-27).

ods.
The World Telecommunication Standardization As-
sembly (WTSA), the highest decision-making meeting
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of ITU-T, is held every four years. In October 2024,
WTSA-24 was held in New Delhi in India. At WTSA-
24, integration of Study Groups (SG 9 and SG 16) was
agreed for the first time in 16 years by ITU-T, which
had been discussed in light of the proposal made by Ja-
pan at the meeting of the Telecommunication Standard-
ization Advisory Group (TSAG) held in January 2024.

C Initiatives in ITU-D

ITU-D provides support for the development of the
information and communication technology (ICT) sec-
tor in developing countries. The World Telecommunica-
tion Development Conference (WTDC), the highest de-
cision-making meeting of ITU-D, is held every four
years, and the next WIDC-25 is slated to be held in
Baku, Azerbaijan from November 17 to 28, 2025. During
the current study period (2022-2025), activities such as
discussions by the Study Groups (SGs) at biannual
meetings, the implementation of ICT development sup-
port projects and ICT talent development are being pro-

(7) United Nations
A Global Digital Compact (GDC)

In “Our Common Agenda,” which was presented by
United Nations Secretary-General Guterres in Septem-
ber 2021, an expectation was expressed for common
principles on “an open, free and secure digital future for
all,” and subsequently in September 2023, it was pro-
posed that an agreement be reached on the Global Digi-
tal Compact (GDC) at the Summit of the Future to be
held in 2024. Then, the GDC was adopted (on Septem-

B Internet Governance Forum (IGF)

The Internet Governance Forum (IGF) is one of the
most important international conferences in the field of
Internet policy, where governments, private sector, tech-
nical and academic communities, and civil society en-
gage in dialogue on various public policy issues related
to the Internet on an equal footing.

In October 2023, Japan hosted the 18th IGF meeting
at the Kyoto International Conference Center in Kyoto,
with what was then a record number of over 6,000 local
participants and approximately 10,000 participants in to-
tal, including online attendees. During the opening cer-
emony, Prime Minister Kishida (at the time) empha-
sized the importance of the Internet as the foundation of
democratic society and expressed strong support and
commitment to “multi-stakeholder approach discus-
sions” to maximize the benefits of the Internet and ad-
dress its negative aspects.

Additionally, during a special Al session following the
opening ceremony, Japan shared the Hiroshima Al Pro-
cess, which Japan leads, with the international commu-
nity. In his keynote speech, Prime Minister Kishida (at
the time) emphasized the importance of leading interna-
tional rule-making to ensure that the entire international
community, including the Global South, can enjoy the
benefits of trustworthy, safe and secure generative Al

TSAG is an organization that advises on WTSA resolu-
tions and the standardization activities of various ITU-T
Study Groups (SGs). Following the agreement, SG 21
was newly established. Also, at the assembly, new reso-
lutions on Al, the metaverse and others were ap-
proved, and leaders for the SGs were appointed.

moted based on the strategic goals and action plans ad-
opted at WTDC-22 held in Kigali, Rwanda in June 2022,

In cooperation with the ITU, the MIC has been imple-
menting a range of projects including the Connect2Re-
cover initiative to enhance digital infrastructure and re-
silience, the Innovation and Entrepreneurship Alliance
to give technical support and entrepreneurship support
and projects to increase the resilience of ICT infrastruc-
ture and develop cybersecurity talent in the Asia-Pacific
region.

ber 22, 2024) as an annex to the outcome document
“Pact for the Future” of the Summit of the Future held in
2024.

The GDC sets five objectives while showing the prin-
ciples on inclusiveness, development-oriented approach
and multistakeholderism. The five objectives include
closing digital divides and enhancing international gov-
ernance of Al

and achieve further economic growth and improve-
ments in living environments. Furthermore, Minister
for Internal Affairs and Communications Suzuki (at the
time) introduced the status of discussions on “Interna-
tional Guiding Principles and Code of Conduct for Al
Developers” and expressed the intention to continue
seeking opinions from various stakeholders. Through
this session, voices of support and expectations for the
Hiroshima Al Process were received from panelists rep-
resenting multi-stakeholders, including governments,
industries, international organizations, and academia
from countries beyond the G7.

Furthermore, an exhibition area called the “IGF Vil-
lage” was set up during the IGF meeting, with 72 compa-
nies and organizations from around the world participat-
ing in the exhibition. From Japan, 25 companies and
organizations, including telecommunications companies
and research institutions, showcased remote robots and
measures against manga piracy, actively promoting Ja-
pan’s technological capabilities and initiatives through
interactions with participants from various countries
who visited the booths.

In December 2024, the 19th IGF meeting was held in
Saudi Arabia, and Japan hosted a session on Internet
governance and Al and participated in high-level ses-

18 The event, originally scheduled to be held in 2021, was postponed by one year due to the global spread of the COVID-19.
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sions to share the importance of the multistakeholder
approach, thereby proactively contributing to the meet-

(8) World Trade Organization (WT0)

The progress of the negotiations in the field of tele-
communications at the WTO has not been observed
since the basic telecommunications negotiations
reached an agreement in 1997, due to the stagnation of
the Doha Round negotiations that began in 2001. How-
ever, in light of increasing attention to electronic com-
merce, which handles data flows on the Internet, a
group of like-minded countries initiated electronic com-

(9) Organization for Economic Co-operation and Development (OECD)

The Digital Policy Committee (DPC) of the Organiza-
tion for Economic Co-operation and Development
(OECD) has been conducting pioneering discussions in
the field of ICT. The MIC actively contributes to policy
discussions at the OECD by providing personnel and fi-
nancial support to the OECD Secretariat, as well as hav-
ing its officials appointed as the chair of the DPC (from
January 2020) and vice-chairs of various working groups.

The DPC has been working on initiatives related to Al
since 2016, outlining principles that those involved in Al
should share and the issues that governments should
address. In May 2019, the first intergovernmental agree-
ment on Al, the “Recommendation of the Council on Ar-
tificial Intelligence,” was adopted and made public. Sub-
sequently, proactive initiatives have been undertaken,

(10) GPAI

The Global Partnership on Artificial Intelligence
(GPAI) is an international public-private partnership or-
ganization established to realize the development and
utilization of “Responsible Al” based on a human-centric
approach. The launch of GPAI was proposed at the Biar-
ritz Summit (France) in 2019, and after participants in
the G7 Science and Technology Ministers’ Meeting un-
der the U.S. presidency in May 2020 agreed on G7 coop-
eration for its establishment, it was officially founded in
June of the same year with the participation of 14 coun-
tries and the EU.

In November 2022, Japan hosted the GPAI Summit
2022 and served as the chair country for one year start-
ing from that month. At the Ministerial Council, under
the initiative of Japan as the chair country, the first-ever
ministerial declaration at a GPAI Summit was adopted.
This declaration included agreements among countries
on promoting Al based on human-centric values, oppos-
ing the illegal and irresponsible use of Al, and contribut-
ing to a sustainable, resilient, and peaceful society.

In December 2023, the GPAI Summit 2023 was held in
India, the chair country for 2024, and at the Ministerial
Council, it was agreed to support projects aimed at pro-
moting fair access to key resources for Al research and
innovation—such as Al computing and high-quality da-
tasets—and to establish the first GPAI Expert Support
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ing.

merce negotiations at the WTO in 2019. Subsequently,
in 2024, co-convenors (Japan, Australia, and Singapore)
issued a joint statement on behalf of countries and re-
gions participating in the negotiations. In the statement,
the co-convenors announced that participants had
achieved a stabilized text on the Agreement on Electron-
ic Commerce and then published the text.

such as the launch of the online platform “OECD.AI” for
Al policy (February 2020) and the establishment of the
Al Governance Working Group (AIGO) (May 2022).

In May 2024, the Meeting of the OECD Council at
Ministerial Level (MCM) was held in Paris, France, with
Japan, celebrating its 60th anniversary as an OECD
member, serving as the chair country. Discussions
were held in the MCM, taking into account the achieve-
ments of the “Hiroshima Al Process,” and the ministeri-
al declaration expressed the support of the OECD mem-
ber countries for its achievements and their cooperation
in advancing practical efforts, as well as the revision of
the “Recommendation of the Council on Artificial Intel-
ligence.”

Center in the Asian region in Tokyo.

Furthermore, in July 2024, India held an ad-hoc GPAI
mid-year summit as the chair country, where it was de-
cided to enhance GPAI-OECD collaboration through in-
tegrated management with the related working groups
of the OECD and the integration of GPAI and OECD Al
expert communities.

Also, in the same month, the GPAI Tokyo Expert Sup-
port Center was established at the National Institute of
Information and Communications Technology (NICT).
The Center, under the GPAI framework, provides opera-
tional and management support for survey and research
activities led by GPAI experts, including generative Al-
related projects contributing to the promotion of the Hi-
roshima Al Process.

In December 2024, Serbia hosted the GPAI Summit
2024 as the chair country for 2025. Participants in the
summit meeting approved the acceptance of new mem-
bers (including developing and emerging countries)
based on the OECD Al Principles (Recommendation of
the Council on Artificial Intelligence 1); arrangement of
a non-official ministerial meeting on the sidelines of the
Al Action Summit to be hosted by France (in February
2025), based on a proposal by France, with the participa-
tion of GPAI member candidates; and appointment of
Slovakia as the chair country for 2026.
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(11) ICANN

For Internet resources such as IP addresses and do-
main names, which are essential for Internet use, it is
crucial to manage and coordinate them globally to pre-
vent duplicate allocations. Currently, the international
management and coordination of these Internet re-
sources are carried out by the Internet Corporation for
Assigned Names and Numbers (ICANN), a non-profit
organization established in 1998. ICANN is responsible
for the allocation of IP addresses, coordination of do-
main names, operation and deployment of the root serv-
er system, and the formulation of policies related to
these activities.

The MIC actively participates in and contributes to
discussions held by ICANN’s Governmental Advisory
Committee with the participation of national govern-

ments and international organizations. For example,
when the Registry Agreement (RA) and the Registrar
Accreditation Agreement (RAA) were revised in April
2024, the MIC proposed that the enforcement situation
be monitored regularly for the sharing of the results
among governments. Also, regarding the domain name
system (DNS) abuse!, the MIC has submitted opinions
on proposed amendments to the Registrar Accreditation
Agreement (RAA) to be concluded between ICANN and
registrars, and has raised the awareness of the need for
ongoing discussions within ICANN to prevent illegal ac-
tivities on the Internet, while leading the relevant ses-
sions in collaboration with the U.S. and the European
Commission.

6. International cooperation in bilateral relationships

(1) Policy cooperation with the U.S.

Following the “U.S.-Japan Competitiveness and Resil-
ience (CoRe) Partnership”® issued after the U.S.-Japan
Summit on April 16, 2021, the “Global Digital Connectiv-
ity Partnership (GDCP)”* was launched in May of the
same year to promote secure connectivity and a vibrant
digital economy (Figure 2-2-8-5).

The MIC, in cooperation with relevant ministries and
agencies, has been continuously holding the “the U.S.-
Japan Dialogue on Digital Economy (the U.S.-Japan
DDE)”? with the U.S. Department of State since 2010.
Since the launch of the GDCP, the U.S.-Japan DDE has
been positioned as a framework for promoting the
GDCP. The MIC is making use of this framework to pro-
mote Japan-US cooperation in the digital field.

The 14th U.S.-Japan DDE public-private and intergov-
ernmental meetings were held in a hybrid format (both

in-person and online) on February 6 and 7, 2024. During
these meetings, a wide range of topics was discussed,
including 5G and Beyond 5G (6G), Al governance,
Cross-Border Privacy Rules (CBPR), cooperation on
government access, international cooperation, and co-
operation within the United Nations. As a result of these
discussions, a “Joint Statement from the 14th U.S.-Japan
Dialogue on Digital Economy” was published?.

In October 2024, the 9th GDCP Expert-Level Working
Group was held, where opinions were exchanged on fur-
ther promoting the U.S.-Japan cooperation with third
countries.

At the U.S.-Japan Summit held in February 2025, a
joint statement by the leaders was published?, confirm-
ing further collaboration between the U.S. and Japan in
Al and in third-country cooperation on Open RAN.

Figure 2-2-8-5 Global Digital Connectivity Partnership (GDCP)

GDCP concept

Toward promoting globally secure connectivity and vibrant digital economies through cooperation between Japan and the United
States, GDCP promotes: mainly [1] cooperation in third countries, [2] multilateral collaboration and [3] bilateral collaboration with a
view to global development (especially 5G and Beyond 5G (6G))

Cooperation for ICT infrastructure development and human resource development in third countries (with focus on
countries the Indo-Pacific, but including other regions)

M Enhanced collaboration in multilateral frameworks including ITU, G7/G20, OECD and APEC

Bilateral collaboration Investments in R&D environments for 5G and Beyond5G (6G)

(2) Cooperation with Europe
A Cooperation with the European Union (EU)

The MIC has been holding the “Japan-EU ICT Policy
Dialogue” as a platform for exchanging information and
opinions on ICT policies with the Directorate-General

for Communications Networks, Content and Technolo-
gy of the European Commission. During the 30th Japan-
EU ICT Policy Dialogue held in March 2025, discussions

9 Distribution of malware, botnet spreading and phishing using the DNS. According to ICANN, for the purposes of the RA and the RAA, DNS
abuse means malware, botnets, phishing, pharming and spam (when spam is used as a delivery mechanism for any of other four types of DNS
Abuse). Issues related to piracy websites and child pornography may be discussed under the same framework.

0 https://www.mofa.go.jp/mofaj/na/nal/us/pagel_000951.html

2 https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000119.html

22 In the joint statement issued at the “13th the U.S.-Japan Policy Cooperation Dialogue on the Internet Economy” held on March 6 and 7, 2023,
it was decided to rename the meeting to the “U.S.-Japan Dialogue on Digital Economy.”

% https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000172.html

2 https://www.mofa.go.jp/mofaj/na/nal/us/pageit_000001_01583.html
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were held on topics such as 5G/Beyond 5G (6G), sub-
marine cables, digital infrastructure including data cen-
ters, Al, online platforms, quantum technology and cy-
bersecurity.

Furthermore, in May 2022, the Japan-EU Digital Part-
nership was established at the Japan-EU Summit held in
May 2022. On the Japanese side, the MIC, the Digital
Agency and the Ministry of Economy, Trade and Indus-
try are the main participants, while on the EU side, the
Directorate-General for Communications Networks,
Content and Technology of the European Commission
takes the lead for Japan-EU cooperation in the digital

B Bilateral cooperation with European countries
(A) UK.

In December, 2022, the MIC, the Digital Agency, and
the Ministry of Economy, Trade and Industry of Japan
and the Department for Science, Innovation and Tech-
nology (DSIT) of the United Kingdom launched the
“UK-Japan Digital Partnership” as a ministerial-level
framework, upgrading the previous director general-
level framework, with the aim of addressing priority is-
sues at a higher level. Based on this partnership, Japan
has been implementing a range of measures in the digi-
tal field in cooperation with the United Kingdom.

In 2024, the two countries enhanced bilateral coopera-
tion for the future of telecommunications and diversifica-
tion. In November of the same year, under the Global
Business Innovation Program (GBIP) implemented by
Innovate UK, representatives of tech companies en-
gaged in R&D in the digital field were dispatched to Ja-
pan to interact with their counterparts in Japanese re-
search institutes and companies, with support from the
MIC and the National Institute of Information and Com-

(B) Germany

In order to deepen mutual understanding in the policy
aspects of the information and communications field and
promote cooperation between Japan and Germany in the
field, the MIC has been holding the “Japan-Germany
ICT Policy Dialogue” with the Federal Ministry for Digi-
tal and Transport (BMDYV). The 8th meeting was held in
November 2024, where discussions on various topics,
including initiatives related to Open RAN, progress in
research and development towards Beyond 5G, Al, dis-/
mis-information and metaverse took place. On the same
day, a public-private meeting was also held, and informa-
tion was exchanged regarding initiatives implemented
by the Japanese and German industries for 5G/Open
RAN, Beyond 5G, all-photonics network (APN) and oth-

(C) France

The MIC has been holding the “Japan-France ICT
Consultations” with the French Ministry for the Econo-
my, Finance, and Industrial and Digital Sovereignty to
facilitate information sharing on important themes in
the ICT field. At the 23rd meeting held in December

field. In 2024, against dis-/mis-information, the MIC
regularly exchanged opinions on online safety with the
related authorities. Subsequently in April 2025, the min-
istry launched international joint R&D with the Europe-
an Commission for Beyond 5G, utilizing the fund estab-
lished at the National Institute of Information and
Communications Technology (NICT).

The third ministerial meeting of the Japan-EU Digital
Partnership Council was held in May 2025, and partici-
pants discussed issues related to submarine cables, on-
line platforms and Al, and made a joint statement® as the
outcome document of the meeting.

munications Technology (NICT). Moreover, the Japan-
UK Telecoms Policy Dialogue was held on the sidelines
of the event with the participation of the MIC and the
NICT from Japan and DSIT and Innovate UK from the
United Kingdom. Participants in this meeting ex-
changed opinions on the promotion of Beyond 5G/6G,
further diversification of supply chains through Open
RAN, and the standardization of technologies on future
networks.

At the third Ministerial Japan-UK Digital Council held
in January 2025, participants reviewed how the two
sides had cooperated in the examination of R&D initia-
tives in the Beyond 5G/6G field, enhancement of col-
laboration through the Hiroshima Al Process Friends
Group and in other efforts made under the Japan-UK
Digital Partnership. Then, a joint statement *was made
and announced to show a strategic direction towards the
next cooperation stage.

er new communication network technologies. In No-
vember 2024, an international digital dialogue meeting
was held by BMDYV in Berlin, Germany. The MIC par-
ticipated in the political roundtable meeting and high-
level keynote meeting and contributed to discussions
regarding connectivity, inclusiveness, digital public in-
frastructure and other issues.

Furthermore, based on the letter of intent for cooper-
ation related to Beyond 5G/6G and future communica-
tion technologies®, the MIC implemented a Japan-Ger-
many international joint R&D project and Japan-Germany
Beyond 5G/6G workshops with the Federal Ministry of
Research, Technology and Space of Germany (including
the latest one held in January 2025 in Sendai).

2024, participants discussed issues about the R&D ac-
tivities for Beyond 5G/6G, utilization and governance of
Al towards the Al Action Summit (held in Paris in Febru-
ary 2025) and digital infrastructure including submarine
cables.

% https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000192.html
% https://www.soumu.go.jp/menu_news/s-news/01tsushin08_02000186.html
27 https://www.soumu.go.jp/menu_news/s-news/01tsushin04_02000145.html
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(3) Cooperation with Asia-Pacific countries
The MIC is cooperating with information and commu-
nication authorities of Asia-Pacific countries in the field

A Republic of Korea

In December 2023, the MIC held the “Japan-Korea
ICT Policy Dialogue” with the Ministry of Science and
ICT of the Republic of Korea. The dialogue was intended
for the exchange of views on mutual interests in the field

B India

In May 2022, the MIC and the Ministry of Communi-
cations of India held the 7th Japan-India Joint Working
Group meeting online to share the progress of initiatives
in the field of ICT, such as 5G/Beyond 5G and Open
RAN, and exchanged views on future cooperation be-

C Southeast Asian countries

With the Philippines, the MIC signed a memorandum
of cooperation for ICT with the Department of Informa-
tion and Communication Technology of the Philippines
in February 2023 and agreed to further strengthen co-
operation in the ICT field, including support for the con-
struction of 5G networks including Open RAN. Addition-
ally, during the Japan US-Philippines Summit held in
April 2024, a “Joint Vision Statement by Japan, the Phil-
ippines, and the United States” was announced, confirm-
ing the strengthening of cooperation in the field of infor-
mation and communication, including cooperation
related to Open RAN.

With Indonesia, the building of Open RAN was added
as a new area of cooperation to the memorandum of co-
operation in the ICT field signed between the MIC and
the Ministry of Communication and Informatics in Octo-
ber 2023, and the two sides agreed to further deepen
cooperation also for 5G, Al, and big data.

With Cambodia, the MIC exchanged the joint minutes
on future bilateral cooperation in the digital field with
the Ministry of Post and Telecommunications of Cambo-
dia in December 2023 and agreed to further promote
bilateral cooperation for the development of the digital

D Australia

Following a joint statement on telecommunications
resilience and security in the Indo-Pacific in July 2022,
the “Japan Australia Telecommunications Resilience
Policy Dialogue” was established. This framework in-
volves the MIC from Japan, and the Department of
Home Affairs and the Department of Infrastructure,
Transport, Regional Development, Communications,
Sport and the Arts from Australia. Through the dia-
logue, the two sides will regularly share information and
hold discussions on information and communications
fields, including Open RAN, 5G, submarine cables, and
satellite communications, and consider the implementa-
tion of joint projects as needed. Also, through the dia-
logue, digital connectivity in the Indo-Pacific region will
be ensured and improved for the realization of “Free and
Open Indo-Pacific” (FOIP).

of ICT, including communication infrastructure develop-
ment and the utilization of ICT.

of ICT, such as Al and Open RAN, and the two sides
agreed to hold dialogue meetings on a regular basis go-
ing forward.

tween Japan and India. In August 2023, a sub-group
meeting on Open RAN, with the participation of Japa-
nese and Indian companies, was held to exchange infor-
mation to facilitate specific cooperation.

economy and society.

With Malaysia, the ministry signed a memorandum of
cooperation for information and communication fields
with the Ministry of Communications and Digital of Ma-
laysia in November 2023 and agreed to further strength-
en bilateral cooperation in the fields, including coopera-
tion for 5G security and future advanced networks. In
March 2024, the Japan-Malaysia ICT Joint Working
Group meeting was held for the two sides to share infor-
mation about the progress of initiatives in the fields of
ICT, broadcasting, and cybersecurity and exchange
views on future bilateral cooperation. In conjunction
with the working group, the Japan-Malaysia ICT Collab-
oration Conference was held, providing Japanese and
Malaysian companies with an opportunity to introduce
their initiatives to both governments, including the lat-
est measures implemented for broadcasting and ICT.

With Vietnam, the MIC signed a memorandum of co-
operation in information and communication fields with
the Ministry of Information and Communications of
Vietnam in August 2024, and the two sides agreed on the
promotion of bilateral cooperation in new fields, such as
Open RAN.

The third meeting of the Policy Dialogue and the
Track 1.5 meeting, in which those from the private sec-
tors of the two countries also participated, were held in
April 2025. Participants exchanged information and
views on initiatives in the field of information and com-
munications, such as Open RAN, Beyond 5G (6G), sub-
marine cables, cybersecurity, and inter-carrier roaming
in emergencies. The two sides agreed to continue col-
laborating on common policy issues. At the Track 1.5
meeting, participants from companies in the private sec-
tors of the two countries briefed on their businesses in
the Indo-Pacific region and discussed the challenges
faced on-site in the businesses to reaffirm the need for
the public and private sectors to enhance Japan-Austra-
lia collaboration.
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(4) Cooperation with countries in Central and South America

In Central and South America, the adoption of Japa-
nese Digital Terrestrial TV Broadcasting System (ISDB-
T System) was implemented in Brazil in 2006, and since
then the scheme has been adopted in 14 countries. Cur-
rently, support is provided for efforts towards the cessa-
tion of analog broadcasting in each country. Also, Japan
helped countries such as El Salvador and Nicaragua to
introduce disaster prevention ICT utilizing the Emer-
gency Warning Broadcast System (EWBS), a feature of
the Japanese broadcasting scheme.

Furthermore, in order to enhance cooperative rela-
tions with Central and South American countries not
only in the field of broadcasting, which has traditionally
maintained cooperative relations through the adoption
of Japan’s terrestrial digital broadcasting scheme (ISDB-
T), but also in a wider range of ICT fields, the MIC has
recently concluded memoranda of cooperation in this
field with the Ministry of Technologies of Information
and Communication of the Republic of Paraguay and the
National Commission of Telecommunications of Para-
guay (May 2024), with the Ministry of Science, Innova-
tion, Technology and Telecommunications of the Repub-
lic of Costa Rica (August 2024), with the Ministry of
Information and Communication Technology of the Re-

(5) Cooperation with other regions
A Cooperation with Africa

Cooperation in the ICT sector with African countries
has progressed, starting with the adoption of Japanese
Digital Terrestrial TV Broadcasting System (ISDB-T
System) in Botswana (adopted in 2013, fully digitized in
October 2022) and Angola (adopted in 2019). In August
2022, the 8th Tokyo International Conference on African
Development (TICADS8) was held in Tunisia. The MIC
hosted an online seminar and exhibition on digital trans-
formation (DX) as an official side event. In May 2023, a
memorandum of cooperation (MoC) in the fields of ICT
and postal services was signed with the Ministry of

B Cooperation with the Middle East

The MIC has been strengthening its cooperative rela-
tionship with Saudi Arabia. Based on the “Japan-Saudi
Vision 2030” (2017) and the memorandum of coopera-
tion on ICT signed with the Ministry of Communica-
tions and Information Technology of Saudi Arabia
(2019), various initiatives have been undertaken. These
include dispatching a public-private mission to Saudi
Arabia (October 2018), holding ICT public-private work-
shops (January 2022), and participating in LEAP, the
largest technology exhibition in the Middle East, where
Japan’s booth was established and a public-private work-
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public of Colombia (September 2024) and with the Min-
istry of Communications of the Republic Federal of Bra-
zil (March 2025).

Based on the memoranda of cooperation concluded
with each of the countries, the MIC has been pushing
ahead with measures to help these countries solve their
social issues by utilizing Japan’s advanced ICT. As the
latest examples, surveys were conducted on the feasibil-
ity of introducing Japan’s ICT-based early earthquake
detection and analysis technologies in Colombia and a
demonstration of ICT solutions using Japan’s mesh Wi-
Fi technology was carried out in Brazil in FY2024.

For U.S.-Japan cooperation with third countries, 5G
seminars were held targeting Central and South Ameri-
can countries to explain the importance of building an
open and secure 5G network to them. In December
2024, Brazil and the U.S. jointly held an Open RAN sym-
posium, in which the MIC participated to brief on Ja-
pan’s measures to foster Open RAN. In addition, the
MIC is supporting Japanese companies having advanced
technologies in the field in expanding their business to
Central and South America, and in FY2023, demonstra-
tions were carried out in Peru and Brazil regarding the
Open RAN-based 5G environment.

Communications and Information Technology of Egypt.
In February 2024, an MoC in the field of ICT was signed
with the Ministry of Information, Communications, and
the Digital Economy of Kenya.

Moreover, various demonstration projects have been
conducted to address social issues in Africa and support
Japanese companies in business expansion in the re-
gion. These projects include those implemented in Sen-
egal, Rwanda and other countries for communication
infrastructure, agricultural ICT, medical ICT and remote
education.

shop was held locally by the Japanese side (March
2024). These efforts were made to build cooperative re-
lationships between companies from both countries and
support the deployment of Japanese technologies in the
region.

Also, taking the opportunity of the 70th anniversary of
diplomatic relations with Israel, an MoC in the fields of
telecommunications technology and postal services was
signed with the Ministry of Communications of Israel in
April 2023.
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1. Economic security

According to the “National Security Strategy of Japan”
(decided by the Cabinet in December 2022), economic
security means to ensure Japan’s national interests, such
as peace, security, and economic prosperity, by taking
economic measures. In light of the fact that various
threats are being posed to Japan through economic
means, the Government of Japan aims to execute neces-
sary economic measures to enhance Japan’s self-reli-
ance and secure the advantage and indispensability con-
cerning its technologies and others. In the international
context, while working with like-minded countries and
in cooperation with the private sector, Japan is expected
to contribute to the maintenance and enhancement of
the international economic order based on free, fair and
equitable rules and implement global measures for co-
existence and co-prosperity in the international commu-
nity, while ensuring the stable supply of important items
for the enhancement of supply chains.

The importance of economic security is increasing
amid the progress of globalization and the intensifica-
tion of global competition. For example, as the interna-
tional economic environment is becoming more com-
plex, the number of cases of “economic coercion,” which
means to exploit the relationships of economic depen-
dence between countries for political purposes, is in-
creasing. In order to respond to such coercion, Japan
needs to collaborate with like-minded countries and in-
crease its economic self-reliance and the indispensabili-
ty of its technologies. Specifically, it is necessary for Ja-
pan to increase the resilience of its supply chains

Security

through the diversification of supply sources and imple-
ment measures for the stable supply of important items
and services.

The Government of Japan, via the Ministerial Meeting
on Strategy relating to Infrastructure Export and Eco-
nomic Cooperation, has been promoting the overseas
deployment of the infrastructure systems supplied by
Japanese companies, focusing on the need to maintain
Japan’s economic security and foster its economic
growth. In December 2024, the ministerial meeting for-
mulated the “Infrastructure System Overseas Promo-
tion Strategy 2030” (hereinafter, the “Infrastructure
Strategy 2030”) for the first time in five years, drastically
revising the former version (Figure 1).

The Infrastructure Strategy 2030 upholds the follow-
ing three as strategic pillars:

(1) Improving Japan’s “earning power” and strength-
ening international competitiveness through co-
creation with partner countries

(2) Responding quickly to new societal demands such
as economic security and ensuring national inter-
ests

(3) Responding flexibly to embrace social changes
such as green transformation (GX) and digital
transformation (DX)

Based on these pillars, the Government of Japan is
implementing comprehensive measures to ensure the
country’s economic self-reliance in and outside the
country as well as the indispensability of Japanese prod-
ucts and systems.
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Figure 1: Overview of the Infrastructure System Overseas Promotion Strategy 2030
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(Source) Infrastructure System Overseas Promotion Strategy 2030 (decided by the Ministerial Meeting on Strategy relating to Infrastructure Export

and Economic Cooperation in December 2024)"

2. Importance of economic security in the digital field

The digital field plays a fundamental role in the field of
contemporary economic activities. In particular, digital
infrastructure is part of the important infrastructure that
supports people’s daily lives and industrial activities. It is
therefore critical for Japan to secure economic security in
this field as a precondition to maintain its national com-
petitiveness. However, Japan is facing challenges, such as
declining development investments by domestic telecom-
munications carriers, increasing dependence on foreign
vendors, and concerns about the safety, transparency and
openness of digital infrastructure, due to the decrease in
population and changes in the market environment.

The telecom industry, which supports Japan’s digital
infrastructure, achieved growth driven by strong domes-
tic demand and increased its international competitive-

3. Specific measures in priority areas

(1) 5G/0pen RAN

5G networks are important digital infrastructure that
supports people’s daily lives and economic activities,
and the safety and sustainability of these networks are
directly related to Japan’s economic security. However,
at present, Japanese companies as a whole hold only

ness. Presently, however, companies engaged in the in-
dustry are finding it difficult to maintain their
competitiveness based on their traditional business mod-
els, due to market shrinkage caused by the decrease in
population and the emergence of global vendors. On the
other hand, demand for Al, propelled by the rapid devel-
opment of generative Al, is explosively increasing, which
in turn is generating special demand for the establishment
of safe and highly reliable digital infrastructure to meet
the demand, not only in Japan but across the world. Amid
this situation, it is necessary for Japanese companies to
take advantage of the expanding demand to achieve
growth and increase their international competitiveness,
while reducing excessive dependence on foreign vendors
and eliminating concerns over the economic security.

about a 2% share in the 5G base station market, which is
dominated by foreign companies (Figure 2). This situa-
tion is heightening economic coercion and supply chain
risks posed to Japan.

! https://www.kantei.go.jp/jp/singi/keikyou/dai58/siryoul.pdf
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Figure 2: Global macro-cell base station market shares (in terms of shipment value in 2024)

Total of
Japanese companies

In response, in order to foster the diversification of
vendors in the 5G base station market, Japan and other
like-minded countries, including the U.S,, the U.K., Aus-
tralia, India and Canada, have been encouraging diverse
suppliers to participate in Open RAN for its promotion,
which is attracting attention as a technology to ensure
network transparency while enhancing supply chain re-

35.12 billion
dollars

Ericsson
257%

(Source) Omdia

silience, generating innovations including those related
to security, and promoting competition in the base sta-
tion market. The MIC is supporting demonstration proj-
ects and business activities under the overseas digital
deployment support program, with a view to gaining in-
ternational understanding about the benefits of Open
RAN towards the launch of specific projects.

Figure 3: Overview of Open RAN
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Specifically, for collaboration with the U.S. and other
like-minded countries for deployment in third countries,
the MIC will carry out Open RAN-related field trials in Ma-
nila, the Philippines, as agreed at the Japan-U.S.-Philippines
Summit meeting, foster collaboration for the launch of spe-

(2) Submarine cables

As for the world’s submarine cable market, unlike the
situation regarding 5G base stations, three companies
based in developed countries are dominating the mar-
ket, collectively accounting for 92% of orders received in
terms of the cumulative total length of cables installed
during the period from 2011 to 2024, with SubCom of the
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cific cooperation projects between like-minded countries,
including providing support for Asia Open RAN Academy,
and participate in and host international events with like-
minded countries, such as the International Open RAN
Symposium.

U.S. holding about 31%, Alcatel Submarine Networks of
France about 40%, and NEC of Japan about 21%. Howev-
er, HMN Tech of China also has an 8% share, rapidly
expanding its market presence, particularly in develop-
ing countries (Figure 4).
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Figure 4: Market shares of suppliers in terms of the cumulative total length of cables
installed during the period from 2011 to 2024
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In the submarine cable market, it is difficult to con-
tinue to receive orders in a stable manner, as orders for
new installation tend to be unstable. Also, due to recent
surges in the prices of materials and personnel expens-
es, even companies dominating the market are facing
high business risks. Under these circumstances, Japa-
nese companies are facing the challenge of securing
their international competitiveness.

SubCom of the U.S. was acquired by Cerberus Capital
Management, which is a U.S. fund making investments
in defense contractors and national security assets, and
the management team was replaced in 2018. Since the
2020s, SubCom has been successfully restructuring its
business, serving Google as its major customer. For ex-
ample, among the top 10 submarine cable installation
projects for which Google placed orders for cables in
and after 2019, SubCom won orders in six projects.

For Alcatel of France, it used to be a 100% subsidiary

2025 White Paper on Information and Communications in Japan Part |

SubCom (U.S))

(Source) Created based on TeleGeography

of Nokia of Finland, but the parent company announced
the sale of this subsidiary to the Government of France
in June 2024, and Alcatel is now in the process of stabiliz-
ing management as a state-owned company.

Under these circumstances, it is necessary to decide
whether it is appropriate to expect Japanese companies
alone to enhance their profitability through their own ef-
forts and determine how to ensure business continuity
when a company finds their business unprofitable but
the national government deems it unacceptable for the
company to withdraw from the business. In reference to
cases in other countries, the MIC will examine mea-
sures to support Japanese companies in building strong
partnerships with stable customers, such as hyperscal-
ers and other relevant customers and enhancing their
ability to produce and install cables and provide mainte-
nance services for the installed cables.
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otion of postal administration

1. Summary

(1) Initiatives so far

The postal network, which had been developed na-
tionwide in Japan since the establishment of postal ser-
vices in 1871, had over 24,000 offices before the privati-
zation of the services on October 1, 2007. Even after the
privatization, postal offices are intended to remain estab-

(2) Future challenges and directions

In Japan, the social environment has undergone sig-
nificant changes, including an aging population, concen-
tration of population in urban areas, frequent natural di-
sasters, and the overall digitalization of society including
the online processing of administrative procedures. Par-
ticularly in rural areas, the importance of postal offices
as public infrastructure remaining in the community has
been increasing due to the withdrawal of public enter-
prises fulfilling essential roles in daily life and the clo-
sure of local government branch offices providing ad-
ministrative services.

Therefore, it is important for the Japan Post Group to
ensure its performance as a private enterprise while
maintaining the postal office network and universal ser-
vices in the medium to long term. It is also crucial for

2. Promotion of postal administration

(1) Ensuring universal service in postal business

lished for widespread use throughout the country.

The MIC is working to ensure the provision of univer-
sal services by postal offices and to utilize them as bases
for public services in local communities.

postal offices and the services they provide to contribute
to the improvement of convenience for citizens and us-
ers, as well as to the local community.

The MIC needs to ensure the sound management of
the Japan Post Group and fair and free competition on a
continual basis, while also ensuring the stable provision
of universal services by post offices. Additionally, it is
necessary for the ministry to advance initiatives to im-
prove convenience for citizens and users and to contrib-
ute to local communities by enhancing the effective uti-
lization of the network of approximately 24,000 post
offices and the deployment of diverse and flexible ser-
vices adapted to a new era, as well as operational effi-
ciency improvements, while also responding to the prog-
ress of digitalization.

A Review of postal rates and its system in response to changes in the business environment surrounding postal services

In FY 2022, a decrease in postal volume due to the
widespread use of the Internet and social media, cou-
pled with the impact of soaring fuel and other price in-
creases, resulted in net operating loss in Japan Post’s
postal services, marking the first deficit since the priva-
tization of the services, and the subsequent outlook re-
mained quite severe. In light of this situation, on June 13,
2024, the MIC amended the Ordinance for Enforcement
of the Postal Act (Ministry of Internal Affairs and Com-
munications Ordinance No. 5 of 2003), which provides
for the upper limit for the rates of standard postal items
weighing 25¢ or less. Accordingly, on the same day, the
Japan Post filed a notification of postal rate revisions
with the MIC, and the rates were revised on October 1 of
the same year.

At the ministerial meeting on price issues, at which

the aforementioned amendment of the ordinance was
discussed, the MIC was requested to consider reviewing
the postal rate system in consideration of the necessity
to ensure the stable provision of postal services. In re-
sponse, in June 2024, the MIC consulted the Information
and Communications Council on the postal rate system
in light of the environmental changes made to postal
services, and discussions began by the Postal Policy
Committee established under the Postal Policy Division
of the same council. Specifically, the committee has de-
liberated on issues including (1) a desirable postal rate
system amid changes in the environment surrounding
postal services and (2) a transparent and appropriate
method to set the rates of postal items. The committee
will submit a report to the MIC by the summer of 2025.

B Grantand contribution system to support the maintenance of the postal office network

In June 2018, a grant and contribution system was es-
tablished to support the maintenance of the postal office
network and ensure the stable provision of universal
postal services. The system began operation in April
2019. The Organization for Postal Savings, Postal Life
Insurance and Post Office Network is responsible for

the disbursement of grants and the collection of contri-
butions. For FY2025, the amount of grants to Japan Post
is approximately 320.7 billion yen, with contributions
amounting to approximately 263.1 billion yen from Japan
Post Bank and approximately 57.7 billion yen from Japan
Post Insurance.
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(2) Promoting the use of post offices as “Community Hubs” in society with decreasing population

A Contribution of post offices to local communities in the digital society

In Japan, the declining birth rate, aging and de-
creasing population, coupled with the spread of the
COVID-19, have further exacerbated the exhaustion
of local communities. As a result, there is increasing
anticipation for the contribution of post offices, which
are present throughout the country, to local commu-
nities. In this context, it is important to determine the
role that post offices should play in local communities
by leveraging the benefits of digitalization and utiliz-
ing their usefulness as local hubs. In October 2022,
the MIC consulted the Information and Communica-
tions Council on the contribution of post offices to lo-
cal communities in the digital society, and discussions
began in the Postal Policy Division of the same coun-
cil. The Division deliberated on various points, includ-
ing (1) collaboration between local governments and
other local public infrastructure and post offices, (2)
contribution of post offices to local communities
through DX and data utilization, and (3) the role of
post boxes (mailboxes) in the contribution of post of-
fices to local communities. Subsequently, in June
2024, the Division made a preliminary report on the
contribution of post offices to local communities. The

B Promoting utilization as an administrative service counter

Post offices handle various local government office
tasks, such as issuing copies of resident registers and
other public certificates. As mentioned earlier, the im-
portance of post offices as public infrastructure remain-
ing in local regions has been increasing as more local
government branch offices providing administrative
services have been closed down. In June 2023, the Act
on Handling of Certain Services of Local Governments
at Postal Offices (Act No. 120 of 2001) was amended,
expanding the specific services that post offices can un-
dertake from local public entities to include new tasks
such as accepting applications for the issuance of My
Number Cards.

Funded by the FY2021 supplementary budget, the
MIC conducted a demonstration of the development of
“Post Office-type My Number Card Usage Terminals”
(post office kiosk terminals) that can be introduced at
low cost to digitalize the procedures to issue certificates
such as copies of resident registers, enabling post offic-
es to complete the issuance on their own, not going
through local municipalities (Figure 2-2-9-1) . Through
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preliminary report proposed strategies for furthering
the contribution of post offices to local communities,
such as the “realization of post offices as Community
Hubs in local regions” and the “utilization of data held by
post offices”. The report says it is desirable to provide
and promote “Community Hubs” at post offices, where
some of the public services conventionally provided by
local governments, organizations, and companies will be
offered, particularly in regions where the maintenance
of an independent local economy is becoming difficult
with the provision of public services to local residents
due to a decrease in the number of local governments’
and financial institutions’ branches. Also, in the report,
the Division expected that post offices could serve as a
foundation to promote the revitalization of the regional
economy and society by promoting collaboration with
private enterprises and organizations as well as utilizing
various functions and digital technologies concentrated
at the post offices. Additionally, the report outlined the
role of post offices in providing “Community Hubs” and
the approach to cost sharing by stakeholders, and called
for the MIC and the Japan Post Group to conduct studies
for the provision of “Community Hubs.”

the “Subsidy for the Installation of Certificate Issuance
Service Terminals” to which fund was allocated in the
FY2022 second supplementary budget, support was pro-
vided for the introduction of certificate issuance service
terminals, including the post office kiosk terminals,
mainly in municipalities without convenience stores, re-
sulting in their introduction in 20 local governments and
36 post offices (post office kiosk terminals were intro-
duced in 15 local governments and 28 post offices.).

Also, to enhance resident services using My Number
Cards, local governments have been receiving special
grant tax measures (at a rate of 0.7) since FY2023 to
cover the expenses for introducing certificate issuance
services at post offices and other locations. Moreover, in
order to ensure the sustainability of administrative ser-
vices, special grant tax measures (at a rate of 0.5) will be
provided to cover initial costs incurred when local gov-
ernments contract post offices to provide counter ser-
vices in depopulated areas, including administrative and
daily life support services, in and after FY2025.
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Figure 2-2-9-1 Post office kiosk terminals
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C Providing life support service for citizens

The MIC conducted demonstrations under the nation-
wide model project “Post Office Activation Promotion
Project (Post Office x Local Public Entities x ICT)” from
FY2019 to FY2021 to utilize the strengths of post offices
to address various regional issues and improve user con-
venience.

Additionally, since FY2022, the MIC has been con-
ducting demonstrations under the “Promotion Project
for Collaboration between Post Offices and Public Re-
gional Infrastructure” (Figure 2-2-9-2) to promote the
resolution of regional issues by leveraging the power of
digital technology through collaboration between post
offices, which have bases throughout the country, and
local governments and other entities that provide public
infrastructure in the region. Demonstration projects im-
plemented in FY2024 included those for online medical
treatment and medication counseling on an isolated is-
land (Yanai City, Yamaguchi Prefecture), combination of
shopping support service with local specialty delivery
service using vacant space in transportation vehicles

(Shizuoka City, Shizuoka Prefecture), smart water me-
ter reading using postal delivery vehicles (Aomori City,
Aomori Prefecture), and provision of necessary regional
services by using post offices as “Community Hubs” (in
Akiota Town, Hiroshima Prefecture), which helped
identify the challenges to be met for the social imple-
mentation and spread use of such services. (Figure
2-2-9-3)! In FY2025, based on the report submitted by
the Information and Communications Council, the MIC
will conduct demonstration projects (Figure 2-2-9-4)
to make use of the public and regional features of post
offices to provide multiple functions and services for the
solution of regional issues and regional sustainability.
Also, as mentioned above, special grant tax measures (at
a rate of 0.5) will be provided to cover initial costs in-
curred when local governments contract post offices to
provide counter services in depopulated areas, includ-
ing administrative and daily life support services. (Fig-
ure 2-2-9-5).

Figure 2-2-9-2 Promotion Project for Collaboration between Post Offices and Public Regional Infrastructure Providers
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Figure 2-2-9-3 Regional demonstration
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(Yanai City, Yamaguchi Prefecture)
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Figure 2-2-9-5 Special grant tax measures to ensure the provision of administrative
and other services by the effective use of post offices in depopulated areas

1. Eligible municipalities

Municipalities that outsource operations such as the issuance of official certificates (e.g., copies of family registers) to post offices and similar
facilities located in depopulated areas*? based on the Act on Handling of Certain Services of Local Governments at Postal Offices, etc*'.

*1 This also includes outsourcing based on Article 34 of the Act on Reform of Public Services.
*2 Article 4 (2) (iii) of the Ordinance for Enforcement of the Act on Japan Post Holdings Co., Ltd. (remote islands, Amami, mountainous

areas, Ogasawara, peninsulas, depopulated areas, and remote islands in Okinawa).

2. Eligible expenses

Initial costs associated with outsourcing administrative services, including counter services,
and resident livelihood support services
*Excluding those separately covered by fiscal measures
(Examples of the scope of eligible projects)

o Administrative services (support for applications to municipalities, online consultations, etc.)
Expenses related to system development, network line and equipment installation, layout
maodification, and public relations

o Livelihood support services for citizens

« Expenses related to system development, equipment purchases, and public relations for
shopping support

» Expenses related to system development, network line and equipment installation, and
layout modification for online medical consultations

3. Local fiscal measures

Special local allocation tax measures (coverage ratio: 0.5)

2025 White Paper on Information and Communications in Japan Part Il

( m Local government counter services
P Rt \

~N

Chapter 2

211



Chapter 2

il

212

(3) Utilization of data acquired and held by post offices

The MIC is promoting the effective use of data ac-
quired and held by post offices while ensuring the ap-
propriate handling of the secrecy of correspondence,
the secrets of others known through postal items, and
personal information. Since December 2022, the minis-
try has been holding the meetings of the “Post Office
Data Utilization Advisory Board” to obtain advice from
experts and others for the implementation of initiatives
by Japan Post and the MIC. As a specific initiative for the
utilization of post office data, in January 2024, following
the occurrence of the Noto Peninsula Earthquake, the
MIC closely collaborated with Ishikawa Prefecture, Ja-
pan Post, and relevant ministries and agencies. As a re-
sult, Japan Post improved the accuracy of the list of per-
sons whose safety was unknown as announced by the
prefectural government by comparing it with resident
data held by Japan Post and sent notifications to those
who had moved out of the disaster area based on the in-
formation from change of address notifications to en-

sure that administrative information reached the affect-
ed individuals. Additionally, since June 2023, Japan Post
has been providing a bar association with the relevant
information when the bar association inquires about the
new address information of an opposing party of a law-
suit, etc., which is difficult for the association to ascer-
tain because the party has moved to the address without
changing the resident register (limited to cases where
the bar association determines that there is no apparent
connection with domestic violence, stalking, or child
abuse). Also, following the partial amendment of the Va-
cant Houses Special Measures Act (Act No. 127 of 2014)
in 2023, vacant houses not managed appropriately were
included in the category of vacant houses for which Ja-
pan Post can provide information about the change of
address notifications upon inquiries from local govern-
ments. The MIC will continue to work on the utilization
of post office data, taking into account the needs of pub-
lic institutions and others.

(4) Response to new initiatives by Japan Post Insurance and Japan Post Bank

Based on the Postal Service Privatization Act (Act No.
97 of 2005), Japan Post Insurance made a notification
about the expansion of asset management method in
March 2025.

Japan Post Bank is promoting a new corporate busi-
ness (2 Business) that supports the growth of local busi-
nesses with growth aspirations by providing capital
funds, thereby contributing to the revitalization of the
regional economy from a medium- to long-term perspec-
tive. In February 2024, the MIC and the Financial Ser-

vices Agency received an application from Japan Post
Bank for approval based on the Postal Services Privati-
zation Act to own a subsidiary engaged in investment
management operations and a specialized investment
company under its umbrella, with the aim of advancing
private equity investment management and operations
in this business. Approval was granted in May 2024. The
subsidiary is implementing measures including estab-
lishing a joint fund with other investment companies.

(5) Review of operations at the Organization for Postal Savings, Postal Life Insurance and Post Office Network concerning the repayment

of fixed-term postal savings deposited before postal privatization

The Organization for Postal Savings, Postal Life Insur-
ance and Post Office Network, which took over fixed-
term postal savings deposited before postal privatiza-
tion, has been implementing operations to respond to
repayment claims for savings that have been treated as
rights extinguished? under certain criteria. If it is deter-
mined that there were truly unavoidable circumstances
for not making a repayment claim after receiving a de-
mand notice, the organization has been responding to
such claims.

Given that this operation has been in place for over
ten years, the MIC requested the organization in Sep-
tember 2023 to review its operations to make the repay-

ment process less burdensome for claimants, including
ensuring that the confirmation of circumstances is con-
ducted in a manner that is more considerate of deposi-
tors®.

Subsequently, the organization announced a review of
its operational criteria on December 20, 2023, and began
implementing the new criteria in January 2024. Under
the new criteria, the method of confirming truly un-
avoidable circumstances has been revised. As a general
rule, responses are now based on verifying the details
stated in the claim form rather than requiring the sub-
mission of certificates (Figure 2-2-9-6).

2 According to the provisions of the former Postal Savings Act (Act No. 144 of 1947), which is deemed to be still in effect, if 20 years have passed
since the maturity date and no claim for repayment is made within two months after a demand notice is issued, the depositor’s rights are con-

sidered to be extinguished.

3 Request for review of the handling of refunds for fixed-term postal savings deposited before the privatization of postal services: https://www.

soumu.go.jp/menu_news/s-news/01ryutsul6_02000066.html
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Figure 2-2-9-6 Points of review of operations at the Organization for Postal Savings,
Postal Life Insurance and Post Office Network
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3. Promotion of postal administration in the international field

(1) Response to the Universal Postal Union (UPU)

The Universal Postal Union (UPU), a specialized
agency of the United Nations, was established in 1874
with the aim of developing a global postal network and
services, thereby contributing to international coopera-
tion in cultural, social, and economic fields by establish-
ing rules of international mail. The UPU celebrated its
150th anniversary in 2024. In recent years, despite the
challenging situation where the total volume of interna-
tional mail has not recovered post the COVID-19 pan-
demic, the UPU is increasingly expected to play a sig-
nificant role in the development of international logistics
by formulating appropriate international postal frame-
works in response to the expansion of cross border e-
commerce.

In this context, since January 2022, Mr. METOKI Ma-
sahiko from Japan has been serving as the Director Gen-
eral of the UPU as the only Japanese heading a UN spe-
cialized agency (term: one term of four years, with a
maximum of two terms), and he is leading initiatives to
enhance the UPU’s functions and rebuild its finance. His
great leadership is highly recognized by UPU members,
and the Government of Japan will support Mr. Metoki in

(2) Support for overseas deployment of Japanese postal infrastructure

The MIC is promoting the overseas deployment of the
Japanese postal infrastructure system as part of the gov-
ernment’s “Infrastructure System Overseas Promotion
Strategy 2030*” (decided by the Ministerial Meeting on

the election of the Director General of the UPU at the
Congress to be held in Dubai, the UAE in September
2025 to enable him to continue to assume the position
for the next term (2026 to 2029). Japan is also running as
a candidate for a member of the Council of Administra-
tion (41 member countries) and the Postal Operations
Council (48 member countries). Japan has been proac-
tively approaching the governments of UPU member
countries to receive their firm support for the elections.

Furthermore, the MIC is actively supporting Direc-
tor-General Metoki’s leadership and aims to further con-
tribute to the UPU. Based on the Memorandum of Coop-
eration with the UPU, the MIC supports the
implementation of cooperation projects among UPU
member countries, such as efforts to build a disaster-
resilient postal network, initiatives for the economic and
social utilization of the postal network, and those to ad-
dress climate change through the establishment of a
postal network designed to minimize environmental im-
pact. Through such support, Japan aims to contribute to
the further development of the global postal network
and services.

Strategy relating to Infrastructure Export and Economic
Cooperation on December 24, 2024). In order to imple-
ment these measures in an effective manner through
further public-private collaboration and based on the

4 Infrastructure System Overseas Promotion Strategy 2030 (decided by the Ministerial Meeting on Strategy relating to Infrastructure Export and

Economic Cooperation in December 2024)
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recognition of recent issues faced in postal services, the
MIC has been organizing the “Global Postal Strategy
Task Force” since December 2023 and compiled and
published a report on the public-private immediate mea-
sures for global expansion of the postal services in July
20245,

The overseas deployment of the Japanese postal infra-
structure system will support emerging and developing
countries in improving the quality of their postal servic-
es and optimizing their postal operations through the
sharing of Japan’s advanced postal technologies, sys-
tems and operational know-how. To date, efforts have
primarily targeted Southeast Asia, but in recent years,
initiatives have been extended to new markets in Central
and Eastern Europe, the Caucasus region and Central
Asia. The MIC encourages the entry of Japanese compa-
nies having relevant technologies and expertise by
searching for possibilities in peripheral businesses such
as the supply of equipment used in sorting centers, un-

derstanding the needs and challenges related to the
overall postal business in the recipient countries, and
exploring new business opportunities in areas such as
the growth in small parcel volumes due to e-commerce,
digital transformation, and green transition.

In FY2024, surveys were conducted to optimize the
postal network and operations at international exchange
offices in the Philippines, as well as to optimize opera-
tions at sorting centers and the management of logistics
and transportation in Kazakhstan Post. Furthermore, a
pilot project was implemented to enhance the functions
of sorting centers of Azerbaijan Post. The MIC will con-
tinue to enhance cooperation projects with various coun-
tries. Also, through active participation in international
postal conferences and basic research on the postal situ-
ation in various countries, the ministry will build rela-
tionships with postal operators in other countries and
promote the overseas deployment of the Japanese postal
infrastructure system.

4. Trends in correspondence delivery business

Under the Act on Correspondence Delivery by Pri-
vate Business Operators (Act No. 99 of 2002), operators
in the private sector are also allowed to engage in the
correspondence® delivery business.

The correspondence delivery business is categorized
into two types: nationwide general correspondence de-
livery business and specified correspondence delivery
business featured with the provision of (1) large-scale,
(2) express and (3) high value-added delivery services.
As of the end of FY2024, 623 operators were conducting
the specified correspondence delivery business, with 27
companies newly launching the business in FY2024.
Services provided by these specified correspondence
delivery service providers include services tailored to
customer needs, such as circulating a fixed route and
sequentially collecting and delivering correspondence

at each point, an express delivery service for relatively
short distances or within limited areas, and a telegram-
like service that delivers congratulatory or condolence
messages along with a decorated card. The service pro-
viders are thus offering a range of creative services’. For
FY2023, net sales in the business amounted to approxi-
mately 18.8 billion yen with the total number of postal
items delivered reaching about 21.16 million items, hit-
ting a record high.

To promote understanding of the purpose and system
of the correspondence delivery service and ensure
proper correspondence delivery, the MIC is raising the
public’s awareness about the definition of correspon-
dence and the correspondence delivery system by orga-
nizing explanatory sessions and other activities.

5 Global Postal Strategy Task Force https://www.soumu.go.jp/main_sosiki/kenkyu/postalservice_globalstrategy/index.html
6 Document addressed to a specified recipient to share the ideas of the sender or to inform the addressee of a fact (as provided for in Article 4.2

of the Postal Act)

7There were no companies that launched the general correspondence delivery business.
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