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Security Frameworks: Overview X.810

Upper Layers
Security Model
X.803

Security Architecture
X.800

Existing work items

Mobile Security
: Mobile PKI Guideline

Tele-biometorics




X.m-secl: Framework of secure technologies for mobile end-to-end data
communication
X.m-sec2 : Guideline for implementing secure mobile systems based on PKI

X.tb : The Telebiometric Multimodal Model — A Framework for the Specification
of Security and Safety Aspects of Telebiometrics

K X.ism : Requirements for Telecommunications of Information Security
Management System (T-ISMS)

Security Architecture for Systems Providing End-to-End Communications




Moan

1) X.805: Network Security Architecture (ISO/IEC 18028-2)

2) X.th (TD 2374 Rev.2) --> X.1081
The telebiometric multimodal model - A framework for the
specification of security and safety aspects of telebiometrics

3) X.ism (TD 2387 Rev.1) --> X.1051
Requirements for telecommunications of information security
management system (ISMS-T)

4) X.msec-1(TD 2370 Rev.3) --> X.1121

Framework of security technologies for mobile end-to-end
communications

5) X.msec-2 (TD 2370 Rev.3) --> X.1122
Guideline for implementing secure mobile systems based on PKI
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Active facilities Active facilities

Switching/Transmission facilities

ategories of

Operation/Maintenance faciliti
Users Functional facilities
Operatio Developi est faciliti
facilities facilities

Categories of

Communication centers such as IDC

Operators



. Virn
IDC

Continuous Video Surveillance Biometric Access & Exit Sensors

Electronic Motion Sensors ¥y jﬁl Semmically-braced Server Racks
- inin

E

H UPS Backup
Generators

4
A
Security Breach Alarms {.ﬁ.

On-premises Security r
Officers

Redundant HVAC Controlled
Environment

1

Server Operation Monitoring\

Gas-based Fire Suppression System




BS

*Located outside without strong protections
- Easy to be damaged

*For the Maintenance

- Recovery procedure
- Repairing procedure
- Testing procedure
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Security Bio
Technique Metrics



1ISO

ISO/IEC JTC1 SC27 ‘

WG1
Requirements,
Security services,
Guidelines

WG2
Security techniques
and mechanisms

WG3
Security Evaluation
criteria



 Europe

e Asia & Oceania

e N.America & Latin America

e Africa




ISO/IEC JTC 1/SC27/\WG1

ISO/IEC 13555 Management of ICT security
(MICTS)

ISO/IEC 17799 Code of practice for information
security management

ISO/IEC 18028 IT Network security

ISO/IEC 18043 Selection, deployment and
operations of intrusion detection systems

ISO/IEC 18044 Information security incident
management

ISMS Requirements specification m@w
ISMS Metrics and measurements



ISO/IEC 17799

Industry ‘Code of 150
practice for BS 7799
information security ISO/IEC 17799 ISO/IEC
1779:2005

management’

Oct 2004
mid-2005

Revision of ISO/IEC

BS 7799 BS 7799
17799 FDIS

‘Code of
practice’ ISO/IEC

17799



ISO/IEC 17799

23

2500
2001-05

Technical comments

comments
2005

2004 10

editorial



ISO/IEC 17799 Ko

INTERNATIONAL ISO/IEC
STANDARD 17799
Security policy ilornatio ehlogy  Code o proccs

Organising information security
Asset management
Human resources security

Physical & environmental
Security

Communications & operations -
management o

Access control

Information systems acquisition,
development and maintenance

Information security incident
management

Business continuity management

Compliance



ISO/IEC 17799

2005
Security policy

3" party risks,
access &
outsourcing

Organising information security

Capacity planning Asset management

& system acceptance

Operational
procedures &
responsibilitie

Human resources security

Physical & environmental
security

Protection against
malicious & mobile code o :
ommunications & operations
management
Back-ups
Access control
Information systems acquisition,
development and maintenance

Monitoring
system use

Vulnerability

User access, network
management

access, applications and
information access

Information security incident
management

Incident
procedures and
reportin

Developing, testing
and maintaining BC
plans

Business continuity management

Compliance




Control Objectives/Controls

9 old 118
ISO/IEC 17_7_99 Tl controls
old edition deleted remaining

8 new controls objectives

5 control objective objectives

17 new
controls
added

ISO/IEC 17799
new edition



17799

User friendly interface for control text

OLD Control text NEW Control text

Control,
some

implementation
guidance and
other supporting
text

ontrol Objectives
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ISMS Specification

e SC27

(24743)
BS 7799 Part 2

Final CD

TT00-2:

Information security
management systems —
Specification with
guidance for use

[ b [ ey

Eb=E

— Ettich Shardards




ISMS Metrics and measurements Hoon

. SC27 (24742)

« Measuring “the effectiveness and
performance of ISMS implementations”

— Performance targets
—What to measure
— How to measure
—When to measure

. SC 27 2005 4



M&M Example

Security management model ®
Hecords exampl/e

It iIs a tree model

Proc. 1'J Proc. 2 UL Proc. n'J
I

. o k i

W. Ord. 1'J W. Ord. EJ weeeerr | W Ord. n

T
1
i}
0
a
a
]

ST -DVULSACIDH-DEE O AFFLLIE+ CTC



M&M Example

Metrics and indicators

Defimition exsmple of indicstors

To determine about what do we need information

. Management commytment to secunity

To analyze what quantitative daeta can be collected, the number of.. ..

. M- Aress or deparfment

. M Managers

. MI Businsss process

. M- Areas or departments represented gt the security commities

. Ae: SecuriCy commitiee members

. AME:- Managers et the securty commities

. M7 Managers at the security commities meetings

. AMI: Meanagers who have received Crafming in security politice and
procedures

. AMID Securty incidentes

. AT Improvement actions approved By e direction

. i, Fic, Efc

-2 -DIVULOACIDN-DEE O AFFLLE+ CTC



M&M Example

Metrics and indicators AD
Definition example of indicetors |

Ll

To establish a relation between the data, which will give out a useful
information

. - MEAAE Ratio of menagers with security responcibilities
" 12 MZAE, Ratio of managers with secunty

responsibilities who usually aftends the securty
commiftee meetings

" 13- AMGNE, Relation of mansgsers who have participated in the
training program of corporstive security

" P AL AL, Haorizontality of the security
. I5- (H+i2513)3 Management commitment Lo imformetion security

Etc Elc.

P -2 -DULGACI DN -DIE D ARFLLIE + CTC



M&M Example

Metrics and indicators

Definition example of imdicstors

..I:..

To define de administrative aspects

To establish the rank within it should be kept

Hesponsible person
Secunity oyectives and controls refated with the indicator
Actualization period
Auvdience

chion planming with regard Lo rank output

i =075
205
(F=1

4 =08
5= 075

HrF-T-H -DNULOACION-DDE S AFFLUIS+ CTC




Risk Assessment

e ISO/IEC TR 13335:1-5

GMITS
(Guideline for Management of IT Security)
IT
e MICTS

(IT Security technigues- Management of
Information and Communications Technology

Security)

— I1SO/IEC 13335-1: Partl:Concepts and models
for managing and planning ICT Security

— Part2:Techniques for information security
risk management



Road Map isonec stc 1/sc27 wei Konn

ISO/IEC 17799 ISO/IEC 18044 Information
BS 7799 Part 2 security incident management

1SO Guides 62, EA 7/03 GMITS/MICTS (ISO 13555)
TTP services
S SEINCELE IT Network security

y &
ISMS M&M == —
A=

New information
security standards
and guidelines

Future requirements



Road Map ISO/IEC JTC 1/SC27 WG1 Ko

ISMS requirements e e Gt T TYPE A - Management System
specification standard Requirements Standards

TYPE B - Management

ISO/IEC 17799 ISMS implementation System Guidelines Standards

guidance (Study period)

s &

TYPE C - Management
System Related Standards

ISO/IEC 18044 Information <1 —
security incident management ¢

ISMS monitoring and review

ISMS continual improvement

ISO/IEC 13555 MICTS I
ISMS internal audits

Parts 1 and 2
ISMS metrics and
requirements standard 7 ISMS risk management standards



ISMS

Apr. 2000 Apr. 2001 Apr. 2002 Apr. 2003 Apr. 2004 Apr, 2005
[ \ | | |
N ISO/IEC 17799 2000 > 2005
British (Dec. 2000)
Standard I I I —]
BS 7799-1 _
National JIS X 5080
Standardization (Feb. 2002)
JIS)
= |ISMS Certificatio™\IPMS Certificatio valid \! Abolished \
Criteria (Ver. 0.8) XCriteria (Ver. 1.0) Auntil Sep. in Sep. )
(Apr. 2001) (Apr. 2002) 2003 f1 2004 /
British ——T—-—- 3
Standard > ISMS Certification
BS 7799-2 > Criteria (Ver. 2.0)
(Apr. 2003)
[ I
Updated BS 7799-2 2002 ISO/IEC
\ ) (Sep. 2002) 7799-2
*1 Initial audit against Ver. 1.0 may be | | I
conducted until 30th Sep. 2003. |SMS .
*2 Ver. 1.0 of the criteria will be Pl |Ot FU” Scale Operat|0n Of
abolished on 30th Sep. 2004. _ the |SMS SCheme
*3 ISMS certification criteria (Ver. 2.0) Project

have been developed based on BS
7799-2:2002, and with regard to terms
and expressions the compatibility
with JIS X 5080:2002 is ensured.
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ISMS Specification




- X.1051 |

ISMS

- ISO/IEC 27799
- 1SO/TC68

- X.1051 ISMS-T ITU T)




ISMS

ITU-T Q.10/17 ISO/IEC JTC1/SC27

X1052 | I - |SO/|EC 17799 |

,,,,,,,,,,,, ISMS General i
X.1050 |~ e.g. BS 7799 Part 2

Process Model

Control

4
Process Model

I
ISMS Telecom ! ‘MM Obijective
° I

Control

ISMS Financial I Telecom

Implementation
Requirements

ITU-T
Rec.

ISMS Other
Industry Sector




ISMS

PDCA

Interested
Parties

Information
Security
requirements
and expectations

>

PLAN
Establish the ISMS

ACT
Maintain and
improve the |ISMS

Development,
maintenance and
improvement cycle

DO
Implement and
operate the |ISMS

CHECK
Monitor and
review the ISMS

Figure 1 — PDCA model applied to ISMS processes

Interested
Parties

Managed
information

SeCUrty




X.1051

. Scope

. Definitions

. References

. Abbreviation

. Overview

. Information security management system specification
. Management responsibility

. Management review

. ISMS Improvement

O oo ~NOoO OB~ WDN K-

Annex A:
A set of controls customized to telecommunication
requirements



X.10507?

ISMS General
e.g. BS7799-2

| ISMS Telecom ‘

X.1051

Secure areas
Control objective

To prevent unauthorized access, damage and interference to business premises and
information.

Securing offices, rooms and facilities
Control

Secure areas shall be created in order to protect offices, rooms and facilities with
special security requirements.

Secure areas

Control objective

To prevent unauthorized access, damage and interference to business premises for
providing telecommunications business and information regarding to
telecommunications business.

Securing offices, rooms and facilities

Control

Secure areas shall be set to protect facilities involving special security requirements.

Telecom implementation
Securing communication centers

To protect communication facilities such as switching facilities for providing
telecommunications business (hereafter referred to as communication centers), the
following shall take place.

Securing telecommunications equipment room



X.1051 Honn

3 Security policy
3.1 Information security policy
Control objective: To provide management direction and support for

Information security.

Controls
3.1.1 Information security policy document

Management, published and communicated, as appropriate, to all employees, shall
approve a policy document.

<Telecom Implementation Requirements>

1) An information security policy must be in place over systems supporting wireless internet services
to ensure that systems are secured, that security is maintained, and that any suspected security breach
IS detected, reported, investigated and resolved in a timely manner. These policy documents must
include:

8 Corresponding wireless internet security procedures, detailing the regular procedures that need to
be performed in order to implement the security policies;



Annex A

2 QOrganisational Security

3 Asset management

4 Personnel security

5 Physical and environmental security

6 Communications and operations
management

7/ Access Control

8 System development and maintenance



5 Asset classification and control
5.1 Accountability for assets

Control objective: To maintain appropriate protection of organization assets.

Controls
5.1.1 Inventory of assets

An inventory of all 1important assets associated with each information system
shall be drawn up and maintained.

<Telecom Implementation Requirements>

An inventory shall be drawn up and maintained of the important assets associated with each
telecommunications facilities. Examples of assets associated with telecommunications facilities are:

a) Routing information, subscriber information and blacklist information, etc. in switching facilities
or transmission facilities.

b) Trouble information, configuration information, customers information, billing information and
traffic statistical information, etc. in operation facilities or control facilities.



1) Switching facilities, transmission facilities

- routing information
- subscriber information

- blacklist information, etc.
2) Operation facilities, control facilities

- trouble information

configuration information

customers information

billing information

traffic statistical information, etc.



4 Personnel security

4.1.3 Reporting software malfunctions
Control
Procedures shall be established for reporting software malfunctions.

Implementation requirement for Telecom

Procedures shall be established for reporting software malfunctions existed in
telecommunication system. The following actions should be considered.

a) The signs of the problem and any messages appearing on the
telecommunication management system should be noted.

b) The telecommunication system should be isolated, if possible, and use of it
should be stopped. The appropriate contact should be alerted immediately. If the
system is to be examined, it should be disconnected from any
telecommunication operating networks before being re-powered.

¢) The matter should be reported immediately to the information security
manager.

Appropriately trained and experienced staff should carry out to recover it.




ISMS

General



ISMS Specification
2005 FCD - 2005 FDIS

|AF International Accreditation Forum)

JIPDEC JAB



ISMS

e |[SMS
e |[SMS

ISMS



ISMS

ITU-T SG17



List of Questions of Security in SG17

Q.10G (G/17) - Communications System Security Project
(Question text: TD 2402)

Q.10H (H/17) - Architecture and Framework
(Question text: TD 2382)

Q.101 (1/17) - Cyber Security
(Question text: TD 2416 Rev.1)

Q.10J (J/17) - Security Management
(Question text: TD 2420)

Q.10K (K/17) - Telebiometrics
(Question text: TD2368 Rev.3)

Q.10L (L/17) - Secure Communication Services
(Question text: TD 2429 )
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Question 10J/17: Security Management

Task Objectives

1)X.1051

2) ISO/IEC

3)

4)
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ISMS UG~ ™

e ISMS IUG International User Group)
(2000 )

. Edward Ted) J Humphrey

ISMS
UG
BS/7799-2

1SO



ISMS UG
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2004
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KDDI
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