


O NETSEC” CSlI

Purdue Eugene Spafford
L SANS ORG Firewall
[
O
®

CSI/FBI
[leﬂa\ Eugene Spafford NETSEC’98  http://www.gocsi.com/
A5 — CSI Computer

LX27 1 Security Institute

SIYIEETE Annual Conf. & Exhibition
The Worm Story  ”Crisis and

Aftermath”

Page 1 Katsuya Uchida uchidak@gol.com




——

e e-Japan
o
o Dog year
o
4
4
4
o

2004 4
2005 9

Page 2 Katsuya Uchida uchidak@gol.com



L 2R 2R 4

Page 3

NISM (Network Information Security Manager
SEA/J (Security Education Alliance/Japan)

Certified Information Systems Security Professional

Certified Information Security Manager

Global Information Assurance Certification SANS
- Security Essentials Certification (GSEC)
- Certified Intrusion Analyst (GCIA)
- Certified Windows Security Administrator (GCWN)
- Systems and Network Auditor(GSNA)
- Information Security Fundamentals (GISF)
- Certified 1ISO-17799 Specialist (G7799)
- Certified Security Consultant (GCSC)
- .Net (GNET)
- Information Security Officer (GISO)

ISACA

Certified Firewall Analyst (GCFW)

Certified Incident Handler (GCIH)

Certified UNIX Security Administrator (GCUX)
Certified Forensics Analyst (GCFA)

Security Audit Essentials (GSAE)

Security Leadership Certification (GSLC)
Secure Internet Presence (GSIP)

Operations Essentials Certification (GOEC)
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® National Information Assurance Education and Training Program)

e NIETP CAEIAE The National Centers of Academic Excellence in Information Assurance Education )
21
o PDD63
1998 5 NIPC I[SAC
o CAEIAE

SFS Federal Cyber Service
Scholarship for Service Program

e SFS
8,000 12,000

® Federal

agency
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® CITREP Critical Infocomm Technology Resource Programme)

IDA: Infocomm Development Authority

CISSP CBK Review Seminar

Security Certified Network Professional (SCNP)

Check Point Certified Security Administrator &
Certified Nokia Security Administrator - ECS
(VPN-04)

Security Technology and Management Course
(eSTEEM)

Computer Hacking Forensic Investigator

Sun Certified Security Systems Administrator - IM

CSPFA CISCO Secure PIX Firewall Advanced

Sun Certified Security Administrator for the Solaris
Operating Environment - ECS (SC-300)

Developing Secure Internet Applications

Sun Network Intrusion & Detection - ECS (SC-345)

eXtreme Hacking

Ultimate Hacking

Linux Network Administration and Security

Web Application Security Training

Securing Cisco I0S Networks
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http://www.ida.gov.sg//idaweb/training/infopage.jsp?infopagecategory=factsheet:training&versionid=6&infopageid=119
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19E?r?pll3cgls;§gr?€ r Repla%cee;[nents New Jobs Total
Computer Scientists 212 193 19 249 461
Computer Engineers 216 201 15 235 451
Systems Analysts 506 471 34 520 1,025
Computer Programmers 568 391 177 129 697
Total 1,502 1,063 245 1,378 2,634
Scientists Scientists

2

oo o

http://www.technology.gov/Reports/TechPolicy/digital.pdf
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Virtual Private Network
Windows UNIX

1SO15408

ISMS

VPN

1999
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http://www.mext.go.jp/a_menu/koutou/coe/index.htm
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(2005 ) COE

e COE http://www.21coe.chuo-u.ac.jp/
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http://www.21coe.chuo-u.ac.jp/security/index.htmi
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CS

Algorithms

Algorithms CS580
Systems | (Compilers and Programming CS502 565
Languages)
Systems Il (Networks and Operating Systems) | CS503 536 636 638
Artificial Intelligence CS572
Complexity CS584
Databases CS541 542 641
Geometric Modeling, Visualization, and CS530 531 535
Graphics 586
Numerical Computing CS514 515 520 614 615
Parallel and Distributed Computing CS525 603
Security CS526 555 626 655
Simulation and Modeling CS543 544
Software Engineering CS510

Purdue http://www.purdue.edu/
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CS526 : Information Security

Introduction: Role of security, Types of security,
Definitions.

Classification Schemes, Access Control

Formalisms: Information flow, Protection Models

Policy: Risk Analysis, Policy Formation, Role of audit

and control

Formal policy models.

Cryptography: Cipher methods, Key management,
digital signatures

e Authentication and Identity

e System Design principles. TCB and security kernel

construction, Verification, Certification issues

® |66 (606 (60 o

Midterm Exam

System Verification

Network Security. Distributed cooperation and
commit, Distributed authentication issues. Routing,
flooding, spamming. Firewalls

*

Audit Mechanisms

Malicious Code: Viruses, Worms, etc.

Intrusion Detection and Response

Vulnerability Analysis

Physical threats, operational security, Legal and
Societal Issues

L L JEE 2NE 2R 2

Final Exam
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®
Information Security Cryptography Advanced
Information Assurance Advanced Cryptology
o CS590D Security

Aspects in Distributed Systems CS590E
Topical Lectures in InformationSecurity CS590U
Access Control Theoryand Practice
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e CMU (MSIT IS)
e 2005
e Carnegie Mellon CyLab Heinz  School Information Networking Institute

e MSIT IS CSO : Chief Security
Officer

MSIT-IS CMU

o C SO Chief Information Security Officer

vV V V VYV V

http://web.pref.nyogo.jp/johosec/cmuj/details.htm
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http://web.pref.hyogo.jp/johosec/cmuj/cmuj_index.htm
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MSIT-ISP

Smart Budgeting, Spending & Metrics

Law, Investigation, Ethics & Privacy

Strategic Planning & Leadership

Organizational Management & Negotiation Strategies
Risk Management & Business Continuity Planning
Physical Security

Information Security

Key Technologies & Emerging Trends
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uchidak@gol.com
http://www2.gol.com/users/uchidak/
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