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@ SHINSEIBANK
® A—)LDERE
N Dear Shinsel Bank Online Customer,
NS -~ _d--‘~ . L .
RN Y F We regret to inform you, that we had to lock your Shinsei Bank Online Access because we
u /\ Jg From [i u 0) L \ *L h\ have some definite reasons to believe that your account may have been illegaly accessed by

. . . . outside parties. In order to protect your confidential data, we temporarily suspended your
security@shinseibank.co. jp account.
SUppO r't@Shi 4] Se'i_ ban k .CO. j p To access your account, please contact Shinsei Bank Customer Service at:

no_reply@shinseibank.co. jp

= envelope From (&% #k o
+ EIELTULNATZITT 215858 e L S i e
« FIEXIX 105E (77U, e e e e et et
ISV, RL—C7, bba, KE, |

Thanks for choosing ours.

q:l @’ I:/r\y’ i @’ #I) :/—VI’ /r> I:) Sincerely, Online Shinsei BankTeam

+ Copyright 2001, Shinsei Bank, Limited
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https:/direct03.shinselbank.co JoFLEXCUBEAt/LiveConnect.dil?
Func& D=RT&fIdTxnID=LGN&fidSc! lo=00&fidLangID=ENG&fidDevicelD=01&fidR: toriD=40

We are proud to help you with all of your financial needs and to protect your privacy and
security.

- Provide you with the tools and resources you need to make your financial decisions
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&8 & & — LOGIN Screen —

m‘ ‘g: + _8 http://showyoursite.biz/shinseybank.com.jp/ o-~a- Google

WELCOME T0 POWERDIRECT | Please Log-in

@ SHINSEIBANK

1 Your 10-digit account number ( 3-digit Branch ID followed by 7-digit Customer ID) W Maintenance Information
Both IDs appear on your cash card.

S [ aars oo e e v T

2 [ Use the Security Keyboard (7] FAQs for Shinsel PowerDirect Log-in
If you would like to use the normal keyboard, please uncheck the check box above.
(@) safe Deal

3 Your 4-digit PIN 4 Your Shinsel PowerDirect password
Please click the keyboard below. Please click the keyboard below. n About Security Keyboard

< Delete _ < Delete For your security, we recommend you to use

the Security Keyboard. For the security of your
(a b XcldleXf)

9 o o e o account, Security Keyboard is turned ON by
- (h L i X Xk X1 XmXn )4 X5 X6 default

(2] (o XpXaXrXs X e Xul7X8Xo) -
e o o o 0 Q o To login and use PowerDirect effectively, we

B Use Capital letters. recommend that you upgrade your computer to

To enter capital letters, please click on "Shift", then click a letter. "Shift™ gets meet the system requirements. Please click
deactivated each time you type.If you wish to display capital letters here for detalls.

keyboard as a default, please check the box above, so that clicking “Shift™

wil allow to enter small letters.

For questions and inquiries:

Please call Shinsel PowerCall at
s 0120-456-007.

>>> PowerCall Manual

© Copyright 2001, Shinsei Bank, Limited
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& HIESE

s B —EXDOMELE bot (zombie PC) XU botnet (zombie
Cluster) M FFAEMHERIE—ARIZHELLY

= OP25B (Outbound Port 25 Blocking) ME A (&Y, A—JLEEEEL
TD spam [ZEATBHIL—LhDEligo1=1=6, B OREEH bot
IEENTWEINZIBIET HZENEHLLLGHOTLS

s LALEAS OP25B TEREIZ drop LTLV3 packet #1(£ %<, bot &
ZENFELTLSAEEEEFEEVEREHLNSD

s IREZRE TIXIKREEHLAY(Z botnet DFFFEZ HEA

# Botnet DZHE
s [LEEFIZH BT 5 botnet ZFIAT NIL, spam EEDHLEST,
DDoS 2 phishing site M1&ZE (DNS, Web, etc), Fif-1i&H#E D
S, NEPIER (&5 ID, /S\RAT—KR%E) ORBLEEN T
= Bot D FIEFECRERBEFEEVST-HMTEFHF MR, social
engineering MIFEFREIETL-ODFELIFMWIELTLNS
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& H=E
o INMRBIGENBEENHREG A
s DIEKES 2006 F BENOKEITFEERHAD A—ILERIE
= Botnet (H#£) LISMZLEEAE (BEIAD ASP X4&) ©FI A
= BREEHAEL, EOMLDOXMRZIRRENR, RAEDHE(TMGH

& g
s 2006.11 i EARIFA—IILY—ERDEHRTEEF R
s SBEFAA—ILDREZFEEENITFESITS—HA—)L(bounce mail)
DEMLETHEFHREE
s BREHEHKLAYOTEIET S mail address LLAMEZ F 4 FH7EL N0
I (white list) Z5%E — bounce mail £ AR DHIF

= TORLEREISHRZERR
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& HME
» F{ElE 1507 E L EIZ5% (CHN, USA, ITA, POL, DEU, KOR,
RUS, ..etc)

1y User Unknown (3E5tA~HR) 2

@ %E{E7T Unique IP address %k

3 (2) DH3B1IBLMEELLGEVELODEIE
@ (2) DSLSBELUTDEE

REHE (1) (2) (3) (4)

2006.12.25 99.70% 44,726 55.9% 86.4%
2007.01.11 99.93% 38,176 42.6% 65.0%
2007.01.30 99.84% 35,404 47.2% 83.3%

s ETS2BT 1EDADEETDEEZE(L 2.8%, £F{ETTH
5.8% — BifliZr black list TlExt =74
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® BFOXREAMDEEAI
= Botnet DFRALGEICLDEERMDEELIZKY Bz Black/Block
List, throttling, graylisting TIEZNE A FLNIZLLEHTLNVS
s VTV I4ILAZERIET BT-6 pump-and-dump [ZRR RSN BHE{E
spam 4> PDF spam A R&ELTLVS
s HIRZEEDINIEA—ILDFECE S EEFDORENFEL

SEDXEK

s EEAEZERAEBEDIHINDDBERAR

= OP25B (Outbound Port 25 Blocking) &2 A—JLEEELLLV =8
[CHEREBIIEFTEATARE

8 A= LY —N\EN LI EZTHFT 57D SMTP-AUTH IZK5E1(E
FHERSLUBEHHIRE (BWEICEHLT)

s FITEETFEREZFN CESEKT DEEF A VR INTDEANKE
RAIR, TDEREEFBRICE DOV THIFZE
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KEEA— )LD ZEQIHEEXIEIETETHANEEAIEEZFEH L TL
HUWMEE A 2L

A 3—2YFRENBEINDITRELVEERA— ILDFEIEMIIEMT S
Em (Fk — Bk, RE, RE7Y7, etc) > BOEBETHLZE
a9 FICKPEMBEFIZEOILU 021X web site DR HAEA
SABBERAR — [FEAENESN RIS

® BARLLTTEDHZL

FRERHDOEE (BELWVAEETHYMEETLH D)
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@ RRA— )L RICE D S ERAIHE

MAAWG (Messaging Anti-Abuse Working Group): BXKMD F EZBIEF L, ISPs, N

UAE 114 BRI, BEAMNGIIME— 11 NRIEEMNSSEIL AV /&L
TWh3%

IETF (The Internet Engineering Task Force): 1518~ A L EREEHAlT (SPF, DKIM) 72& A

A=y EDFAMMBREDREZITOTLS

ITU Partnerships for Global Cybersecurity: WSIS (world summit on the information

society) Action Line C5 [Zxt[sL7= ITU RD;EE)

OECD Task Force on Spam: spam fEREIZxH T 5= DEEKRZFIZDLTIRE

9 % Anti-Spam Toolkit Z{ERX

APCAUCE (Asia Pacific Coalition Against Unsolicited Commercial Email): 1[B]/FEFEE K R%

;5L ES meeting ZRAE

StopSpamAlliance: ITU, OECD, APEC TEL, CNSA, LAP, Seoul-Melbourne

MoU ZNZENDIFHREF D= D portal site

IGF (Internet Governance Forum): WSIS @ Tunis Agenda for the information

society 2+ TES 1= forum, spam BIELEET—<D—D
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