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(IRCEI) L7-PC1
Order 1
Responsel
Order 2 Response2
Order 3
Response3



IRC Protocol
GEEIRCTArIJILTHAHTINSaTUR)

Inform Nickname to the Server (Nickname is an identifier)
NICK Syntax: . n!ck <mckname>
Example: nick mikey
Inform Username to the Server
USER Syntax: user <username> <mode> <unused> :<real-name>
Example: user ms—hattori 0 * :Masakazu Hattori
Termination of the connection
Syntax: quit [:<comment>]
QUIT Example: quit :bye
Join the channel
JOIN Syntax: join <channel-names> [<keywords>]
Example: join #TestChannel
Leave from the channel
PART Syntax: part <channel-names> [:<comment>]
Example: part #TestChannel
Send messages
Syntax: privmsg <nicknames or channel-names> :<message>
PRIVMSG Example: privmsg #TestChannel :Hi, guys!




SDBot.BOFZEDFvyhHoULY

Sender Content

Attacker PRIVMSG #d3I3t3 :.login gr34t

Bot(PCfl]) | PRIVMSG #d3I3t3 :password accepted.

Attacker PRIVMSG #d3I3t3 :.about

Bot (PC/l) | PRIVMSG #d3I3t3 :mIRC v6.03 Khaled Mardam-Bey by [sd]

Attacker PRIVMSG #d3I3t3 :.sysinfo

Bot (PCll]) | PRIVMSG #d3I3t3 :cpu: 1300MHz. ram: 255MB total, 102MB free. os:
Windows XP (5.1, build 2600). uptime: 0d 2h 27m. Current user: nakao

Attacker PRIVMSG #d3I3t3 :.syn 192.168.17.140 80 60

Bot (PCfl) | PRIVMSG #d3I3t3 :SYN flooding [192.168.17.140:80] for 60 seconds
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B HSBG: your email — yuji hoshizawa®securebrain.co_jp - 2217~ (HTML %)
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i RiBER | CR2BAREL | BEEW | o ¢S] X e - vA*I-L.;;;I@!

ZH A HSBC [Demetriflbritton®@hzbe.couk] #{EHEF  2008/06/20 (&) B2
FEIC: yuji_hozhizawa@zecurebrain.co.p
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{28 HSBC: vour email - wuji_hoshizawa@zecurebrain.co jp

Dear HZEC Banl Customer,

We find that some of our members no longer have access to ther ematl addresses. As result HSBC bank
sent this letter to venfy e-mail addresses of our chients. You must complete this process by chicking on the
below and entering in the small window your HSBC bank online access details:
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=WH.A: eBay Gom [Motice@hostine.gghosting.net] IX{EHIS: 200550502 (B> 11:04
TR wuji_hoshizawa@securebrain.co.jp
({0

e Account Werify

|#

L]

\

Please Sign In...
We are currently performing regular maintenance of our security
measures. ¥ our account has been selected for this maintenance.

Frotecting the security of your eBay auction account is our primary
concern, and we apologize for any inconvenience this may cause.

eBay User ID |

eBay Password |

Email Address |

Email Password |

& Hawing prohlams signing in? Get help now
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a Home: personal, business, online, internet, banking: HSBG Bank UK - Microsoft Internet Explorer

- [O]X]

Site search: |

HSBC m The world's local bank

<} http:/fagppevof - mail333.com — E-mail Yerifica... |._

b Personal

¥ Current accounts

P Savings and investments
b Credit cards

b Loans

P Mortgages

¥ Insurance

b i all products

Welcome to HSBC Intemet Banking

Please enter your Date Of Birth: I:I

Please enter your Security
Number- L ]

Please enter your Banking ID:

Personal Internet Banking
P Logon P Register

»Business

Oner 600,000 business

customers can't be wrong. o2 = -
Come in and take 3 look at @ R-IiETENELE

© Tt

P e REE RRW BRCANG U-LD ALTE aw

3 - " ( il ; i

O -©Q HRAG Pu=eemv @ RS ELJE

F PELAD |@ httpe/ A hebe.couk. /2 hebefabout v| )]
A

whatwe have to offer. Your home may be repossessed
¥ view all products F- if you do not keep up repayments
) _ on your mortgage.
Business nternet Banking N &; ki Find out more p
¥ Log on —. -
€& ® 13-k
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SecureBrain

d SEHBO—ELEEFS-HSHLILVURLTERT

) Welcome to ADL.com — Microsoft Internet Explorer
- FrE REE FTON BRCADG w-)I AL zHH

€ © - [x] @ & jol - SeeRcA &) (2 o

: PELALD $E| hitp:/ /billing mx-aalcom,’

/A AOL COM % & & ) D

AOUInstant Messenger. MyAOL  Parental Controls  Shopping

Welcome to AOL Customer Support

Y ou were referred to this location because your credit card infarmation on file for last
payment processing system. We ask that you correct your billing information that vy

submit accurate information may result in suspension of your AOL account.
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msnbillingupdate.com
userpage-charterone.com
ebay.member-security.com/.eBay/
ebay-loginpage.com
paypal-com-us.com
www.paypal.com.international-transaction.info
protect-paypal.com

online-hsbc.com
www.paypal.com-cgi-bin.biz
nicos.concourse.jp
regionsbank.com.dish2.net.ibizdns.com
www.fraud-control.net/paypal/
staff.earthlink-box.net
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Y NatWest OnLine Banking — Microsoft Internet Explorer L E|&
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Ore- O HEG Poreorcv @ S @&

THELAD! | & httpe:/ e o lbcom/secure/default aspFrefererident=06077603

v B iz

https://www.nwolb.com/secure/default.asp?refererident=8607
7683

» Apply Online Logon - Step 1 oﬁé T |£| @ | S BER QBTN ej( = [ - ﬁ

» Maintenance TELAD |ﬁj hittp: /v pergonal-niatwestcom,’ v
» Exit

581

http://www.personal-natwest.com/

Please enter your

Customer Mumber
Sundar 21 Aug 2005 A
» Account Info
» Manage Money NatWest OnLine Bﬁnkmg Page Help
This is your date of birt . B Print Page
application followed by t > Apply Online Logon - Step 1
» Maintenance
[ please tick this box I
Please enter your I:I I:I
[ Tick here to reduce C TP Mo
. Y A ddmmyy
vizf nda.2 August
This is your date of birth {ddmmyy) as supplied by you on your
application followed by the unique number identifying you to the Bank,
[0 please tick this box if you have a new Activation Code
[ Tick here ta reduce the time befaore automatic logout Explain this. 26
o N}
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UDP scanning for many IP addresses Network scanning to many IP addresses

e
=== 1 e
—@

Two types of simultaneous scannings
(network scan (up) + port scan (down))

NICT == Vi

Port scan for a single IP address
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(MicS: Micro analysis System)
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o §B9fEHT (Malware Code Analyzer)
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Figure 1 — PDCA model applied to ISMS processes
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;& &) (1) Sinkhole operation scheme

. . . Attacks
attack or Phishing Site

(e.g. Phishing Site
ofJapanese Bank at Peru)

N

Discarded at
the Sinkhole

DNS information “~<_ ISP

/Y\ is distributed.to N
Discarded at (( ISP Ndiscard DDoS / phising

the Sinkhole att&ﬁga\dzet&y/_\/\

Discarded at
the Sinkhole

1. Telecom-ISAC requests ISPs to handle the worm!
2. Each ISP member of T-ISAC-J cooperates to drop harmful
packets while Telecom-ISAC Japan leads the way.



;& 8(2) Cyber Clean Center (CCC)

@ Detect infected

) PCs and users .
@ Recommend to install Information on attack sources

the,CCC cleaner

_ -- :_:_

ISP

(2) Dynamit\& statistic

analysis ,—
o ()
A

PCs infected g

by Bot programs i
DDos
' Create Bot removal tool

Access to our as known “CCC cleaner”
@ portal site

pam e-mail

Download
the CCC cleaner

@ 1,
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Downloadfor free!! ’,F-l
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IPV6 security issues

Routing-header O problem

routing vulnerability is the same as the IPv4 network; no
major change

ambiguity of addresses
— 6to4, mapped-v4 address, etc.

IPv4 and IPv6 are two different networks; but the
application designer does not care much about that

Too many optional headers that can be embedded in an
IPv6 packet
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