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m Item Percentage Range of Prices

1 Credit Cards 22% $0.50-%$5

2 Bank Accounts 21% $30-%400

3 Email Passwords 8% $1-$350

4 Mailers 8% $8-%10

5 Email Addresses 6% $2/MB-%$4/MB
6 Proxies 6% $0.50-%3

7 Full Identity 6% $10-$150

3 Scams 6% $10/week

9 Social Security Numbers 3% $5-%7

10 Compromised Unix Shells 2% $2-%10
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3 Symantec SOCs + 74 Symantec Monitored + 40,000+ Registered Sensors + 8 Symantec Security
Countries in 180+ Countries Response Centers

Advanced
Honeypot Network

>6,200 Managed Security Devices 4+ 120 Million Systems Worldwide + 30% of World's email Traffic +

Dublin, Ireland

: u’s Tokyo, Japan Calgary, Canada

San Francisco, CA

Redwood City, CA ; Reading, England

Santa Monica, CA

Alexandria, VA

Sydney, Australia
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26 13:59:50 192.168.60.65 QA-Netscreen-10: NetScreen Traffic Log: device_ id=QA-Netscreen-10

eeallejsg somqg'zzti@g—8%@%@%&&%%%&”1@%%@@%&%%&%@&%@0 @@%@@fgi&_ﬁ&@ﬁe‘t@men 10
%Q@%ﬁﬁ%mm@w HSE: 5360 ﬁéfﬁﬁﬁtﬁwg

num; date m 4P

Ve

num; date e

src [i» 2ob

mﬁ?d by
THohcHEdR1d by

'4l' il

Sre.port=39079, sty PN AR Y 6330 D=0 rowd=ag

Mar 26 14:49:43. o@qamsmamﬂm SR ETRIPIED, B it 261, ADOK FA3: 06 %Wmug—%ms_mAmH
N@lEsC Peen 4t ostart gpings' 200653 026 Nk stk e 1@FONb&3d@%% B=QA-
src_pomefo6r&eiistn potdrt 6ti mer vVACBTIERP2(or4: 7612 po 4 ey=19> 3239 /60lured iosedl $2N158. 60 VE540
src_port=39629 dst_port=761 service=TCP port 761 policy_id=32767 duration=0 sent=0 rcvd=40
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‘ symantec.

=
1 .,
‘smantec.- DEEPSIGHT™ THREAT MONITOR \\-\“
_ \\\
< Live Feed > October 1752006 13:24:09 JST N -
L «:gf B 3 —" i f ->
g S Y o Ly ] -ty R o R — e —— THREATCON 2
CTE A e T
eSS smmsCEtSRRaL Ll 50
fo,soa,ss'- L P, 1,596,297 %’H{f«f
k@%ﬁ‘ (/ w, %t)_ﬂ"u‘t '/X‘ ’\/ﬁ'
\? = . 68,347 7/ pY '19
( g

7 G j/ [ \S—? {f”ﬁ;:&
o) NS mann
(= ] 438,514
{é > Number of Events over the Last 24 Hours <

TOP COUNTRIES TOP FIREWALL/
ATTACKING IDS EVENTS

2. CHN 3. CAN Today > 31,575,754
R - 7 Days > 405,800,062
30 Days > 1,124,123,270

® = Security Operations Center

* Symantec was founded in 1982 and has op:-
* Over 40% of Fortune 100 cor
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1 1 *E 30% 31% 1 1 1 1 2 1
2 2 (= =] 5| 10% 10% 2 3 5 18 1 2
3 3 KAy 7% 7% 7 2 2 2 3 3
4 5 HE 4% 4% 3 15 6 3 7 5
5 4 IR 4% 4% 9 7 12 6 5 4
6 7 hr53 4% 3% 6 31 3 7 8 7
7 8 ARAY 3% 3% 10 10 22 13 4 6
8 10 AR)F 3% 3% 5 6 8 12 6 8
9 6 B2E 3% 4% 26 8 4 10 13 12
10 11 =p~ 2% 2% 4 20 13 8 16 10
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> 2007 L. —HFEWS2, 771D T I T147HBOTEER A, (L2006 FE D RITEAH
517% DY . R BETOBOTE LA E1—4485, 029, 3098 LEYEEMNS
17% D FH

> O RaAVRO— LY —/\E S5 1346225 5 Y3% DL KEMNSEHa MO—
LY — I\ ERA4A3% EEL. BIEAKLY£3%E M,

> KETOBOTREZEHMMNF - TLNE—ATHETIX29%IZEF ., LML, BEEIZKBA
PETOBOTHEREL TA-TLVS,

b
9":'\ %

. United = Germany.

Kingdom  ()9%
(7) 4% \&
\ “ France — <% "~ Poland
United Statesﬁ.--"" (5) 5% X (10) 3% :
CQ13% Spain S
\ O @6%  Italy NUo
6)4% O\
= ~ Israel
. (9) 3%

Key
(X) = Current rank
% = Current proportion
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249200 A RAMETOP10

> Ty ARELTHEION TS S A RD59% M KEIZHRR T4 LTS, HilLVT
KAV (6%). 41X R(3%)EEH-TULVS

> KEIEDTITRATAT TONAEMEZ N =HONo1ELE-TULNS, BFIZT)—DT O/
FAHEZLY)
> SEAD T4 TS ADEMDER T K TDTrojanDEMMNE R EHEBITNS

Previous Rank Country Current Period Previous Period
1 1 United States 59% 46%
2 2 Germany 6% 11%
3 3 United Kingdom 3% 3%
4 10 Netherlands 2% 2%
5 11 Russia 2% 2%
6 il France 2% 3%
7 ] Canada 2% 2%
8 5 Japan 2% 3%
9 8 China 1% 2%
10 6 Taiwan 1% 3%
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> BIHAICFFa AV MES=Plug-InD e 55 14 #1£1087=>7=H, §HAL237(Z1E N0
> TS5 Plug-InDIE 5D 89%AIED ActiveXaA R—R U MZBEET 5EHD T,
AIEAD58% M s MY IE N,
Percentage of vulnerabilities

Windows Media Player 4% Maozilla extensions 1%

Mozill tensi 1
ozilla extensions 1% Acrobat 11% Acrobat =1%

ActiveX 58% ’ , Java 5%
_ ) ' Flash 11%

QuickTime 11%

ActiveX 89% Java 2%

QuickTime 8%

Jul-Dec 2006 Jan-Jun 2007
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Percentage of malicious code types

4% 29%
15% 50
7
7% 43% B Emea

. North America

B ar

I Latin America

Trojan Worm

6% 22%
27% 506
33%
22%
40%
45%

Virus Back door
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Endpoint Protection 11.0

Antivirus &
Antispyware
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Threat
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Proactive Network
Threat Access
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PSS, — &

rule tcp, tcp_flag&ack, daddr=$LOCALHOST, msg=""[182.1] RPC DCOM buffer
overflow attempt detected', content=""¥x05¥x00¥x00¥x03¥x10¥x00¥x00¥x00'"(0,8)
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Intrusion Prevention Features
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Symartec AntilEus
for Harwchhelds

* Symbian, Windows, Palm RIFTDFTUFI4IVAR~ 0L EDIS— 4 e e
vav

— DUDRBITHERAT) AR OTINARERF v J—
— Live Updatel &Y BBIMICRFTD IAILAERI7AILEEF e R
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— A BEICKYa—HM vy 1) T4 E R
:&Jg%‘z‘;ﬁl FYA—FNEELGEX )T DEITAU I %IRRT S oy
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