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ITU-T :Security for Telecom in SG17
- for the specific objective

- Secure Networking (Arc, NGN.. OMA
-Cyber Security for Telecom -DRM
Security Management for Telecom -WPKI/WTLS
-Telebiometorics el=Eeh
AP Security (Web,Mobile,Home) 3GPP2
NFCC
—
IEEE: for Chip vender |ETE ernet Security Technologies
-AAA  -PKI -SSL/TLS -IPsec Internet
-IEEE802.1x -S/MIME
-|IEEE P1363
* Encryption Algorithms * Authentication mechanism
Elementary

*Information Security Management for general
- Key management @
-|C Card security

Technologies

-Common Criteria for products security@
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SC 27 Membership =33 p members

. Korea .Malaysia . New
Zealand
.Australia lic . India .Singapore .SriLanka

O-members 16:

— Argentina, Hong Kong, Indonesia, Belarus, Cyprus, Estonia, Hungary,
Ireland, Israel, Lithuania, Serbia and Montenegro, Romania, Slovakia,
Turkey



SC 27 OWGH R

WG1
ISMS Standards WG4

g Crair Ted Humphiey: EE’!-;;; y Contrls & sendces

‘ . u, Y
wG2 =~ ! !3 “Privac TGsnoIo
Security Security y Tegh 9y
) ID management
Techniques Evaluatlon

and Biometrics

Chair Prof. K Namura Chair Mats Ohlin Chair TBA




WG : Structure of the
Standards

27000 Principles and Vocabulary

27001:1ISMS

27005 27002 —17799:2005
Code of Practice for ISM

Risk . .
‘ 27003 Implementation Guidance

Management

‘ 27004 Measurement

27006 Requirements for the accreditation of bodies
providing certification of information security management systems

chinlk, ISMS ERZFIH(27001) . BEUZEDERKEIZHLNT, TnnEHR—RL,
IEZSX. AISHADETEHIRT A=HDHIEEHE2700001 ) —X I ERE S,
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WG3

ISO/IEC JTC 1/SC27/WG3

ISO/IEC 15408 Evaluation criteria for IT security

ISO/IEC 15443 A framework for IT security assurance
ISO/IEC 18045 Methodology for IT security evaluation

ISO/IEC 19790 Security requirements for cryptographic
modules

ISO/IEC 19791 Security assessment of operational
systems

ISO/IEC 19792 A framework for security evaluation and
testing of biometric technology

10
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NP; Possibly include ISO/IEC 24762,
Vulnerability Mgmt, IDS, &
Incident Response related standards

Anti-Spyware, Anti-SPAM,
Anti-Phishing,

ISO 18028 revision

NP (New Proposal)

Includes outsourcing and off-
shoring security

Future NP
11




ldentity Management and Privacy
Technologies (WG 5)

« Scope: Development and Maintenance of Standards and
Guidelines addressing Security Aspects of Identity
Management (IdM) and the Protection of Personal
Information (PPI).

« Current projects

« Biometric Template Protection (ISO/IEC 24745)
Framework for Identity Management (ISO/IEC 24760)
Authentication Context for Biometrics (ISO/IEC 24761)
A Privacy Framework (ISO/IEC 29100)
A Privacy Reference Architecture (ISO IEC 29101)
Authentication Assurance (NP)
Official Privacy Documents (Standing Document — SD)
Joint ITU-T & ISO SC 27 Workshop on Digital Identity

12
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ITU-T Study Groups

SG 2 Operational aspects of service provision, networks and
performance

SG 3  Tariff and accounting principles including related
telecommunications economic and policy issues

SG4  Telecommunication management

SG5  Protection against electromagnetic environment effects

SG 6  Outside plant and related indoor installations

SG 9 Integrated broadband cable networks and television and

sound transmission

SG 11 Signalling requirements and protocols

SG 12 Performance and quality of service

SG 13 Next generation networks

SG 15 Optical and other transport network infrastructures

SG 16 Multimedia terminals, systems and applications

SG 17 Security, languages and telecommunication

software

SG 19 Mobile telecommunication networks

TSAG Telecommunication Standardization Advisory Group

wWwWW.itu.int/ITU-T 14




ITU-T security building blocks

X.800 —
xX.s0z2 -—
X.803 -
X.810 —
X.811 -
X.812 —
X.813 -
X.814 —
X.815 -—
X.816 —

X.805

X.1051 —

X.1081

X.1121 —

X.1122 —

X.273 —
X.274 —

X.272 —

X.8a41 —
X.8492 —

X.500 —
X.501 —

X.519 —

Security Architecture Framework
Security architecture
Lower layers security modsl
Upper layers security mode|
Security frameworks for open systems: Overview
Security frameworks for open systems: Authentication framework
Security frameworks for open systems: Access control framework
Security frameworks for open systems: Non-repudiation framewvork
Security frameworks for open systems: Confidentiality framework
Security frameworks for open systems: Integrity framework
Security frameworks for open systems: Security audit and alarms
framework

Telecommunication Security
Security architecture for systems providing end-to-end
communications
Information security management system — Requirements for
telecommunications (ISMS-T)
A framewvork for specification of security and safety aspects of
telebiometrics
Framework of security technologies for mobile end-to-end
communications
Guideline for implementing secure mobile systems based on PKI

Protocols
Network layer security protocol
Transport layer security protocol

Secuwurity in Frame Relay
Data compression and privacy over frame relay networks

Security Techniques
Security information objects for access control
Guidelines for the use and management of trusted third party
services
Specification of TTP services to support the application of digital
signatures

Directory Services and Authentication
Dwverview of concepts, models and services
Maodels
Public-key and attribute certificate frameworks
Protocol specifications

M.3010
M.3016
M.3210.1
M.3320
M.3400

X. 733 -
X.738 —
X. 736 -
X.740 -
X747 —

J.91 —
4.93  —

JA70 —

H.233
H.234
H.235

H.323 Annex J —

Network Management Security
— Principles for a telecommunications management netvwork
— TMN Security Overview
—  TMN management services for IMT-2000 security management
— Management requirements framework for the TMN X-Interface
—  TMMN management functions

Systems NManagement
Alarm reporting function
Log control function
Security alarm reporting function
Security audit trail function
Objects and attributes for access control

Televisions and Cable Systems
Technical methods for ensuring privacy in long-distance international television transmission
Requirements for conditional access in the secondary distribution of digital television on
cable television systems
IPCablecom security specification

Multimedia Communications
— Confidentiality system for audiovisual services
— Encryption key management and authentication system for audiovisual services
— Security and encryption for H-series (H.323 and other H.245-based) multimedia
terminals
Packet-based multimedia communications systems — Security for H.323 Annex F
(Security for simple endpoint types)

H.350.2 — Directory services architecture for H.235
H.530 — Symmetric security procedures for H.323 mobility in H.510
Facsimile

T.30 Annex G — Procedures for secure Group 3 document facsimile transmission using the HKM and

HFX system
T.30 Annex H — Security in facsimile Group 3 based on the RSA algorithm
T.36 — Security capabilities for use with Group 3 facsimile terminals
T.503 — Document application profile for the interchange of Group 4 facsimile documents
T.563 — Terminal characteristics for Group 4 facsimile apparatus

Message Handling Systems (NIHS)

X.400/ — Message handling system and service overview
F.400
X.402 — Overall architecture
X.411 — Message transfer system: Abstract service definition and procedures
X.413 — Message store: Abstract service definition
X.419 — Protocol specifications
X.420 — Interpersonal messaging system
X.435 — Electronic data interchange messaging system
X.440 — Voice messaging system

ITU-T Recommendations are available from the ITU website http://Awww.itu.int/publications/bookshop/how-to-buy.html (this site includes information on limited free access to ITU-T Recommendations)

Current important security work in ITU-T includes

Telebiometrics, Security management, Mobility security, Emergency telecommunications
For further information on ITU-T and its Study Groups: http://vwww.itu.int/ITU-T




Systems Users

4[ Telecom _2005—2008t, "j-?,%q -t’$:LU7_-’fE%'EE

Telebiometorics Technoloqy
@ *#% Telebiometorics _
*Telebiometorics Security
RTFLAN=R Architecture
Security 2
Management Framework
Applications & Services
*T-ISMS Serz:%ritv for telecom @ *X.800 series
ATk BN AR TEIR R
TRSAU “XaTEEY-ER “REDET
*2 a7 WebH—E X JL.IL—L
1) R 54 D%
*17799%% Networks and Systems on Cyber
Security for Telecom Q5
Telecom *HasstEIEERE R
Systems *A TR IGER Q17 }
SPAM - ° ©

V\

Q4 Communication System Security *Za<z4h. O—KwvF . 3 16




A CEI SRR

« X.805-809: Architecture & Framework for Q5
<X.800-X.849: Security>

X.1000-X.1999 : Telecommunication security
X.1000-1099:Basic Security Control and Management
« X.1000-1009: for All Questions = General security aspects
« X.1010-1029 : for Q4

« X.1030-1049: Network Security (1031)

« X.1050-1069: Security Management (1051)

« X.1080-1099: Telebiometrics (1081)
X.1100-1199:Secure Applications and services
 X.1100-1109: General for Q9-1

« X.1110-1119: Home NW

 X.1120-1139: Mobile NW (1121, 1122)

« X.1140-1149: Web Security (1141,1142)
 X.1150-1179: Secure AP service for Q9-5
X.1200-1299:Cyber Security

« To be detailed

17



F=H FRRE (2009-2012)

Question | Question Title Continuation or New

I Telecommunications Systems Security Continuation of Q.4/17
Project (g0 7 n v =7 )

J Security Architecture and Framework Continuation of Q.5/17

K Cybersecurity Continuation of Q.6/17

L Identity Management, Architecture and New
Mechanisms  (IdMBJEERE)

M Telecommunications Information Security Continuation of Q.7/17
Management  (ISMSE§3#)

N Telebiometrics Continuation of Q.8/17

O Security Aspects of Ubiquitous Continuation of part of
Telecommunication Services Q.9/17

P Secure Application services Continuation of part of

Q.9/17
Q Countering Spam by Technical Means Continuation of Q.17/17
T Service Oriented Architecture Security New 18




Information Security

Personnel >
Physmal

BRRa/ DEIR
Framewo rk , | Qher Managements ——
X.ismf | prainienanse

U y ,_/_\ < ."
Event Mang> olicy Mangs
\_/

X.rmg

#Assets Management ” Risk Management

ethodology

\

Based on the proposals
from NSMF (TD 2988)

Practical Implementation Methodologies
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« ITUTIZA1E T BBotnetfIEBEERT H-0IZ.
Botnet Mitigation ToolkitD AR ZEZEHTL VS, BE
FD')Y—RXZEF|ALT. Australian Internet
Security Initiative (AIS)D R AZEF THREZL TLY

Do

« ZOY—ILF¥xYkIL. BotnetlZLBZFMNE KT S
ITUAVNIZBWTEWRE#EZFTEoI=600O1D
T. DT, 1S 897 & FEBotnets Xt Sk &E H#E
THCEMNAIRETH S,

o« YW— )LXYFIF2007FE12BIZE1RRASERL . 2008

FEIZITUANIZNNAOYRELTESTELOFTE
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BotnetsD#HExERMITH2EHNTILL EIfont-,

ZDInitiativeld. B LT-PC (BotnetsZ &£ 3 1= IZfF
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ITU-D SG1:R7E22 (E &L TDHCybersecuritylZxt 3 #0077 0—
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Cybercrime (A /3—J138) Z{IH| T 5 (& EIR D Cybersecurity &
UCIIPEERDEBRREHLGHOTLNS,
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B.EFEEIEOEEREA IO EHERICEART SEHACEHNZS
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« Cybersecurity XL D ER D=6, XVU—)L
FubO BRI, EEEZELEOR/NNER, BESA.
I RFIAEFDT=-8IZCybersecurity®d E 4D = 2
REEEDIIIEDEINDAATA U ERET
H_ETHD,
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1 ETF A B—HyMBELL
yAZy
Internet WS ISOC
SOCN‘-‘W ey (Internet Sociaety)
/
A B—R Y REL http://www.isoc.org/

EHER KEN—DZTMLRLY

IAB http://www.iab.org/
(Internet Architecture Board) EED WEMIZIEEELED
AB—2INT—FXTIOFEES

intarnet Architecturs Board
| |
IRTF IETF IANA
(Internet Research Taskforce) (Internet Engineering Taskforce) (Internet Assigned Number Authority)

http://www.irtf.org/ http://www.ietf.org/
' o EHR YEMICIEEELEND http://www.iana.org/
RE HTHLBMTED

. S EHS (EELEBRER) P
IRTF < )
I ETEF V///{1/A

Internet Assigned Numbers Authority
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Security Area
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RAISS Forum

la Information Security Standards

* Inaugural meeting held Nov 19, 2004 in Tokyo
* 2nd meeting held in June 27/28, 2005 in Singapore

— Day 1 — Workshop on ISO/IEC 17799:2005(E), by Ted
Humphrey & Angelika Plates

— Day 2 — Forum meeting with regional presentations and
projects discussion

* 3rd meeting held on Nov 12, 2005 in Kuala Lumpur, in
conjunction with ISO/IEC/JTC1/SC27 Meeting

— Parallel tracks on four projects
» Security Standards Toolkit
* Mutual Recognition
» Application Security Standards
» Security Assessment Guides
* 4th meeting on April 21, 2005, Jeju, Korea
« 5th meeting on October 4-5, 2006, Tokyo
« 6th meeting on August 22-23, 2007, Sungapore
* http://www.itsc.org.sg/raiss.html

Lo &
RAIS S
. W Peglonal Asia '.r'iomaur,“l_—_ O R U M

- "‘.‘\ Securit y Standards
%

e

¥ \

kgl Forum Procssdings

+ THULAND
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n"urity Standardization

« Security standards organization
— Australia, China, India, Japan, Malaysia, South
Korea, Singapore, Thailand, Chinese Taipei
* Localized and local security standards

— Australia, Japan, Malaysia, South Korea,
Singapore, Thailand, Chinese Taipel

— Most common standards — ISO/IEC 17799 and
BS 7799-2

31



Security Standards Toolkit

Application Security and Certification
Framework

Mutual Recognition of Local Security
Certification

Security assessment guides for Network
and Systems Security Administrators

Business Continuity and Disaster Recovery
Services Standards Deployment

32



Nurrent Focus

* Improving information sharing and
communications

« Extending help and outreach to emerging
economies

* Closing the gaps in existing international
standards arena

— New standards
— Guidance on use/implementation

* Preparing the region for emerging/new
development (upcoming standards)

33
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