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ITU-T X.1051: Electromagnetic Security™~ ® % it;

Annex A Telecommunications Extended Control Set

A.9 Physical and environmental security

C) a site whose environment is least susceptible to damage from strong electromagnetic field should be
selected for communication centers; where a site is chosen that is exposed to strong electromagnetic
fields, appropriate measures should be taken to protect telecommunications equipment rooms with
electromagnetic shields;

A.9.1.8 Securing telecommunications equipment room

d) the telecommunications equipment room should be located where it is least susceptible to damage
from strong electromagnetic fields; if the room needs to be located where it is susceptible to strong
electromagnetic fields, it should be protected by electromagnetic shields or some other measures;
especially, if power supply facilities are installed within the telecommunications equipment room,
measures should be appropriately taken to prevent interference from electromagnetic field;

J) if necessary, measures should be taken to protect the data storage room and data safe from
electromagnetic interference;

SAER BN 5 D58 N 75 BHE I F ~ 0D %f 4L
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*** 3 Significant spectral components up to ~10 MHz depending on range and application

HEMP: High altitude electromagnetic pulse
HPEM: High power electromagnetic
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@2009F6H29H ITU-TK.78&1&1E
ITU-T K.78: HEMP immunity guide for telecommunication centres

EREBRIZE>TEIESREISNSIEBEHM/NILANBIEV AT
LICRIZTBREEEFDONFRLANILEZBHARLI-ES

HEMP®D /N JL AR -
@ Early-time HEMP (E1): Ep; ~50kV/m. tr; ~1nsec. tc; ~#{10nsec
@ Intermediate-time HEMP (E2): Ep; ~100V/m. tr; ~10nsec. tc; ~1msec
3 Late-time HEMP (E3); Ep; ~#110mV/m. tr; ~1sec. tc; 1~1000sec

(Ep; E—VBRAE. tr; /VLAILSE EAYERE. te; 7 VL AHRIGEFRE (FETR))

Table 6.4.1-1 HEMPA S a2 =T«KERIE H

HEMP Phenomena

Test number E1 £2 E3

Radiated Tests 1.1 - -
Conducted Tests Telecom equipment | 2.1, 3.1, 3.2,4.1,42,51,5.2,53,6.1,6.2,63,7.1,72| — | 64,65
Power equipment 21,51,52,53,6.1,6.2, 6.3, 7.1, 7.2. - 6.4, 6.5

- TOKYO CITY ® NTT @ HTTHEI NI‘CT

m UNIVERSITY
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Table 6.4.1-2 [>T F

Radiated attenuation Conducted protection

(dB) Not protected Protected
100 kHz to 0 1B *
30 MHz > 20 2B *
. = 20 3 xk
Building | 4 MHzto [ = 40 4 %
200 MHz = 60 5 %k
= 80 6 *x*
. = 20 3 %%
Shielded |y 4o > 40 4 %k
enclosur | 500 MHz > 60 5 %k
es = 80 6 *¥

Table 6.4.1-3 Gt E DHAERL N)L

. . Performanc Protection Concept of telecommunication centre building
Test Radiated disturbance Basic standard o
and ESD . 1A 1B 2 3 4 5-6
Criterion
2.5/25 ns ;
: 50 50 5 5 Optional Not
1.1 e'ec”gmssne“c IEC 61000-4-25 B kv/im | kvim | kvim | kvim | 500 Vim | required
TOKYO CITY ® @ o
a UNIVERSITY NTT NTT®RE® WNICT
2010/6/11 BRI 1 B S I E B S HEBE R B2 (SCOPE) R E S 11
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Table 6.4.1-4 IGEIHE DAL N)JL

. . Crite Protection Concepts of building
Port Test | Conducted disturbance Basic standard —rion A B 2 3 4 5 | 5
Sional oorte |2 5/50 ns EFT/B IEC 61000-4-4 | B | 8kv [ 8kv | 1kv [05kv[05kv] 05kv [05kv
SNALPOTES 179 9 | Electrostatic discharge | IEC 61000-4-2 | B |05kV |[05kV]05kV|[05kV|05kV| 05kV |05 kV
. 31 5/50 ns EFT/B IEC 61000-4-4 | B |16kv ]| 4kv [16kv ]| 4kv [05kv] 05kv [05kV
Signal ports Not
(exterior . - 16kV | 16kV | 4kV | 4kV | 4kV | 05kv <
antennas) 3.2 Damped oscillatory wave | IEC 61000-4—-25 B 320 A | 320A | 20A | 20A | 20 A 5 A reqclljlre
Signal ports | 4.1 1.2/50 s surge IEC61000-4-5 | B | 4kV | 2kv | 4kv | 2kv [ 1kv [ 1kV 1kV
(te'(‘j:;:'n’;‘“”' 4.2 5/50 ns EFT/B IEC 61000-4-4 | B | 8kv [ 8kv | 8kv | 8kV | Tkv | 1kv | 1kV
Input and | 5.1 1.2/50 s surge [EC61000-4-5 | B | 4kvV | 4kv | 4kv | 1kv [05kv] 05kV [05kV
output DC | 5.2 5/50 ns EFT/B I[EC61000-4-4 | B |16kv|16kv | 4kv | 2kv [05kv]| 05kv |05kV
power ports 53 Damped oscillatory wave | IEC 61000—4-25 B 4kV | 4kV | 4kV | 4kV | 2kV 1 kV 1 kV
6.1 1.2/50 ps surge I[EC 61000-4-5 | B | 4kV | 2kV | 4kV | 2kV | 1kv 1kV 1kV
6.2 5/50ns EFT/B IEC 61000-4-4 | B ggtx 16 kV ;gtx 16kV | 16kV| 16kV | 1kv
;Ei’sztazg 6.3 | Damped oscillatory wave | IEC 61000-4-25 | B | 4kV | 4kV | 4kV | 4kV | 1kV | 1kV 1kV
Voltage dips and e 60% 1s
power ports | 6.4 terruptions IEC 61000-4-11 | C 595 % 5 s
6.5 Power frequency IEC 61000-4-13 | B Class 3
harmonics
Functional | 7.1 5/50ns EFT/B [EC610004-4 | B | 4kv | 4kv | 2kv | 2kv [ - - -
earth port 1.2 Damped oscillatory wave | IEC 61000—-4-25 B 4kV | 4kV | 2kV | 2kV - - -

EFT/B: Electrical fast transient / burst
TOKYO CITY

m UNIVERSITY ®NTT ®HTTEE$ NICT
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L0 |

@2009F11H298 ITU-TK.81&)&1E
ITU-T K.81: HPEM immunity guide for telecommunication systems
HEMPZ B FHVEBNEMIIRIEDEE AT LD E R
ERRLARIILERLI-EIS

HPEMIRIE D E B Z R Hx%E . =R ARIBEREE. FIAAIREEIHV S
ST AT &AL

@ AT ik 1%
Table 5.1-1 B HiIEL L
Threat Portability Level Definition e
PI Pocket-sized or body-worn | KRD FEEIZEEHLAIL
PII Briefcase or Backpack sized | % EICANTHELSHITHLANIL
PII Motor—Vehicle sized BEIELGETHLEANSLAIL
PIV Trailer-sized FRERF TROEERGVDLAL

meksity ©NrTr ONTTEEE  NICT
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Site
= L A
.1&)\3.[ Ae nﬁ'iﬁ,ﬁ : Building
= PN
Table 5.2-1 IR AR EEFRIE X 73 v
Intrusion Threat Device Threat Device Typical Minimum Radiated@ @ o
Area Location Portability Levels | Separation Distance (m) SR VA A
Zone 0 Public Space PI, PII, PIII & PIV > 100 ;
Conducted E
Zone 1 Same-Site PI, PII 100 - 10 >\ "_
Zone 2 Same—Building PI, PII io-1+ _  _ o
ZoneO0 Zonel Zone?2
Zone 3 Same—Room PI, PII <1 >100m 10-100m 1-10m  <1m
£
@ 7| AR EETE
-L\ s, &
Table 6.4.2-3 F|FARTREMEL N)L
Availability Definition Examples
Level
Wireless LAN device
Al ‘Consumer’ Stun-gun
lllegal CB radio
All ‘Hobbyist’
Alll ‘Professional’
AlV ‘Bespoke’

meksity ©NrTr ONTTEEE  NICT
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2R : [TU-T K. 81815 R E (3)

Q@D EL N LR - 7758 _ )
Table 6.1-1 122 =T RIQREMIBIEL NIL

Vulnerability Level | Standard Name Target Device Remarks
ZI1 CISPR24 IT equipment International standards
Z12 ITU-T K48 Network equipment Recommendations
ZI1 ITU-T K43 Network equipment Recommendations
ZI1 NTT-TR 549001 [ Network equipment NTT
Z11 NEBS GR 1089 | Network equipment US standard
Z13 NEBS LEVEL 3 | Network equipment US standard
Table 6.1-2:BBEMELMEIHIELNIL
Vulnerability Level Standard Name Target Device Remarks
ZK1 ITU-T K.20 Network equipment Recommendations
ZK2 ITU-T K.21 Terminal equipment Recommendations
ZK3 ITU-T K.66 Appendix IV | Communication device, network equipment | Recommendations
ZK4 NEBS GR 1089 Network equipment US standard
ZK5 NEBS LEVEL 3 Network equipment US standard
Table 6.1-3 —fRFIRITHEZR D A2 =T AL X)L DB
Iltem Immunity Level
Radiated efl;cl:(tjromagnetlc 3 V/m (actual field value) *
Conducted voltage 3 V (actual voltage value) *
Static discharge 8 kV (direct discharge)

4 kV (power port — line to ground)
2 kV (communications port — line to ground )

meksity ©NrTr ONTTEEE  NICT
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Q@B DM EL N )LEE M- %8
Table 6.2-2 BEEFMZRDIETHBEL NIL

Type Immunity | Over voltage
General public line Z11 ZK1
Dedicated line (general) ZI ZK1
Dedicated line (fire department, police, etc.) ZI ZK1

Table 6.2-3 2 YT —HH—E XA DIETIZHEL NIL

General Level (ISP, etc.) | Carrier Grade (MSP, etc.)
Type . .
Immunity | Overvoltage | Immunity Overvoltage
Data centre (EC site) ZI1 ZI ZI3 ZK5
Data centre (storage) ZI1 Z11 Z13 ZK5
Router, switching ZI1 ZI1 Z13 ZK5

Table 6.2-4 R ENBEER YN T—IRITHE DB EL AL

Type Immunity | Overvoltage
PC Z12 Z11
Mail server Z12 ZI1
ERP server Z12 ZI1
Storage Z12 Z11
Customer DB server Z12 ZI1
Router, switching Z12 Z11

_
2010/6/11

TOKYO CITY
UNIVERSITY
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Table 7.1-1 ITHIS DX ELANJILETEFI (S —ILE/T0ILZ)25)

[TU-T K. 81815 R 7E (5)

Threat . EM mitigation Frequency Countermeasure
Number Threat Strength (V)| Vulnerability (V) Level (dB) MWaveform Location Remarks
K1-3 385 3 43 1 GHz-10 GHz Zone 0-3 Shielding
K1-4 475 3 44 1 GHz-3 GHz Zonel-3 Shielding
K1-5 286 3 40 100 MHz-3 GHz Zone2-3 Shielding
K1-6 169 3 35 100 MHz-3 GHz Zone3 Shielding
K1-7 573 3 46 27 MHz Zone2-3 Shielding
K2-1 5 x 105 8 x 10% 16 |100MHz-3GHz|  zoneg | Shielding or static electricity
countermeasures
K3-3 240 3 38 1 Hz-10 MHz Zone2-3 Filter
K3-4 240 3 38 50/60Hz Zone2-3 Filter
Table 7.1-2 ITHZR DX KL NILEHE I GBEIEFLEE)
Restriction | Peak | Recommended .
Waveform Voltage | Current Element Recommended Operating Voltage
Communication | Combination 5kA 1.6 x or more the voltage used by the
port 10/700 SO0V 500A Arrester equipment
Power-supply Combination 4KV KA Varistor 270 V or more Whep the equipment
port used is a commercial power supply.

TOKYO CITY
UNIVERSITY

2010/6/11
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O ITHER DR KL NI
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RE.REFPOEEE:

BHORICERTABRRBERED LT TAICEHTHIERSEE:
K.sec: Guide for risk assessment and application of security requirements
concerning electromagnetic phenomena - Basic Recommendation

BHIRRICERT 5tX 1) T4 EMRICTH T O KA EIZEAT
LHENE:

K.secmiti: Mitigation methods against EM security threats
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