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Anonymous Authentications Using Elliptic Curve Cryptosystems
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Abstract

We researched and developed efficient user revocations and fast implementations of elliptic curve cryptosystems and
pairing computations for pairing-based group signatures. Furthermore, we implemented the authentication system,
and evaluate it from the experiments. Since group signatures allow us to confirm the validity of user while
concealing user’s ID, we can achieve network services with both security and privacy. We achieve the practical
anonymous authentications by realizing the signing generation and verification with constant complexity w.r.t. the
group size and the number of revocations, and by the fast pairing computations.
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