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Abstract

New network management technology for next generation networks which operate on a new
generation of protocols e.g. IPv6, is necessary. In this work, we have proposed and experimented with
new network management technics, which can manage a large-scale, very high speed, wide-area IPv6
network securely, efficiently and easily. We have focused on the following three issues, establishment
of secure IPv6 network management using security features of the SNMP management framework,
improvement of the management system's scalability using SNMP and LDAP, and technology to

discover IPv6 network topology.
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> snmpwalk -v 1 -c public udp6:localhost senConMIB
SENSOR-CONTROL-MIB: :senConlndex.1 = INTEGER: 1

SENSOR-CONTROL-MIB: :senConlID.1 = STRING: fxpO

SENSOR-CONTROL-MIB: :senConStatus.l = INTEGER: down(3)
SENSOR-CONTROL-MIB: :senConLastChange.1 = STRING: xxx-3-25,14:33:31.0,-91:21
SENSOR-CONTROL-MIB: :senConSecsToStart.1 = INTEGER: -1
SENSOR-CONTROL-MIB: :senConSecsToStop.1 = INTEGER: -1
SENSOR-CONTROL-MIB: :senConSecsToForward.1l = INTEGER: -1
SENSOR-CONTROL-MIB: :senConForwardPeriod.1 = INTEGER: 110
SENSOR-CONTROL-MIB: :senConForwardDestnType.1 = INTEGER: ipv4(l)
SENSOR-CONTROL-MIB: :senConForwardDestn.1 = STRING: *"120Forward"
SENSOR-CONTROL-MIB: :senConAlivePeriod.1 = INTEGER: 130
SENSOR-CONTROL-MIB: :senConAliveDestnType.1l = INTEGER: ipv4(1)
SENSOR-CONTROL-MIB: :senConAliveDestn.1 = STRING: *"xxx.cysol.co.jp"
SENSOR-CONTROL-MIB: :senConSecsToReloadSigs.1 = INTEGER: -1
SENSOR-CONTROL-MIB: :senConSigFileName.1 = STRING:

7 senConMIB
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BA%E & . Inform HAMIC L O IUE L7 EMEIEM T 572007 7V r—va o s LT, (2) Java B,
D IPv6 i lZ DWW T DA 21T - 7=,

(D 22\ T, Fx xRy T =7 RBABRM S AT hsnort DT 77— N7 T 74 v D—> SNMP 7 ¥
Ny NI T B LT FERENRH V3, ZDFEIEDIPYE it DT DOfgET & F24E . FHm R 21T -
oo B 912, V7 m—01vT KL Afe80::207:e9ff:fe23:b34a TR L TV ) Hsnort)» b~ R ¥ % ~ ¥ Tk
ST 77— MO ERT,

2004-03-19 18:34:44 Te80::207:e9ff:fe23:b34a%em0 [feB80::207:e9ff:fe23:b34a%em0]:
DISMAN-EVENT-MIB: :sysUpTimelnstance = Timeticks: (13928239) 1 day, 14:41:22.39
SNMPV2-MIB: :snmpTrapOID.0 = OID: SNORT-ID-ALERT-MIB: :sidaAlertGeneric-2
SNORT-ID-ALERT-MIB: :sidaAlertTimeStamp.7.128 = STRING: 1079688884.241791
SNORT-ID-ALERT-MIB: :sidaAlertMsg.7.128 = STRING: BAD-TRAFFIC same SRC/DST
SNORT-ID-ALERT-MIB: :sidaAlertimpact.7.128 = INTEGER: badUnknown(2)
SNORT-ID-ALERT-MIB: :sidaAlertMorelnfo.7.128 = STRING:
http://www.cert.org/advisories/CA-1997-28_html,
http://cve._mitre.org/cgi-bin/cvename.cgi?name=CVE-1999-0016,
SNORT-ID-ALERT-MIB: :sidaSensorAddressType.7.128 = INTEGER: ipv4(1)
SNORT-ID-ALERT-MIB: :sidaSensorAddress.7.128 = STRING: '"192.168.0.11"
SNORT-ID-ALERT-MIB: :sidaAlertSrcAddressType.7.128 = INTEGER: ipv4(1)
SNORT-ID-ALERT-MIB: :sidaAlertSrcAddress.7.128 = STRING: '192.168.0.49"
SNORT-ID-ALERT-MIB: :sidaAlertDstAddressType.7.128 = INTEGER: ipv4(l)
SNORT-ID-ALERT-MIB: :sidaAlertDstAddress.7.128 = STRING: "192.168.0.49"
SNORT-ID-ALERT-MIB: :sidaAlertSrcPort.7.128 = INTEGER: 1101
SNORT-ID-ALERT-MIB: :sidaAlertDstPort.7.128 = INTEGER: 1102
SNORT-ID-ALERT-MIB: :sidaAlertEventPriority.7.128 = INTEGER: 2
SNORT-ID-ALERT-MIB: :sidaAlertSrcMacAddress.7.128 = STRING: 0:e0:18:a8:16:93
SNORT-ID-ALERT-MIB: :sidaAlertDstMacAddress.7.128 STRING: FF:fF_fF:fF:FFf:Fff
SNORT-ID-ALERT-MIB: :sidaAlertProto.7.128 = STRING: Protocol: UDP

SNORT-ID-ALERT-MIB:
SNORT-ID-ALERT-MIB:
SNORT-ID-ALERT-MIB:

:sidaAlertRulelD.7.128 = INTEGER: 527
:sidaAlertRuleRevision.7.128 = INTEGER: 4
:sidaAlertPacketPrint.7.128 = STRING:

bcabcOcda40d5c182e0b0ed84af0a006 : 028 : 032
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3 Snort SNMP Output Plug-in, http://www.cysol.co.jp/contrib/snortsnmp/
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4 “IP Forwarding Table MIB”, B. Haberman, Febrary 2004, Internet-Draft, draft-ietf-ipv6-rfc2096-update-07.txt.
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