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[Abstract]

This paper summarizes the final achievements of "R&D on detection and prevention of information
leakages through computer networks".

This R&D is aimed at minimizing information leakages caused by P2P file-sharing applications,
which does not have any functionalities to remove files once they are exposed to the Internet, without
losing usefulness and effectiveness of the P2P technologies. Then, we have developed technologies
that identify and control P2P traffic, and extract and remove packets that contain leaked information
with specific characterestics.

We have completed this three-year R&D (from 2007 to 2010) with many benefical and useful
achievements that will contribute to make the secure and reliable Internet by reducing risks of
information leakages caused by P2P file-sharing applications.

This paper also lists intellectual properties, technical papers, and presentation materials that have

been made through the R&D.
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