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[Abstract]

The availability of mobile devices and ad-hoc network technology will result in ubiquitous
computing. It has also become possible to easily establish a secure network tunnel on the Internet by
using encryption technologies such as IPsec. However, there still remain some problems to be solved
to realize secure ubiquitous computing and network.

We have developed the on demand VPN framework, which is able to establish infrastructure for
secure ubiquitous network. The on demand VPN system uses tamper-proof chip for the strict device
authentication and control to establish VPN connection. It is also possible to automatically establish
VPN connection between any two points without complex configuration by using the automatic IPsec
configuration technology to authorize the connection. Moreover the security chip technology helps to
establish secure VPN connection on the open network by using the delivery and control technology for
the key and the conection information.

In this researh we have developed the method and netowork protocol for the on demand VPN
system. Also we have evaluated the performance and the operational function of the system through

real field experiments.
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